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1. OBIIIASI XAPAKTEPUCTHUKA PABOYEHN IMPOI'PAMMBI YYEBHOMN
JAUCHUIIJINHBI
1.1. MecTO0 AUCUMIIMHBI B CTPYKType NPHMMEPHOH OCHOBHOI NpodeccHOHAILHOM
o0pa3oBaTe/IbHOW MPOrPAMMBI:
Hucnunmmaa  OIL.01
obmienpodecCHOHANBHBIN ITUKJI, SIBISICTCS JUCIUILTMHOM, JAIOIICH HaYallbHbIC MPEACTABICHUS U

OcHOBBI ~ WHOPMAIIMOHHOW  0€301MacHOCTH  BXOIUT B
HOHATHUS B 00J1aCTH UH(OPMAIIMOHHOM 0€30MacHOCTH, ONPEeIonIei MOTPeOHOCTH B Pa3BUTUU
MHTEpeca K M3YYCHUIO YUEOHBIX AMCLUUIUIMH U MPO(ECCHOHATBHBIX MOAYJEH, CIOCOOHOCTH K

JIMYHOMY CaMOOIIPCACICHUIO U CaMOpCaIn3allun B y‘-IC6HOI>i JACATCIIbHOCTH.

1.2. Heab ¥ muiaHupyembie pe3yJbTAThl 0CBOEHHS JUCUMILIUHDI:

Kon IIK,
YMmenus 3HaHus
OK
OK 03, —  KJaccuUIUpoOBaTH — CYWHOCTh M TOHATHE MH(POPMAIMOHHON
OK 06, | zammmiaemyro 0€30IaCHOCTH, XapaKTEPUCTUKY €€ COCTABJISIOIINX;
OK 09, | urpopmanmioo 1Mo BUIaM — MecTo WH(POPMALMOHHOW 0e30IacHOCTH B
OK 10, | raiinbl u CTEINEHAM | CHCTEME HAI[HOHAIBHOM O€30IaCHOCTH CTPAHbL;
IIK 2.4 | cekpernocTH; — BWJIbl, UCTOYHUKU M HOCHUTEJIM 3allUIIaeMOn
— kiIaccuuIupoBath | MHGOPMAIKY;

OCHOBHBIC YIpO3bl — HCTOYHHUKU yrpo3 Oe3zomacHocTH MH(OpManuu

0e30macHOCTH ¥ MEpBHI 110 UX NPEAOTBPAIICHHIO;

MH(pOpMALHH; — (akTopsl, BO3AEHCTBYIONME HA HWH(DOPMAIIHIO

npu ee 00paboTKeE B  aBTOMATHU3MPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CUCTEMAX;
— JKU3HEHHBIE LUKJIBI uH(popManuu

OTPaHUYEHHOTO JIOCTYINla B TIPOIIECCE €€ CO3JaHus,
00paboTKH, Iepenayu;
— COBpPEMEHHBIC cpeacTBa " CTIOCOOBI
obecrieueHrss UHPOPMAIIMOHHOM O€30MaCHOCTH;
— OCHOBHBIE METOJIMKH aHAJIN3a YIPO3 M PHCKOB

nH(pOPMAIMOHHOH 0€30MacHOCTH;




2.CTPYKTYPA U COJAEPKAHUE YYEFHOU JJUCHUILIAHBI

2.1. O0beM y4eOHOM TMCHUIIMHBI U BHAbI YU4eOHOIl padoThl

. O0bem B
Bupa yueOHoii padoThl
yacax

Oos3aTesibHasi ydueOHas1 HArpy3Ka 64
B TOM YHCIIE:

TEOPETHYECKOe 00yUueHne 46
IIPAKTUYECKHE 3aHITUS (€CIIU IPELYCMOTPEHO) 18
Camocmosamenvhas paboma 16
IIpoMeskyTOUHasI aTTeCTALUSA A/3




2.2. TemaTu4eckuii IJIAaH U cofiep:KaHue y4eOHOH AUCHMILNINHBI «OCHOBBI MHH(OPMAIMOHHOH 0€301ACHOCTH

Tema 1.3. Yrpo3st

Conep:kaHue y4eOHOro MaTepuaJia

OcBanBaeMble
HaumenoBanme pa3jiesioB Conep:kaHue y4eOHOT0 MaTepuaJia, NpakTUu4YecKue padoTbl, CCMUHAPCKHUE 3aHATHS, Oo0bem S eMEHTLL
U TeM caMoCTOsITe/IbHAsE padoTa 00y4aromuxcs JacoB .
KOMIIeTeH Uil
1 2 3 4
Pa3zgen 1. Teoperuueckue 0CHOBbI MH()OPMAIMOHHOI 0€30M1ACHOCTH 38
Tema 1.1. OcHOBHEIE Coaep:xxanue yueOHOro MaTepuaJia 8 OK 3, OK 6,
HOHSTHS U 33]]a4u [Tonsitne nnpopmarmu U nHGOpMaIoHHOK O6e3onacHocTu. MHbopMmarys, cooduieHus, OK9,IIK.2.4
UH(OPMAMOHHON nH(OPMAIMOHHBIE TIPOIIECCHI Kak 00beKThI HHPOpMaMOHHOW 6e30macHocTH. O030p 4
0€30I1aCHOCTH 3aIUIIAEMBIX O0OBEKTOB U CHCTEM.
[TonsiTue «yrposa undopmarumy. [ToHsTre «prucka HHGOPMALTMOHHOM OE30MTACHOCTH.
[Tpumeps! npectyruieHuii B chepe nupopmannu u HGOPMAITMOHHBIX TeXHONOTHI. CyIIHOCTh 4
(GYHKIIMOHUPOBAHUSI CUCTEMBI 3alIUTHI HH(GOpMAIU. 3alIiTa YeI0BeKa OT OMaCHON
nH(popMaIuy U 0T He HHPOPMUPOBAHHOCTH B 001aCTH MH(GOPMAITMOHHON OE30ITaCHOCTH.
Tema 1.2. OcuoBbl 3amuThl |Coaepskanue yueOHOro MaTepuasa 14 OK 3, OK 6,
uHpopmanuu Cocrapnstonue nHGOpMaMOHHOM 6e30macHocTH. [lenocTHOCTh, TOCTYITHOCTE U OK9,IIK 2.4
KoH(uaeHansHocTh nHopMannu. Knaccudukanus nHpopmanum no BuaaM TaiHbl U 6
CTeneHsIM KoH(puaeHIanbHOCTH. [ToHATHS rocyJapCcTBEHHOM TalHBI U KOH(PUACHIIUNATHLHON
uHpopMaLuu.
JKuzHeHHble IUKIIBI KOH(PHUISHITMATBHON HH(POPMAIINH B TIPOIIECCe €€ CO3/IaHusl, 00padOTKH, 5
nepenavm.
Henu u 3anaun 3amuTel nHGopManuyu. OCHOBHBIE MOHATHUS B 001aCTH 3a1UTHI HHOPMAIUK. 2
DneMeHTHI mporiecca Menemxmenta b, Moaens naTerpanuu nHGOpMamoHHONW 0€30MacHOCTH 4
B OCHOBHYIO JesITeNbHOCTh opranu3aiuu. [lonstue [lonutuku 6e30macHOCTH.
IIpakTH4eckue 3aHATHSA 6
Omnpenenenre 00BEKTOB 3aIIUTH HA TUTIOBOM 00BEKTe MH(OPMATHU3ALINY. 2
Knaccudukanus 3anuiaeMoi nHGOpMAIIHH 1O BHIaM TaitHBI U CTETICHSIM 4
KOH(UICHIIMATBHOCTH.
16 OK 3, OK 6,




0e30MmacHOCTH [TonsiTre yrpo3sl 6€30macHOCTH HHPOpMAITHH 4 OK 9,11IK.2.4
3alMIaeMon CucremHas kinaccuduKaIus yrpo3 0€30nacHOCTH HHGOPMAITHH. 4
HH(l)OpMaHI/IPI- Kanansl 1 MeTobI HECAaHKIIMOHHPOBAHHOI'O JOCTyIa K I/IH(bopMauI/H/I 4

VYsa3BuMocTU. MeTo/bl OLIEHKH YS3BUMOCTH HH(POpMALIUK 4

IIpakTuyeckoe 3aHsATHE 4

Omnpenenenue yrpo3 00bekTa HHGOPMATH3AINH U UX KIIACCUDUKALIUS
Pa3jnen 2. MeTogos10rusi 3aiiuThl HHpopMauu 26
Tema 2.1. Coaep:xxanue yueOHOro MaTepuaJia 6 OK 3, OK 6,
Metononornueckue AHanu3 CyuiecTBYIOIUX METOIMK OMpeieleHus TpeOoBaHu K 3anuTe nHpOpMaInu. 2 OK9,IIK 2.4
ITOAXO/BI K 3aIUTE [TapameTpsr 3ammmaemMoii HHGOPMAIMH U OlleHKa (PaKTOPOB, BIUSIOMINX HA TPEOYEeMBbIii 5
uH(pOpMaITUU YPOBEHbB 3aITUTHI HHPOPMAITUH.

Bunbl Mep ¥ OCHOBHBIE IPUHIUIIBI 3AIIUTHI HH(OPMAIUH. 2
Tema 2.2. HopMaTuBHO Coaep:xxanue yueOHOro MaTepuaJia 8 OK 3, OK 6,
IIPaBOBOE peryaupoBanue | OpraHu3alMoHHas CTPYKTypa CUCTEMBI 3alIUTH HHPOpMAIIUU 1 OK 9, 0K 10
3auMTHL MH(GOpMaUH 3aKOHOATENLHBIC aKTHI B 00JIACTH 3aIUTH HHPOPMAIIHH. 1

Poccwuiickue 1 MeXayHApOIHBIC CTAHIAPTHI, OMPEISIISIONINE TPEOOBAHUS K 3alTUTE 1

nH(pOpMaLINH.

Cucrema ceprudukannu PO B o61actu 3amuthl nHGopMaiuu. OCHOBHBIE MTpaBUIa U 1

JOKYMEHTHI cucTeMbl ceptudukaruu PO B obnactu 3amuTel nHGOpMALIUN

Ipaxkmuueckoe 3anamue 4

Pabota B cripaBOYHO-TIPaBOBOI CHCTEME C HOPMATHBHBIMU U TIPABOBBIMH JIOKYMEHTAMH 10

MH(}OpPMaLlMOHHON 0€30M1acCHOCTH
Tema 2.3. 3amura Copepxxanue yuyeOHOro marepuaJia 8 OK 3, OK 6,
uH(pOpMaIuu B OcHOBHBIE MEXaHU3MBI 3alIUTHI HHPopMaru. CrucreMa 3aiuTsl HHGopMaIuu. Mepsbl 3alUuThI 1 OK 9, OK 10
ABTOMATHU3UPOBAHHBIX nH(pOpMaIINH, peaTn3yeMble B aBTOMAaTU3UPOBAHHBIX (MH(GOPMAIMOHHBIX ) CUCTEMAX.
(MH(OPMAIHOHHBIX ) [TporpaMMHbIE U IPOTPAMMHO-AIIIAPATHBIE CPEICTBA 3AIUTHI HHPOPMAIHH 1
CucTeMax WNnxenepHas 3aniuTa U TEXHUYECKasi OXpaHa 00bEeKTOB MH(GOpMaTU3aLuN 1

Opranu3annoHHO-pacopsIAUTeNbHAs 3amuTa nHpopmanuu. PaboTa ¢ kaapamu u

BHYTPUOOBEKTOBBIN pekuM. [[pHHIUITBI MOCTPOEHUS OPTaHU3aIIMOHHO-PACTIOPSAUTEIHLHON 1

CHUCTCMBEI.




HpaKTI/I‘leCROC 3aHATHE

Br16op Mep 3ammThl HHGOPMAIIMH JIJ1s1 aBTOMAaTU3UPOBAHHOTO paboyero Mecra

Ilpomesccymounas ammecmayusn no yueoHou oucyuniune

Bcero

64




3. YCJIOBUS PEAJIM3ALIMU TPOTPAMMBI YYEFHOU JUCITATLIAHBI

3.1. [Ias peaqim3zauuMu NporpaMmbl y4eOHOI TUCHUIUIMHBI J0JLKHBI ObITh MPEIyCMOTPEHbDI
cjeyouye crequajbHble OMeLeHUs:

Peanmuszanus mporpaMMbl  JAUCIMIUIMHBL  TpeOyeT HalW4us yd4eOHOro KaOuHeTa
uH(pOpPMAIIMOHHON 0€30MaCHOCTH, Jab0opaTopru HHHOPMAIIMOHHBIX TEXHOJIOTHIA.

OOopynoBanue  yd4eOHOro  KaOWHETa: MEPCOHAIBHBIA  KOMIIBIOTEP,  IMPOCKTOP,
MMpE3CHTAalU YPOKOB, CTCHABI, IIJIAKAaThl, MCTOANYCCKUC HOCO6HH.

Ob6opynoBanne naboparopun WHOOPMANMOHHBIX TEXHOJOTHH: TOCAJOYHBICE MECTa II0
KOJIMYECTBY 00YJArOIIUXCs; pabouee MECTO IPeroaaBaress; MyJIbTUMEIUIHOE 000pyI0BaHHE.

3.2. UudopmanunonHoe odecriedeHue 00ydeHust
1.2.1. OcHOBHBbIE MEYATHbIE HCTOYHUKH:
1. by6noB A.A., Ilpxeropnunckuii B.H., CaBunkun O.A. OcHOBbI MH(POPMAITMOHHON
Oe3omacHoct. —M.: Axkanemus. 2015.

1.2.2. lonojJHuTEIbHbIE MIEYaTHbIE HCTOYHUKH:

1. babam A.B., bapanoBa E.K., Jlapun [I.A. NudopmannonHas 06e30macHOCTE.
Hcropus 3ammtel napopmanuu B Poccun. — M.: M3narensctBo K/IY.

2. benos E.B., Jlocs B.Il., Memepskos P.B., lllenymanoB A.A. OcHOBBI nH(pOpMAaIu-
OHHOH Oe3omacHocTH: Y4eOH. mocobue g By30B. - M: ['opsiuas nunus-Tenexom, 2006. - 544
c.: mi. Jonymeno YMO Ub.

3. bapanora E.K., ba6am A.B. Mudopmainmonnasi 6e30macHOCTh U 3amura. Y4eOHoe
nocobue. — M.: Muda-M. 2016.

4. babam A.B. Undopmanmonnas 6e3onacHocTh. JlaboparopHsiii npaktukym (+CD) :
yaebHoe mocobue / A.B. babamr, E.K. bapanosa, I0.H. MenpaukoB. — 2-¢ u3n., crep. — M. :
KHOPVYC, 2016.

5. bonnaper B.B. Beenenne B undopmaimoHHyro 6€30MacHOCTh aBTOMaTH3UPOBAHHBIX
cucreM. YdyeOHoe nnocodue. — M.: MI'TY um. baymana. 2016.

6. Hecrepo C.A. OcHoBbI HH(OPMAITMOHHON Oe30nmacHOCTU. YuyeOHoe mocodue. — C-
I16.: Jlans. 2016.

7. IlpxeropauHckuii B.H. Opranun3annoHHO-IIPAaBOBOE oOecrieueHue
uH(popMallnoHHOHN Oe3omacHocTh. —M.: Akanemus. 2015.

8. IIpockypun B.I'. 3amura nmporpamm u naHHbIX: YdeOHOe mocobue anst BY3oB. - —
M.: Axkanemus. 2012.

9. Pommuer IO.A. HopmaTtuBHas 0a3a W craHiapThl B o0jacTH WHGOPMAIMOHHON
6e3omacHocTH. YuebHoe nocobue. — C-116.: U3a. [urep. 2017.

10. Hlanbrun, B. ®. 3amura uHpopManum B KOMIBIOTEPHBIX cucTemMax U ceTsax. JJMK
ITpecc, 2012.



3.2.3 [lepuoguyecKkue U3IaHus:

1. Xypuaner Chip/Yumn: XypHanm 0 KOMIOBIOTEPHON TEXHUKE i MPOPECCHOHAIOB U
OTIBITHBIX MOJIb30BaTENECH;

2. XKypnans! 3ammra unpopmanuu. Uucaiin: MaGpopMaimoHHO-METOJMUECKUH Ky pHAIT

3. Mudopmannonnas 6e30macHOCTh peruoHOB: HayyHO-TIpakTHYeCKUi KypHaI

4. Bompocsl kubepOe3zomacHoctd. Hayunblif, nepuoauueckuii, HHPOPMAIMOHHO-
METOAMYECKH JKypHal ¢ 0a30BOM coenuanu3anmueid B 0o0JacTd  MHGOPMAIMOHHON
6e3onacHoctu.. URL: http://cyberrus.com/

5. be3omacHocTh MH(POPMANMOHHBIX TexHONOTHH. [lepuoguveckuii pereH3upyeMblid
Hay4HbIi xypHan HUAY MU®U. URL: http://bit.mephi.ru/

1.2.3. DjaeKTpoHHbIE HCTOYHHKU:

1. ®enepanpHas ciyx0a MO TEXHMYECKOMY M SKcnopTHOMY KoHTpoiito (PCTIK
Poccun) www.fstec.ru

2. HWudpopmannoHHO-CIIpaBOYHAs CHUCTEMa IO JOKYMEHTaM B OOJIACTH TEXHUYECKOM
3amuThl HHpopmaruun WWw.fstec.ru

3. OOpazoBaTenbHble NOPTAJIbI MO pPA3IUYHBIM HAMpaBiIeHUsIM OOpa3oBaHUS U
temaTuke http://depobr.gov35.ru/

4. CnpaBouHo-npaBoBas cucrema «Koncynsrant [Troc» www.consultant.ru
CnpaBouHo-nipaBoBas cucrema «lapant» » Www.garant.ru
denepanbublii nopran «Poccuiickoe odOpazoBanue Www.edu.ru
®enepanbHblil paBoBoit moptan «lOpunuyeckas Poccus» http://www.law.edu.ru/

© N v

Poccuiickuii GuoMeTpruyeckuii mopraa WWw.biometrics.ru

9. ®enpepanbubiii moptan «MHDOPMAIMOHHO- KOMMYHHKAIIMOHHBIE TEXHOJOTHH B
obpaszoBanum» htpp\\:www.ict.edu.ru

10. Caiit HayuHoi#i anektponHoii 6ubmmotekn Www.elibrary.ru
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4. KOHTPOJIb ! OIIEHKA PE3YJIbTATOB OCBOEHHS YYEFHOMN

TACIHATITAHBI

Pe3yabTarsl 00yyeHus

Kpurepun oueHku

@®opMbI U METObI
OLIEHKH

3HaHUs:

— CYIIHOCTH U TIOHSTUE
nH(pOpMaMOHHOM 06€301MacHOCTH,
XapaKTEPUCTHUKY €€ COCTABIISIONINX;
— MeCTO MH(POPMALMOHHOM
0€30MaCHOCTH B CUCTEME
HaIMOHAJILHOW 0€301acHOCTH
CTpaHBblI,

— BUJIBI, HCTOYHUKH W HOCHTEIN
3anumaemMoi nHopmarmmy;

— HMCTOYHHKH YIrpo3 0e30MacHOCTH
UHPOPMAIIUU ¥ MEPBI 110 UX
MPEIOTBPAIICHHUIO;

— (bakTOpBI, BO3ACHCTBYIOINE HA
nH(popManuo npu ee 00padoTKe B
aBTOMAaTH3UPOBAHHBIX
(MH(MOPMAITMOHHBIX ) CHCTEMAX;

— JKU3HEHHBIC IIUKJIbI HH(pOpMaIiu
OTPaHUUYEHHOTO JOCTYyTA B MPOIIecce
ee co3aHus, 00paboTKH, epeauH;
— COBpPEMEHHBIE CPEJICTBA U
croco0bl o0ecredeHus
MH(OPMAaIMOHHOM 0€30MacHOCTH;
— OCHOBHBIE METOJMKHU aHAIIN3a
yTpo3 ¥ PUCKOB HHPOPMAITHOHHOM
0€30MacHOCTH.

JleMOHCTpanus 3HaHUH 110 KypCy
«OcHOBBI HH()OPMAITIOHHON
0€30MaCHOCTH» B TIOBCETHEBHOU
1 Ipo(eCcCHOHATBHOM
NeSITeIbHOCTH.

DKcnepTHas OLCHKA
pe3ynbTaToB
JEATEIILHOCTH
00yyJaromerocs rnpu
BBINIOJTHEHUH U 3aIUTE
pe3ynbTaToB
HPaKTHYECKHUX 3aHATHH.
TectupoBanue

YMeHus:

— KJIaCCU(PUITUPOBATh 3alIUIIAEMYIO
uH(pOpMAaLIMIO TO BHIAM TaWHBI U
CTENEHSIM CEKPETHOCTH;

— KITacCU(UIIUPOBATH OCHOBHEIE
yTrpo3bl OE30MaCHOCTH UH()OPMALIHUH;

YMeHus npoBOIUThH
KJ1accupuKaluo nHpopManuu
10 BUJIAM TAiHBI M CTETICHU
CEKPETHOCTH, OCHOBHBIX yTPO3
nH(popmanuy B
npodecCuoHaATbHON
JeSITeIbHOCTH

DKcrepTHOE HaOII0IeHHE
B ITPOIIECCE MPAKTHUECKUX
3aHITUH




