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1. OBIIIASI XAPAKTEPUCTUKA PABOYEN ITPOTPAMMBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

IIM.01 SKCIIVIYATALIUSA ABTOMATU3UPOBAHHBIX (MH®OPMAILIMOHHDbIX)

CUCTEM B 3AIIIMIIIEHHOM UCITOJIHEHUHU

1.1. Heab ¥ muiaHupyemble pe3yJbTaThl 0CBOeHHSI NP0 eCcCHOHAIBHOT0 MOXYJIS

1.1.1. B pe3ynpraTe n3yueHus npodecCHOHATLHOTO MOYJISA CTYJEHT JTOJDKEH OCBOUTH OCHOBHOM

BUJ JEATENBHOCTH JKCniyamayus asmomMamusupo8aHHsvix (UHGOpMayuoHHslx) cucmem 8

3aueHHoOM UcnojHeHuu 1 COOTBETCTBYIOIINEC EMY HpO(beCCI/IOHaJ'IBHBIC u O6H_[I/IC KOMIICTCHII MU

Kon HaumeHnoBaHHe BUI0B 1eITeJIbHOCTH U NPO¢ecCHOHATBHBIX KOMIIeTeH it

B 1 JKCIUIyaTalss  ABTOMATH3MPOBAHHBIX  (MH(OPMALMOHHBIX)  CHCTEM B
3aLUIEHHOM MCIOJTHEHUH

IIK 1.1. | IIpou3BoANTh yCTAaHOBKY M  HAacCTpPOMKY KOMIIOHEHTOB aBTOMAaTH3UPOBaHHBIX
(MuHQOPMAIMOHHBIX) CHUCTEM B 3aLIUIIEHHOM WCIOJIHEHUHM B COOTBETCTBHM C
TpeOOBAHUSAMH SKCILTYaTAlIMOHHOMN TOKYMEHTAIIUH.

IIK 1.2. | ADIMUHHCTpUpPOBAaTh MPOTrpaMMHBIE M  IPOrPaMMHO-ANINApPaTHbIE  KOMIIOHEHTHI
aBTOMATH3UPOBAHHON (MH(POPMAIIMOHHO) CHCTEMBI B 3aIIUIIIEHHOM UCTIOJTHEHUH.

[IK 1.3. | O6ecnieunBath OecriepeboiiHyl0 pabOTy aBTOMATHU3UPOBAHHBIX (MHGOPMAIIMOHHBIX)
CHCTEM B  3alllMUICHHOM MWCIOJHEHHH B  COOTBETCTBUM C  TpeOOBaHUAMHU
9KCIUTyaTallMOHHON JOKYMEHTAIUH.

IIK 1.4. | OcyuecTBisTh HPOBEPKY TEXHUYECKOTO COCTOSIHUS, TEXHUYECKOE OOCIYy)KUBAaHUE U

TEKyIIM PEMOHT, YCTpaHATh OTKa3bl M BOCCTAHaBIMBaTh pPabOTOCIIOCOOHOCTH
aBTOMATHU3HPOBAHHBIX (MH()OPMALIMOHHBIX) CUCTEM B 3AIIUILEHHOM HCIIOJHEHUH.

1.1.2. O0mue KOMIeTeHIINMI:

Kon HanMeHoBaHMe BUAOB JeATEJILHOCTH H NPO(PECCHOHANBHBIX KOMIIETEHIIUI

OK 1. | BoiGupatbs ciocoObl pemieHus 3ajad npopecCUOHaIbHON AESITeIbHOCTH, IPUMEHUTEIBHO
K pa3IM4HbIM KOHTEKCTaM.

OK 2. | OcymecTBasTh NOUCK, aHAINU3 U UHTEPIIPETALNI0O HHPOPMAIK, HEOOXOIUMON IS
BBINOJIHEHUS 3a/1a4 TPO(PECCUOHATILHON EATEIbHOCTH.

OK 3. | IImanupoBaTh M peaan30BbIBaTh COOCTBEHHOE NMPO(ECCHOHATBHOE U IMYHOCTHOE
pa3BUTHE.

OK 4. | PabGortatp B KOJUIEKTUBE U KOMaHAe, 3(HEKTUBHO B3aUMOIEHCTBOBATh C KOJUIETaMH,
PYKOBOJCTBOM, KITUEHTAMH.

OK 5. | OcymiecTBasTh YCTHYIO M MUCbMEHHYI0 KOMMYHHUKAIIUIO Ha TOCYIApPCTBEHHOM SI3bIKE C
y4€TOM 0COOCHHOCTEH COLMANBHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 6. | IIposiBiATH rpakAaHCKO-NIAaTPUOTHYECKYIO MTO3ULUIO, IEMOHCTPUPOBATH OCO3ZHAHHOE
MOBEJICHHE HAa OCHOBE TPAAULIMOHHBIX O0IEUYET0BEYECKUX IEHHOCTEH.

OK 7. | ConelicTBOBaTh COXpaHEHHUIO OKPY KAIOILEH Cpelibl, pecypcocoepexkennto, 3hpHeKkTHBHO
JIECTBOBATh B UPE3BBIYAHBIX CUTyaLUsIX.

OK 8. | Ucnonb3oBath cpenctBa (U3MUECKOM KyJIbTYphI Uil COXPAaHEHHS U YKPETJIEHUS 3J0POBbS

B IIpoliecce NpopecCHOHANbHON AESITETbHOCTH U MOIepKaHne He00X0JUMOTO YPOBHS
($u3MYECKOoil MOATOTOBICHHOCTH.




OK 9.

Hcnonb30BaTh HHPOPMALTMOHHBIE TEXHOJIOTHH B IPO(PECCHOHATBHOM AESTETLHOCTH.

OK 10.

[Tonp30BaTbes MpodeccnOHATBHOM TOKyMEHTaKEeH Ha TOCYJapCTBEHHOM U HHOCTPAaHHOM
S3bIKaXx.

1.1.3. B pe3ynbTare ocBoeHUs MPO(HECCHOHATEHOTO MOAYJIS CTYACHT JOJDKEH:

HNmeThb

MPAKTHYEeCKHii | ABTOMATH3HPOBAHHBIX (MH(OPMALIMOHHBIX) CHCTEM,;

OIIBIT

— YCTAaHOBKH H H&CTpOﬁKH KOMIIOHCHTOB  CHCTEM  3alIUThI I/IH(b opManuu

— aJMHHHMCTPHUPOBAHMS aBTOMATHU3UPOBAHHBIX CUCTEM B 3aILMILEHHOM HCIIOIHEHUY;
— DJKCIUTyaTallid KOMIIOHEHTOB CHCTEM 3allUThl HHPOPMAIMH aBTOMATU3UPOBAHHBIX
CUCTEM;

— JIMarHOCTUKY KOMIIOHEHTOB CHCTEM 3allUThl MHQOpMAIMKM aBTOMATU3UPOBAHHBIX
CHUCTeM,  YCTpaHEHHS  OTKa30oB W  BOCCTaHOBICHHS  pabOTOCIOCOOHOCTH
ABTOMAaTH3UPOBAaHHBIX (MH(GOPMAIIMOHHBIX) CHCTEM B 3AIIUIICHHOM HCIOTHEHUH

yMeThb

— OCYIIECTBIATH KOMIUICKTOBAaHUE, KOH(UTYpHPOBAaHUE, HACTPOUKY
ABTOMATU3UPOBAHHBIX CHUCTEM B 3allMIICHHOM HWCIOJHCHUHU KOMIIOHCHT CHCTEM
32U TH HHPOPMAIIUY ABTOMATH3HPOBAHHBIX CHCTEM;

— OpraHHM30BHIBAaTh, KOH(OUTYPHPOBATH, TPOM3BOIUTH MOHTAX, OCYILECTBIISATH
JUAarHOCTHKY M yCTPaHSITh HEHCIIPABHOCTH KOMIIBIOTEPHBIX CETe, paboTaTh C
CETEBBIMU IIPOTOKOJIAMH Pa3HbIX YPOBHEH;

— OCYIIECTBJIATh KOH(MUI'YPHPOBAaHHE, HACTPOMKY KOMIIOHEHT CHUCTEM 3alllHThI
UH()OpPMALIH aBTOMAaTH3NPOBAHHBIX CUCTEM;

— MPOU3BOJAUTHL YCTAHOBKY, aJallTallMiO U COIIPOBOKACHUC THUIIOBOTO IIPOTrpaMMHOI'O
oOecrieyeHns,  BXOMAIIET0O B COCTaB  CHCTEM  3allUThl  HH(OpMAIHH
aBTOMaTHSHpOBaHHOﬁ CHCTCEMBI

— HAcTpaWBaTb M YCTPAHATH HEHWCIPABHOCTH IIPOrpaMMHO-AMIIAapaTHBIX CPEICTB
3aIIUTHl THPOPMALIUK B KOMITBIOTEPHBIX CETSIX IO 33/IaHHBIM IIPABUIIAM;

— obecrneunBarh padOTOCHOCOOHOCTh, OOHAPYKUBATh U YCTPAHSITH HEMCIPABHOCTH

3HAThb

— COCTaB M NPUHIIUIIBI PA0OTHl aBTOMATH3UPOBAHHBIX CUCTEM, OIIEPAI[IOHHBIX CUCTEM
U Cper;

— NPUHIMIIBI  pa3padOTKH  aJrOpUTMOB  IMPOTPaMM,  OCHOBHBIX  IIPUEMOB
POTrPaMMHUPOBAHUS;

— Mozenu 0a3 TaHHbBIX;

— TPUHIMIIEI TOCTPOCHUS, PHU3HIECKUE OCHOBBI paOOTHI IEpH(EPUITHBIX YCTPOUCTB;

— TEOPETUYECKHE OCHOBBI KOMIBIOTEPHBIX CETEHl M WX anmapaTHbIX KOMIIOHEHT,
CETEBBIX MOjIeJIel, MPOTOKOJIOB U TIPUHIIUTIOB a/IPECAIIHH;

— TIOPSIOK YCTAaHOBKM M BBOJAA B JKCIUTyaTalWIO CPEJCTB 3allUTHl WHQOpPMAIMH B
KOMITBIOTEPHBIX CETSIX;

— NPUHLOMIIBI OCHOBHBIX METOJOB OpraHM3alldl W HPOBEACHHS TEXHHUECKOTO
OOCITy’>)KUBaHHS BBIYHACIUTENIHOH TEXHUKH W JPYTHX TEXHUYECKUX CPEICTB
WHQOPMATH3AIINH.

1.2. Kosin4ecTBO 4aCOB, OTBOAUMOE HA OCBOCHHE NPO(PEeCCHOHATBHOI0 MOAY IS

Bcero 591 gac, n3 HuX

Ha ocBoeHne M/IK — 391 ygacos, B ToM uncie
Ha IpoMexyTouHyo arrectannto no M/IK — 10 gacos,
Ha npakThku — 200 yacos




2. CTPYKTYPA U COAEPKAHUE TPOPECCHUOHAJIBHOI'O MOAYJIA
2.1. CtpykTypa npoecCHOHAJIBLHOI0 MOLYJIsI

O0beM npodeccHoHATBHOI0 MOAYJIs, Yac.
O6nen O6yuenne mo MJIK, B gac. [TpakTuku
Konapl ) B TOM YUCJIE
obpazoBa
npodeccuonan | HauMeHoBaHUS pa3enoB MpoeCCHOHATBHOTO o Camocrost
BHBIX OOIIHX MOy JISI TebHON 71a060paTOPHBIX U Kypeosai yuebHas TpOMSBOACTBCHHAA enpHas
Hx oy MIPOrpaMMBl, Beero, parop pabota MIpaKTHUKa, MIPAKTHKA, 1
KOMITETECHIINI 4acoB MPaKTHYECKUX pabora
qac. N (npoexT), 4acoB 4acoB
3aHATUU
4acoB
MK 1.1. M/K.01.01 OnepauroHHbIE CUCTEMBI 108 78 36 - — 18
OK 1-OK 10| M/IK.01.02 ba3bI 1aHHBIX 108 78 40 18
M/IK.01.03 Cetu u cucteMbl niepeauu 68 54 20 12
uH(popMaluu
IK'1.2,, MJIK.01.04 DxcrutyaTanus
[IK 1.3, ABTOMAaTU3UPOBAHHBIX 182 144 30 26
K 1.4 (MHGOPMAIIMOHHBIX ) CHCTEM B
OK 1-0K 10 3alllMIIICHHOM UCITOJIHCHUU
MJIK.01.05. Dxcnmyaranus 182 144 60 26
KOMIIBIOTEPHBIX CETEMN B
[Tpou3BoACTBEHHAS MTPAKTHKA (110 TPODHUITIO
CIIEIMAaIFHOCTH ), 9acOB (eciu 216 106 106 _
peayCMOTPEHA HTOTOBAs
(KOHIIEHTPHPOBAHHAS ) TIPAKTHKA)
IIpoMesKyTO4HAS ATTeCTAIMSA 68 68 - _ _ _ _
DK3aMeH 1Mo MpoPecCHOHATBHOMY
MOJLYJIIO (JI€EMOHCTPAIIMOHHBIN SK3aMEH) 18 18 — - - - 100
3
Bceero: 882 498 186 - 106 106 -

TTpumepHas TemaTHKa caMOCTOSTENbHBIX PabOT B PaMKax 00pa30BATENbHON MPOrpaMMbl IJIAHUPYETCS 00pa30BaTelbHON OpraHusalyell ¢ cooTBETCTBUM ¢ Tpebosanuamu OIOC
CIIO B npenenax oobemMa MpohecCHOHATEHOTO MOYJISL B KOJIMYECTBE 4acOB, HEOOXOIMMOM /IS BHIIOJIHEHU 3aJJaHUH CaMOCTOSITEIbHON PabOThl 00yUaroIIMXCsl, IPETyCMOTPEHHBIX
TEeMaTHYECKHUM IIIAHOM M COZI€p’KaHUuEeM Y4eOHOM AMCIMIUINHEIL.

2 Bribop (popMBI IPOMEKYTOUHOM aTTECTAIMU B OCHOBHBIX 00Pa30BATENBHEIX POrPAMMaXx ONPEENAETCS 00pa3oBaTeNbHON OpraHu3alueil.

% Yacel Ha 5k3aMeH 10 MPOQECCUOHATEHOMY MOJIYJIHO BBLIENAIOTCS 32 CYET BAPUATUBHOMN YacTH.



2.2. Temamuueckuii nnaun u cooepiycanue npogheccuonanvnozo mooyaa (IIM)

HaumenoBanue
pa3aesioB U TeM
npodeccuonanbuoro | Coaep:kanue y4eOHOro MaTepuaJa, 1adopaTopHbie padoThl U NPAKTHYECKHE 3aHATHSA, caMOCTOATeIbHAsA | O0beM
moayJs (ITM), padora o0y4ammxcs 4acoB
MEKIUCHUTITTHHAPHBIX
Kypcos (MJK)
1 2 3
Pa3znen 1 moayJisi. YCTAaHOBKA M HACTPOIKA AaBTOMATU3UPOBAHHBIX (MHGOPMAIIMOHHBIX) CMCTEM B 3aIIMIIIEHHOM HCIOJTHEHUU 177
M/K.01.01 OnepauuoHHbIe CHCTEMBI 76
Pa3znen 1. DiieMeHTHI TEOPUU ONEPANMOHHBIX cucTeM. CBOMCTBA ONEPAIIMOHHBIX CHCTEM
Tema 1.1. OcHOBEI Conep:kanue 6
TEOPHH OINEPALMOHHEIX | OmnpezeseHne onepauoHHon cucteMbl. OCHOBHBIC MOHATUS. VICTOpHS pa3BUTHS ONEpaIllMOHHBIX CUCTEM. Bub
CUCTEM OTIepaIMOHHBIX cucTeM. Kitaccudukanus onepamoHHBIX CUCTEM T10 pa3HBIM Mpu3HaKaMm. OneparionHast
cucTeMa Kak HHTepeiic MeXTy MPOrpaMMHBIM H aIlllapaTHbeIM oOecrieueHrneM. CHCTEMHBIC BBI3OBBI.
HccnenoBanus B 00J1aCTH OMEPAITIOHHBIX CUCTEM.
Tema 1.2. MaruuHoO- Conep:xanue 8
3aBUCHUMBIE U MalIMHHO- | 3arpy3uuk OC. MHununanuzanus annapatHeix cpeacts. [Ipouecce 3arpy3ku OC.
HE3aBHCUMEBIE CBOMCTBA | [Tepernocumocts OC. MammuHo-3aBucuMbie Moy OC. 3agaun OC 110 yrpaBiIeHHIO ONEpaIMsIMH BBOJIA-
ONEPAllMOHHBIX CUCTEM | BhIBOJA. MHOTrOCI0HAs MOJIEIb MOJICUCTEMBI BBOIa-BhIBOIA. JpaiiBepsl. [loaaepxka onepamuii BBO1a-BbIBOAA.
Pabora c gaitnamu. daiinosas cucrema. Buzsl ¢aiinosbix cuctem. @uznueckas opranusanus gpaiioBoit
cucteMbl. Tumnsl ¢aiinos. daityioBbIe onepaluu, KOHTPOJIb JOCTYIIA K (aitiam.
TemaTnka NpaKTHYECKUX 3aHATHH U JIA00PATOPHBIX padoT 8
Bupryansusie Mmammnbl. Co3ganue, Moaudukamnms, padboTa
YcranoBka OC
Co3nanne U u3ydeHne CTPYKTYPhI pa3IesioB KECTKOTO JUCKA
Onepanuu ¢ gaitnamu
Tema 1.3. MonynpHas Coaepixanue 2

CTPYKTYypa
OIEpPALMOHHBIX CUCTEM,

Dk30s1p0o. Monens kinneHT-cepep. Pabora B pexxume monb3oBarens. PaboTta B KOHCOIEHOM pekKIME.
O060J109KHN OTIEPAIIMOHHBIX CUCTEM.




IIPOCTPAHCTBO
H0JIb30BaTENA

TemaTnka NpaKkTHYeCKUX 3aHATHH H JIAa00PATOPHBIX padoT

PaboTa B KOHCOIBHOM M TpaUuecKOM peKuMax

Tema 1.4. Yupasiienue
NaMSThIO

Conepxanue

OcHoBHoe yrpaBienue namsateio. [lonkauka. BupTtyanbHas maMatb. AIrOpuTMBI 3aMellieHUs cTpaHull. Borpockl
pa3paboTKu CUCTEM CO CTpaHUYHOM opranu3anueit namsatu. Bonpocs! peanuzanuu. CermMeHTanus naMsatiu

TemaTHuka MPAKTUYIECCKUX 3aHSATHIA 1 naﬁopaTopnblx paﬁoT

MOHI/ITOpI/IHI‘ 3a UCIIOJIB30BAaHHUECM IIaMATHU

Tema 1.5. Ynpasnenue

Conepxanue

npoleccami, [Tonsarue npouecca. [lonstue noroka. [lousTue npuopurera U ouepeu MpPOLECCOB, OCOOEHHOCTH
MHOT'OIIPOLIECCOPHBIE MHOTOITPOLIECCOPHBIX cUCTEM. MeKIpolieccopHOe B3auMo/ieiicTBre
CHCTEMBI [Tonsatue B3auMo0610KHPOBKH. Pecypcebl, 0OHapyxeHue B3auMOoOJIOKMPOBOK. M30eranne B3auMoOI0KUPOBOK.
[IpenoTBpaieHne B3auMo0OI0KUPOBOK
TemaTnka NpakTHYeCKUX 3aHATHH U JIAa0OPATOPHBIX padoT
VYipasnenue npoueccamm»
Habnronenue 3a UCIob30BaHUEM PECYPCOB CHCTEMBI
TeMma 1.6. Conep:xkanue

Bupryanuzanus u
001aYHBIC TEXHOJIOTHH

TpeboBanusi, mpuMeHsieMble K BupTyanusanuu. ['unepsuzopsl. TexHonoruu 3pPpexTuBHON BUPTYyaIu3aluy.
Bupryanuzanus namsatu. Bupryanusanus BBoga-BeiBoa. BupryansHble ycTporicTBa. Bompocsl
JIMLEH3UPOBAHUS

OO6nayHbIC TEXHOJIOTHH. HccnenoBanus B obiactu BUPTyaJIn3aluu U 00J1aK0B

TemaTnka NpaKTHYECKUX 3aHATHH U JIA00PATOPHBIX padoT

W3ydenne npuMepoB BUpTyanbHbIX MamuH (VMware, VBOX)

Pa3znea 2. Be3zonacHocTh

OnmepanuoOHHbIX CUCTEM

Tema 2.1. [Ipuniuns
MOCTPOCHUS 3aLIUTHI
uHpopManuu B
OTIEePALIMOHHBIX
cucreMax

Conepxanue

[Tonsarue 6ezonmacnoctu OC. Knaccudukanus yrpo3z OC. UcTouHuKH yTpo3 HHPOPMALMOHHOM 0€30MacHOCTH U
00beKThI Bo3neiicTBu. [lopsiiok obecneuenus: 6e30macHOCTH MHPOPMALIUH MIPH IKCIUTyaTalluy ONepaliiOHHbIX
cucreM. LltatHbie cpencta OC 1 32U Th UHOOPMAIHH.

AyTteHTuduKkanys, aBTopusalus, ayanr.

TemaTuka NpaKTHYECKUX 3AHATHH U J1a0OPATOPHBIX padoT




VYpaBieHue y4eTHbBIMU 3alIMCSAMU ITOJIb30BATENEN U JOCTYIIOM K pecypcam

Ayaut cOOBITHIT CHCTEMBI

I/I3yquI/IC IOTATHBIX CPCACTB 3aIUThI HH(bOpMaHI/II/I B OIICpAllMOHHBIX CUCTEMAaX

Pa3znen 3. OcodeHHOCTH paGOTHI B COBPEMEHHBIX ONEPANMOHHBIX CHCTEMAX

Tema 3.1. Conepxanue 6
OnepanroHHbIe O630p cuctems! Linux. [Ipoueccs! B cucreme Linux. Ympasinenue namsateio B Linux. BBoa-BbIBOJ B cucteme
cucrtembl UNIX, Linux, | Linux. ®aitnoBasg cucrema UNIX.
MacOS u Android Onepanuonnbie cucteMsl cemeiictBa Mac OS: ocobeHnocTH,
PEUMYIIECTBA U HEIOCTATKH.
Apxurekrypa Android. [Ipunoxxenust Android
TemaTuka NPaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT 4
Co3nanue nuctpudbsrotuBalinux. YcraHoBka.
Pab6ota B OC Linux.
Tema 3.2. Conep:xkanue 2
Omnepannonnas cucreMma | Ctpykrypa cucteMmsl. [Ipomeccs! u motoku B Windows. YrpasieHnue nmamsathio. BBon-BeiBoa B Windows.
Windows TemaTuKa NPaKTHYECKUX 3aHATHI ¥ J1a00pPATOPHBLIX padoT 2
YcraHoBKa 1 niepBUYHas HacTpoitka Windows.
Tema 3.3. CepepHbie Conep:xanue 2
OIEPaLIMOHHBIE OcnoBHoe Ha3HaueHHe cepBepHbIXx OC. OcobenHoctH cepBepHbix OC. PacnpeneneHHble (hailioBble CUCTEMBI.
CHUCTEMbI TemaTnka NpaKTHYECKUX 3aHATHH U JIA00PATOPHBIX padoT 4
Pabota c cereBoii aitnoBoii cucTeMo.
Pabora ¢ cepepnoii OC, Hampumep, AltLinux.
I[IpumepHas TeMaTika camMocTosiTeIbHON padoTsl npu n3yuyennu MJIK.01.01
1. Coznanue BUPTyaTbHON MAaIIUHEIL.
2. YcraHoBKa OHepaL[I/IOHHOfI CHUCTCMBI.
3. Anamms xyprana ayaura OC Ha pabouem MecTe.
4, I/I3y‘l€HI/Ie AHAJIUTUYCCKUX 0630pOB B o0J1acTu MOCTPOCHUS CUCTEM 0€e30aCHOCTH OICPAIMOHHBIX CUCTCM.
IMpomeskyrounas arrecrtauus mo M/IK.01.01 2
M/IK.01.02 Ba3bl faHHBIX 76

Pa3nes 1. OcHoBbI Teopuu 023 JaHHBIX




Tema 1.1. OCHOBHEIC
MOHSITHS TeOpUu 0a3
JTaHHBIX. Moaenn
JTaHHBIX

Conepxanue

[TonsiTre 6a3bl naHHBIX. KOMIIOHEHTHI CUCTEMBI 0a3 TaHHBIX: JaHHBIE, alllapaTHOE O0ECTICUeHre, IPOTPAMMHOE
obecrieyeHue, noyib3oBatenu. OJHONOIB30BATEIBCKIE U MHOTOIIOIb30BATEILCKAE CUCTEMBI 0a3 JTaHHBIX.
NuTerpupoBannbie u obue nanusie. OObeKThl, CBOWCTBA, OTHOIIEHUS. LleHTpann3oBaHHOE yIIpaBieHHe
JAaHHBIMU, OCHOBHBIE TPEOOBaHMUSI.

MO,I[CJ'II/I JaHHBIX. I/IepapaneCKHe, CETCBBIC U PCIIMUOHHBIC MOJCIIN OpraHu3aluy JaHHBIX. HOCTpCJ'IfH.[I/IOHHBIG
MOACIN JAHHBIX.

Tepmunonorus pensuuoHHbIX Mozenei. Kinaccudukamnus cymuocreit. /[[Benaamnars npasun Kogra mis
ONPEACIICHUS KOHUEIILHUH PEJIALMOHHON MOJENH.

Tema 1.2. OcHOBEI
PEISIITUOHHON anTreOphl

Conep:kanue

OCHOBBI pesAIMOHHOM anreOpbl. TpaauinoHHbIe onepaluy HajJ oTHOIIeHUAMHU. CrielinabHbIE OTepalliy HaJT
oTHomeHussMH. Onepalnuy HaJl OTHOIICHUSIMU JIOTIOJTHEHHBIE J{elToM.

TemaTnka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

Omneparuu HaJl OTHOIICHUSIMU

Tema 1.2. ba3zosrle
MIOHSATHS U
KJIacCU(pUKaIUs CUCTEM
ynpaBieHus 6azamu
aHHBIX

Conep:xanue

bazosbie nousatus CYB/I. OcHoBubie Gpynkimu, peanuzyembie B CYBJl. OcHoBHble KomnonenTsl CYB/I u ux
B3aumozeiicteue. Murepdeiic CYB/I. SA3bikoBsie cpencta CYB/I. Knaccugpukanus CYB/. CpaBHuTensHas
xapaktepuctuka CYB/l. 3nakomctBo ¢ CYB/] (o BeiOOpY)

Tema 1.3.
IlenocTHOCTH JaHHBIX
KaK KJII0YEBOE IMOHATHE
0a3 JaHHBIX

Conep:xanue

IlousTue HOEJIOCTHOCTH U HCIPOTUBOPCYNUBOCTH JAHHBIX. HpI/IMepLI HapymcHus HEJIOCTHOCTH U
HCIIPOTUBOPCUNBOCTU JAHHBIX. HpaBI/ma N OTpaHUYCHUA.

Pa3nea 2. IIpoekTnpoBanne 6a3 JaHHBIX

Tema 2.1.
Nudopmarnmonnsie
MOJIENTN PENISIIIMOHHBIX
0a3 JaHHBIX

Conepxanue

Tunel nHGOpMAIMOHHBIX Moienel. Jlornueckue Moienu faHHbIX. Du3ndeckne MOJeIn TaHHbIX.

TemaTuka NpaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT

HpOCKTI/IpOBaHI/IC I/IH(I)OJ'IOFI/I‘-IGCKOI\/'I MOACIN JaHHBIX

Tema 2.2.
Hopmanu3arus Tabmuig

Conepxanue

HCO6XOIlI/IMOCTB HOpMaJn3aluu. Anomanuu BCTAaBKH, YAAJICHUA U OOHOBJICHUS. HpI/IBe,Z[eHI/IC Ta6J'II/II_U:I K




PENALUOHHON 6a3bl NIEpBOIi, BTOPOii U TpeThelt HopMaibHBIM (popmam. [lanpHeimas HopManu3zanus Tadnui. YerBepras U nsras

JTAHHBIX. HopMasbHBIE popMmbl. [IprMeneHue mporecca HOpMaIH3alHH.

[IpoexktupoBanue TeMaTHKa NPAKTHYECKUX 3aHATHI U J1a0OPATOPHBIX padoT

CBSI3EH MEXKIY [IpoekTupoBanue CTPyKTypbl 0a3bl JAHHBIX

TabIuIaMu.

Tema 2.3. Cpencrtsa Conep:xkanue

aBTOMAaTHU3ALNHU CASE-cpenctBa, CASE-cucrema u CASE-texnonorus. Knaccudpukanus CASE-cpencts. ['padudeckoe
IIPOCKTUPOBAHUSA npenacraBieHue Moaeneil npoexktuposanus. UML. JluarpaMma CyIHOCTb-CBSI3b, IMarpaMMa IOTOKOB JaHHBIX,

AauarpaMmma nNpeucACHTOB UCIIOJIb30BaAHUS.

TemaTnka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

[IpoexktupoBanue 0a3bl naHHBIX ¢ ucnonb3oBanueM CASE-cpencts

Paznen 3. Opranusanus 0a3 JaHHBIX

Tema 3.1. Co3ganue Conep:kanue

0a3bl TaHHBIX. Coznanue 0a3bl JaHHbIX. PaboTa ¢ Tabnuuamu: co3ganue Tabaulbl, U3BMEHEHUE CTPYKTYPHhI, HAIIOJTHEHHE
ManunynupoBaHue TaOJIUIIBI TaHHBIMU. Y TIPaBIICHUE 3aITUCSIMU: 100aBlieHUE, peAaKTUPOBaHuE, yAaleHue u Hapuramus. Padorta ¢
JTaHHBIMH. 0a30ii JTaHHBIX: BOCCTAHOBJICHHUE M c:kaTthe. OTKphITHE M MoauduKanus qaHHbIX. KoMaHIbl XpaHeHus,

)IO6&BJ'I€HI/I$I, PEAAKTUPOBaHUsA, YOIAJICHUA U BOCCTAHOBJICHUA TaAHHBIX. HaBI/IFaHI/ISI 110 Ha6opy JaHHBIX.

TemaTnka NpakTHYECKUX 3aHATHIA U J1a00PaTOPHBIX padoT

Coznanue 0a3bl nanHbIx cpeactBamu CYB/. Pabota ¢ Tabnunamu: nobasieHue, peiakTUpOBaHuE, yAaleHue,
HaBUTAIUA 110 3aHCSM.

Tema 3.2. Innexcsl. Coaepxanue

CBs13u MeXIy [TocnenoBarenbHbIN MoUcK NaHHBIX. CopTUpOBKa U punbTpauus gaHHbIX. UHAekcupoBanue tabnuu. Pasnuunbie
TaOJIMIIAMU. TUTIBI UHAEKCHBIX (aitnoB. Paboune ob6mactu u nceBaoHuMbl. CBsizb Tabaui. O0benHeHne Taduil.
OO0beHenne Tabaui TeMaTHKa NPAKTHYECKUX 3aHATHI U J1a0OPATOPHBIX padoT

Co3ganue B3anMOCBS3EH

COpTI/IpOBKa, IIOUCK U (I)I/IJIBTpaI_II/IH JaHHBIX

Croco0bl 00beTUHEHNS TAOJIHLI

Paznea 4. Ynpasienue 6a30ii JaHHBIX ¢ HOMObI0 SQL

Tema 4.1. Conep:xanue

CTpyKTypUpOBaHHBIN OO1mas xapakTepUCTHKA SI3bIKa CTPYKTYPUPOBaHHBIX 3anipocoB SQL. CTpyKTypsl U TUIBI 1aHHBIX. CTaHAAPTHI




sI3BIK 3a11pocoB SQL

a3pika SQL. Komanab! onpeneneHus 1aHHbIX ¥ MAHUITYJIMPOBAHMSI TAHHBIMU.

TemaTuka NMPAKTUYIECCKUX 3aHSATHHA 1 naﬁopaTopnblx paﬁoT

Coznanue 6a3bl JaHHBIX ¢ ToMoIbl0 KoMaHa SQL. PeraktupoBanue, BCTaBKa M yIAJICHHE JAaHHBIX CPEACTBAMU
si3pika SQL

Tema 4.2. OnepaTopsl U
bynkunm s3p1ka SQL

Conep:xkanue

Crpyxkrypa komanasl Select. YcnoBue Where. Onepatopsl u pyHKIIMH IpoBEepKH yciaoBui. Jloruueckue
omnepatopsl. I'pynnossie Gpynkunu. @yHkuuu Aathl 1 BpeMeHUu. CUMBOJIbHBIE (DYHKIIHH.

TemaTHuka NMPAKTUYIECCKUX 3aHSATHIA 1 naﬁopaTopnblx paﬁoT

CozaHue U UCIOJIb30BaHKE 3alIPOCOB. ['pyNnupoBKa U arperupoBaHUE JTaHHBIX

KoppenupoBaHHbI€ BI0KEHHBIE 3aIIPOCHI

COSI[aHI/Ie B 3allpoCax BbIYHCIIACMbIX nosieu. Mcnonap3oBaHue yCJ'IOBI/Iﬁ

Paznen 5. Opranuzanus

pacnpeneéHHbIX 0a3 JaHHBIX

Tema 5.1.
ApPXUTEKTYpbI
pacnpenesieHHbIX 0a3
JTAHHBIX

Conep:xanue

ApPXUTEKTYpHI KIHECHT/cepBep. JlOCTOMHCTBA U HEIOCTATKU MOJISNICH apXUTEKTYPhl KIIMEHT/CEPBEP U MX BIUSHUEC
Ha ¢pyakuonuposanue ceTeBoix CYB/I. [IpoekTrpoBanue 60a3bl JaHHBIX MOl KOHKPETHYIO apXUTEKTYPY:
KIIMEHT-CEpPBEP, pacrpeaesieHHbIe 0a3bl JaHHBIX, apalljielibHas 00paboTKa JaHHBIX.

Otimuus u npeumMynieCTBa yaaJICHHBIX 0a3 JaHHBIX OT JIOKAaJIbHBIX 0a3 JaHHBIX. HpeI/IMYH_IeCTBa, HCAOCTAaTKH U
MCCTO TPUMCHCHU I[ByX3BCHHOI71 n TpeX3BeHHOI7I APXUTCKTYPBHI.

TemaTnka NpakTHYeCKUX 3aHATHI U J1a00PaTOPHBIX padoT

VYrpaBneHue 0CTynoM K 00beKTam 0a3bl JaHHBIX

Tema 5.2. CepBepHas
4acTh paclpeesICHHON
0a3bl JaHHBIX

Conep:xanue

[TnanupoBanue u pazpéproiBanre CYB/] 11 paboThl ¢ KIMEHTCKUMH MPUIOKEHUSIMU

TemaTnka NpaKTHYECKUX 3aHATHH U JIA00PATOPHBIX padoT

VYcranoska CYB/I. Hactpoiika komnonento CYB/I.

Tema 5.3. Kimuenrckasa
4acTh paclpeieICHHON
0a3nl JaHHBIX

Conep:xxkanue

[TnanupoBanue npmioxeHuii. Opranuzamus nHTEpdeiica ¢ moap3oBareneM. 3HAKOMCTBO C MaCTEpaMH 1
KOHCTPYKTOPAaMH MPHU MTPOSKTUPOBAHUH (GOpM U 0TUETOB. Tumbl MeHI0. Pabota ¢ MeHI0: co3gaHue,
MoaU (UK.




Hcnonb3oBanne 00beKTHO-OPUEHTHPOBAHHBIX S3BIKOB IPOrPAMMHPOBAHUS IS CO3JJaHUS KIIMEHTCKOW YacTH
0a3bl 1aHHBIX. TeXHOJIOTHH JOCTYTIA.

OnTtumusanus npoussoauteasbHoctu padborsl CYB/L.

TemaTuka NPpaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT

Coznanue Gopm 1 0TYETOB

Coznanue MeHto. ['eneparus, 3amyck.

[TpodunupoBanue 3apoOCOB KIMEHTCKUX MPUITOKESHUH.

Pa3nes 6. AxMuHMCTpUpPOBaHKe U 0€30IIaCHOCTH

Tema 6.1.
Oo0ecrieuenue
[[EJIOCTHOCTH,
JIOCTOBEPHOCTH H
HETIPOTUBOPESUNBOCTH
IaHHBIX.

Conep:xkanue

VYrpo3ssl nenoctHocty CYB/I. OcHOBHBIE BUBI M TPUUUHBI BOSHUKHOBEHHMSI YTPpO3 1eI0CTHOCTH. CrIoco0bI
nporuBoaeicTBus. [IpaBuna, orpanuueHus.

[TonsiTne xpanumon npoueaypsl. JIoCTOMHCTBA U HEAOCTATKH MUCIOJIB30BAHUS XpaHUMBIX nipoueayp. [lonarue
Tpurrepa. SI3plk XpaHUMBIX POLEAYP U TPUTTepoB. KackagHple BO3ACUCTBUA. Y IIpaBICHUE TPAH3AKIMAMUA U
K3IIAPOBAHUE NTAMATH.

TemaTuka NPaKTHYECKUX 3aHATHH U JIa0OPATOPHBIX padoT

Pa3paboTka XxpaHUMBIX MIPOLEAYP U TPUTTEPOB

Tema 6.2. [lepexsat
UCKJTIOUMTENBbHBIX
cuTyauui u oopaboTka
OIInO0K

Conepxanue

[ToHsATHE NCKITFOUUTENIBHON CUTyallMi. MSTKUH U )KECTKUM BBIXOJ U3 UCKIIFOUUTEIILHON cuTyanuu. Mecro
BO3HHMKHOBEHHUS UCKIIIOUUTENbHON cuTyanuu. OnpeseneHne XxapakTepa omn0OKH, BbI3BaBLICH HCKIIIOUNTENbHYIO
CUTYaLHIO.

Tema 6.3. MexaHu3Mbl
3alUThHl HHQOPMAILIUY B
CUCTEMaXx YIpPaBJICHUS
0Oa3zamMu JAaHHBIX

Conepxanue

CpenctBa naentupukanum v ayreHTudukanuu. O6mue ceeaenns. Opranuzanus Bzaumozeiictsus CYB/l u
6a3oBoit OC. CpenctBa ynpasieHus 10cTynoM. OCHOBHbIE MOHATHUS: CYObEKThI U OOBEKTHI, IPYTIIIBI
MOJTb30BATENICH, IPUBUIICTHH, POJIU M MTPEICTABICHHS. SI3bIKOBBIE CPENICTBA pa3rpaHHUeHHsI JOCTyMa. Bubr
MIPUBHJICTHI: IPUBIIIETHN 0€30IAaCHOCTH M TocTyma. KoHIenus u peanu3ais MeXaHu3Ma poJiei.
CootHoienne npas gocryna, onpenensemsix OC u CYB/.

CpenctBa 3amuThl HHGOPMAIH B 0a3ax TaHHBIX

TemaTnka NpaKTHYeCKUX 3aHATHH H JIA00PATOPHBIX padoT

praBJ’IeHI/IC ImpaBaMH1 JOCTYyIIa K 0a3zam JaHHBIX

Tema 6.4.

Conep:xanue




Konuposanue u Coznanue pe3epBHBIX KOMHI BCel 0a3bl NaHHBIX, KypHaIa TPAH3aKIUN, a TAK)KE OJTHOTO HIIM HECKOIBKHIX
MEPEHOC JaHHBIX. ¢aiinos nm Qaiinossix rpymi. [lapannenu3m onepanuii MOAH(PHUKAIINN TAHHBIX U KOMUPOBAHUS. THITBI
Boccranosnenue PEe3epBHOrO KOMUPOBAHUS. YTIPaBICHNE PE3EPBHBIMU KOMUAMH. ABTOMATHU3AIMS [IPOIIECCOB KOMTUPOBAHMUSL.

JaHHBIX BoccranoBnenue JaHHBIX

TemaTuka NpaKTHYECKUX 3AHATHH U JIa0OPATOPHBIX padoT

Aynut 1aHHbIX ¢ moMouiesto cpeactB CYB/I u tpurrepon

PezepBHOE KOMUPOBaHKE U BOCCTAHOBIIEHUE 0a3 JaHHBIX

IIpumepHas TeMaTHKa caMocTOSATeIbHOI padoTsl npu u3ydyennu MJ/IK.01.02

N M LDNRE

Brinonuenne nHAMBUAYaIBHOTO 3a0aHus 10 TeMe «IIpoexTrpoBanue nHpoIOrnuecKoi Moaean 6a3bl TaHHBIX.

Brimonnenne HHAMBUAYaIBHOTO 3a0aHus 10 TeMe « Hopmanuzanus oTHOIeH .

[Moaroroska pedeparos Ha Temy «Pazsutue CYB/» (konkperHoit CYB/I).

Brinonnenne HHIMBUAYAIBHOTO 3a0aHus 1o TeMe «Co3nanue 6a3pl naHHbIX. Cozganue Tadbnun. Opranu3anus MeXTaOIMYHbBIX CBSI3CiD
BrinonHeHne HHAUBUAYAIBHOTO 3a1aHUs 110 TeMe « OpraHnu3aIus 3arpocoBy.

BrinonHenne HHAWBUAYAIBHOIO 3a1aHud 110 TeMe «Co31aHue MOJIb30BATENIbCKOTO MpUiIoKeHus cpeactamu CYBIy.

Pa36op cuHTaKcHca XpaHUMBIX POLELYP U TPUITEPOB.

IMoxroroeka pedeparor no Teme «OpraHu3anus U UCIIOIb30BAHUE MEXaHU3MOB 3aIUThI 0a3bl JAHHBIX).

IIpomexyTounas arrectauus no M/IK.01.02

IIpumepHBIe BUABI CAMOCTOATEILHBIX Pa0OT NpH M3yYeHHH pasaena 1 moxyJus

Cuctematnueckasi popaboTKa KOHCIIEKTOB 3aHATHH, yueOHOM U criennalbHOW TEXHUUECKOM JIUTepaTypsl (110 BollpocaM K naparpadam,
rjlaBaM y4eOHbIX TOCOOUH, COCTABICHHBIM MPEIO/1aBaTEIeM)

[ToaroToBka K MpakTUYECKUM pabOTaM C UCIOJIb30BAHUEM METOJMUECKUX PEKOMEHAIUil MpernoaaBatenis, 0hpopMIEHUE TPAKTHUECKUX

paboT, OTYETOB K UX 3aIUTE.

YuyeOHas npakTuka pasaena 1 moayJs
Buasi pador

O N AN RE

YcTaHoBKa ITPOrpaMMHOI0 00ECIIeUeH s B COOTBETCTBUHU C TEXHUUYECKON TOKYMEHTAIHEH.

Hactpoliika nmapameTpoB paboThI IPOrpaMMHOT0 00eCIeUeHH s, BKJIIOYasi CUCTEMBI YIIPaBJICHUS 0a3aMH JaHHBIX.

HacTpoiika KOMIIOHEHTOB HOJCUCTEM 3aIlMThl HH()OPMAIIUH ONIEPALIMOHHBIX CHCTEM.

VYnpasieHue yueTHBIMU 3aIIUCSAMH MOJIb30BATENCH.

Pabora B onepaimoHHBIX CHCTEMAX ¢ COOJIOCHUEM JICHCTBYIONIMX TPEOOBAHUI 1O 3aIIUTE HHPOPMAITUH.

YcraHoBKa OOHOBJICHHUS IPOTPAMMHOI'0 00CCIICUSHMSL.

KoHTpoab 11e10cTHOCTE MOICUCTEM 3aIUThl HHPOPMALIUH OTIEPALIMOHHBIX CUCTEM.

BrlnosiHeHHE PE3EPBHOIO KOMMMPOBAHHUS U aBAPUHHOIO BOCCTAHOBJICHHUS pa00TOCIIOCOOHOCTH ONIEPAIIMOHHON CUCTEMBI U 0a3bl JAHHBIX
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9. Hcmonp3oBaHWE MPOTPAMMHBIX CPEJICTB JJIsi ApXUBUPOBAHUS HH(OPMAIINH.

Paznen 2 moayasi. AIMMHUCTPUPOBAHUE ABTOMATHU3MPOBAHHBIX (MH(OPMAMOHHBIX) CHCTEM B 3aIMIIIEHHOM HUCIOJIHEHUN 289
M/IK.01.03 CeTru 1 cucTreMsbl epegaqyu HuHpopmManuu 38
Pa3nes 1. Teopus TeJileKOMMYHMKALIMOHHBIX ceTel
Tema 1.1. OcHOBHBIE Copnepxanue 4
noHATHs U onpeaenenus | Knaccudukanusa cuctem cBsizu. CooOIIeHns U CUrHaibl. Buabl 31eKTpoHHBIX cUTrHaioB. CrieKTpaabHOoe
npezcrasieHue curHanos. [lapamerpsl curnanoB. O0beM U MH(YOPMALIMOHHAs EMKOCTh CUTHAIA.
Tema 1.2. [TpuHIUIBI Conep:xanue 2
nepenauu uHpopmaruu | HasHaueHwe ¥ MPUHIMITEI opranu3anuu cereil. Kimaccudukarus cereil. MHOroypoBHEBBI 110ax01. IIpoTOKOI.
B CETSAX M CUCTEMAX Wnrepdeiic. Crek npoTokosioB. TenekoMMyHUKaIIMOHHAS Cpefa.
CBS3U
Tema 1.3. Tumnossie Conep:xkanue 4
KaHaJibl nepegaun ¥ ux | Kanan nepepaun. CereBoii TpakT, IpynIoBOil KaHal nepefadd. AnnapaTypa Hu(GpOBbIX MIIE3HOXPOHHBIX CHCTEM
XapaKTepUCTUKU nepenaud. OCHOBHbBIE TapaMETPbl U XapaKTEPUCTUKH CUTHANIOB. YIIPOIEHHAs cXeMa opraHu3anuy kanana T
TemaTuka NpaKTHYeCKUX 3aHATHI H JIa0OPATOPHBIX padoT 2
Pacuer nponyckHoll ciocoOHOCTH KaHaja CBSI3U
Pa3nea 2. CeTn nepeaayu JaHHbIX
Tema 2.1. Apxutexrypa | Conep:kanmue 4
U IPUHLIUIIBL PAOOTHI CrpykTypa 1 xapakTepucTuku ceteil. CnocoObl KOMMYTAIMU U Nepeslaun AaHHBIX. Pacnpenenenue GpyHKIuA no
COBPEMEHHBIX CETeH CHUCTEMAaM CETH M aJpecaliys akeToB. MapipyTu3anys U ynpasieHUE IOTOKAMH B CETSAX CBSI3U.
nepeaaqu TaHHbIX [TpoToxosbl ¥ HHTEP(DENCH yIpaBlieHUs KaHalaMH U CEThIO NIEpeaun JaHHbIX.
TemaTuka NpakTHYeCKUX 3aHATHI H JIa0OPATOPHBIX padoT 12
Kondurypuposanue cereBoro nurepgeiica padboueit craHumuu
KondurypupoBanue cereBoro nurepgeiica MapuipyTusaropa 1o nporoxoiy IP
Koppekuust npobiem nntepdeiica MapipyTuzaropa Ha (U3NYECKOM M KaHATbHOM YPOBHE
Jlnarnoctuka u paspelieHue npodaemM CETeBOro ypoBHS
Jlnarnoctuka u paspelieHue npoodieM NpoTOKOIOB TPAHCIIOPTHOTO YPOBHS
JluarHocTrka U pasperieHue npoodsieM MpoTOKOJIOB NPUKIIAJHOTO YPOBHS
Tema 2.2. Conep:xanue 2

BCCHpOBOIlHBIC CUCTCMBI

BecnipoBoubie kaHaibl cBsi3u. becnipoBoanbie cetn Wi-Fi. Ilpeumyiectsa u o6nacts npumeHeHus. OCHOBHbBIE




repesayu JaHHbIX

3JIEMEHTHI OecTipoBOAHBIX ceTell. CTanmapTsl 6ecripoBoHBIX ceTeil. TexHonorus WIMAX

TemaTnka NPaKTH4YECKUX 3aHATHI M J1a00PATOPHBIX padoT 4
Hacrpoiika Wi-Fi mapmpyTtuzaropa

Tema 2.3. CoToBEIE U Conep:xanue 2

CIlyTHUKOBBIE CUCTEMBI | [IpuHnmmel pyHKIHoHUpoBaHUs cucteM coToBoi cBs3u. Ctanaaptel GSM u CDMA. CriyTHUKOBBIE CUCTEMBI
nepesadyn JaHHbIX.

IIpumepHas TeMaTHKa caMoOCTOATeNbHOM padoThl npu n3ydyennu M/IK.01.03

1. Hacrpoiika Wi-Fi mapmpyTtuzatopa

2. N3ydeHue ceTEeBBIX YTHIUT

3. Koudurypuposanue cereBoro narepgerica

4. MapupyTH3aius u yIupaBieHne TOTOKaMH B CETAX CBS3H

IIpome:xxyrounas arrecranust mo MJ1K.01.03 2

M/K.01.04 DxcnuiiyaTanusi aBTOMAaTU3HPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM B 3a1IMIIEHHOM HCIIOJHEHUH 96

Pa3nes 1. Pazpa6oTka 3aliMIIeHHBIX ABTOMATH3HPOBAHHBIX (MHGOPMAIMOHHBIX) CHCTEM

Tema 1.1. OcHOBEI Conep:xkanue 6

UH(POPMALIMOHHBIX [TonsTre aBTOMaTU3MpOBaHHOM (MHGOpPMaIMOHHO) cucTteMbl OTinuuTenbHbie uepThl AVC Hanbonee yacto

CUCTEM KakK 00BEeKTa HCIOJIb3YEMBIX KiIaccu(ukaiuii: mo macimrady, B 3aBUCUMOCTH OT XapakTepa HHGOPMAIIMOHHBIX PECYPCOB, IO

3aILUTHI. TEXHOJIOTUU 00pabOTKH JaHHBIX, MO CIIOCO0Y AOCTYIA, B 3aBUCUMOCTH OT OPraHU3alluU CUCTEMBI, 110 XapakTepy
UCIO0JIb30BaHus H(popMaluy, no cpepe npumenenus. [Ipumepsr obnacteit npumenenust AVIC. Ilpouecco B
AMUC: BBOI, 00paboTKa, BBIBOJ, 0OpaTHas cBs3b. TpedoBanus k AVC: ruGkocTh, HaAeKHOCTh, 3Q()EKTUBHOCTS,
0€30MaCHOCTb.
OcHOBHBIE 0COOEHHOCTH COBpeMeHHbIX PoeKTOB AVIC. DneKTpoHHbII JOKYMEHTOO0OPOT.
TemaTnka NpakTHYeCKUX 3aHATHH U JIAa0OPATOPHBIX padoT 2
Paccmotpenue npumepoB GyHKIMOHUPOBAHUS aBTOMaTU3UPOBaHHbBIX HH(popMalmoHHbIX cucteM (E'AUC,
Poccuiickast Topropas cucrema, aBTOMaTU3MpOBaHHAs MH(POPMAIMOHHAS CCTeMa KOMIIaHUHN)

Tema 1.2. )Kuznennsiii | Cogep:xxanue 6

LUKJT
ABTOMATHU3UPOBAHHBIX
CUCTEM

IloHsTHE KU3HEHHOTO IIUKJIA ANC. HpOI_ICCCBI JKHN3HCHHOI'O IIUKJIa AUNC: OCHOBHBIC, BCIIOMOTaTCIbHEBIC,
OpraHnu3alluOHHBIC. CTa)II/II/I KHU3HCHHOI'O NUKJIa AUNC: MOACIINPOBAHUC, YIIPABJICHUC Tpe60BaHI/I$IMI/I, aHaJlInu3 1
IMPOCKTUPOBAHNEC, YCTAHOBKA U COIIPOBOKIACHUC. Mogenu )KU3HEHHOI'0 1IMKIIa ANC.

33}]3‘{1/1 H OTaIlbl IPOCKTUPOBAHHA aBTOMATU3NPOBAHHBIX CUCTEM B 3alllUIIICHHOM HMCIIOJITHCHUH. MeTOHOHOFI/II/I




npoekThupoBanus. Opranuzanus padboT, GyHKIMH 3aKa3YUKOB U Pa3pabOTUNKOB.

TpeOGoBaHus K aBTOMAaTU3UPOBAHHON CUCTEME B 3AIMIIEHHOM UCIIOJIHEHUH. PabOThI Ha cTaausx U 3Tanax
CO3/1aHHS aBTOMATU3UPOBAHHBIX CHCTEM B 3aIUIICHHOM HCIOIHEHUU. TpeOoBaHus MO 3alIUTe CBEACHUMN O
CO371aBa€MOM aBTOMAaTU3UPOBAHHONU CUCTEME.

TemaTuka NpaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT 2
Pa3paboTka TeXHUYECKOTO 3a/1aHUs HA IPOCKTUPOBAHNE aBTOMATU3UPOBAHHON CHCTEMBI
Tema 1.3. Yrpo3sl Conepxanue 4
0€30MacCHOCTH [TorennuanpHbIe YIpo3bl 06€30MaCHOCTH B aBTOMATU3HPOBAHHBIX cUCTeMax. VICTOYHUKH U 0OOBEKTHI BO3ACHCTBUS
uHpopMaluu B yrpo3 6e3onacHocty uHpopmauuu. Kputepun kinaccuduxanuu yrpo3. MeToas! OLEHKH 0aCHOCTH yrpo3. bank
aBTOMAaTH3UPOBAHHBIX JaHHBIX yrpo3 6e30macHocT HHpOpMaIUn
CUCTeMax [Tonsatue ys3BuMoctu yrpo3sl. Kiaccudukanus ysi3BUMoCTei.
TemaTnka NpakTHYeCKUX 3aHATHI U JIAa00OPATOPHBIX padoT 6
KareropupoBanue nHpOpMaIMOHHBIX PECYPCOB
Amnanu3 yrpo3 6e30nacHOCTH UHPOpMaLUU
[TocTpoenue moaenu yrpo3
Tema 1.4. OcHOBHEIE Conep:kanue 4
MEpHbI 3aIUTHI OpraHu3anyoHHbIE, TIPABOBBIE, TPOrPAMMHO-AITAPATHBIE, KPUTITOTpadhUIeCKre, TEXHIYECKHE MEPHI 3aI[UThHI
uHpOpMaNnU B nHpOpPMAINY B aBTOMATU3HPOBAHHBIX CUCTEMAX.
ABTOMAaTU3UPOBAHHBIX HopmaTtuBHo-nipaBoBas 6a3a Ji1s onpeeseH st Mep 3alUThl HHPOpPMAIMK B aBTOMaTHU3UPOBAHHBIX
cucremax MH(GOPMALMOHHBIX CHCTEMax U TpeOOBaHUN K HUM
Tema 1.5. Conepxxanne | Copepxanue 10

U TIOPAZ0K
skcrryaranuu AC B
3alUILEHHOM
UCIIOJTHEHUH

Wnentudukanus 1 ayTeHTUPHUKAUSA CyObEKTOB JOCTyNa U 00BEKTOB JOCTYIIA.
VYnpasieHne 10CTynoM cyObeKTOB JOCTyINa K 00bEKTaM J0CTyIa.

OrpanudeHre nporpaMMHOM cpeibl.
3amuTa MalllMHHBIX HOCUTENeH nHpopMaluu

Perucrpanus coobITHii 6€30MacHOCTH

AnTHBHUpYCHas 3amuTa. OOHapy)eHHe MPU3HAKOB HAJMYHUS BPEAOHOCHOTO IPOTPaMMHOT0 00ecieueHHsl.
Peanuzanus antuBupycHo# 3amuThl. OOHOBIEHHE 0633 JaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMIBIOTEPHBIX
MIPOrpaMM.




Oo6HnapyxeHue (MpeaoTBpaIleHNe) BTOPKEHUN

KoHTponb (aHanm3) 3amuieHHOCTH HHpopMam
OoOecnieueHne 1EIIOCTHOCTA UHPOPMAIMOHHOW CUCTEMBI U HH(OpMaIiu
ObecnevyeHne TOCTYITHOCTH HHPOPMAIIHH

Texnonoruu Buptyanuzanuu. Lleas coznanus. 3agauu, apxutekTypa u ocHoBHbIe pyHkimu. [Ipenmyiectsa ot
BHEJIPECHUS.

3amuTa TEXHUYECKUX CPENICTB.
3amura HHPOPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEpelaul JaHHBIX

PGSCpBHOC KOIIMPOBAHHUEC U BOCCTAHOBJICHHUC NAHHBIX.

COHpOBO)KI[CHI/Ie aBTOMaTI/I3I/Ip0BaHHI)IX CHUCTCM. YHpaBJ'ICHI/Ie pI/ICKaMI/I 1 HHIIUACHTAMHAU ynpaBHeHI/Iﬂ
0€30I1aCHOCTBIO.

Tema 1.6. 3amura

Conep:xanue

uHpOpManuu B
pacrpeneIeHHbIX
aBTOMATHU3UPOBAHHBIX
cucTeMax

MexaHu3MEI U MCTOBI 3allIUThI I/IH(bOpMaIII/II/I B pacClipCaACICHHbBIX aBTOMATU3UPOBAHHBIX CUCTCMAX.
ApaneKTypa MCXAaHU3MOB 3aIIUTEI paCpCaACICHHBIX aBTOMATU3UPOBAHHBIX CUCTCM. Amnanu3 u cuHTe3
CTPYKTYPHBIX U Q)YHKHHOHEIHLHLIX CXEM 3alIUMIICHHBbIX ABTOMAaTU3UPOBAHHBIX I/IH(bOpMaI_II/IOHHBIX CHCTCM.

Tema 1.7. OcobenHOCTH

Conepxanue

pa3paboTku
UH(POPMAIIMOHHBIX
CHCTEM MEePCOHABHBIX
JaHHBIX

O6IJ_II/IC Tpe6OBaHI/I$I 110 3alUTC NEPCOHAIILHBIX JAHHBIX. CocraB u COACPIKAaHNUEC OPraHN3allUOHHbIX U
TEXHUYCCKUX MCP I10 3alIUTEC I/IH(I)OpMaLII/IOHHBIX CHUCTCM NIEPCOHAIILHBIX JAHHBIX. HOpHI{OK BBI60pa MCEp 110
obecneueHNI0 OC30IMaCHOCTH NEpCOHAIIbHBIX JAHHBIX. Tpe6OBaHI/I$I 110 3alIUTC NCPCOHAJIbHBIX JaHHBIX, B
COOTBCTCTBHH C YPOBHEM 3alIUIIICHHOCTH.

TemaTnka NpaKTHYECKUX 3aHATHH U JIA00PATOPHBIX padoT

Omnpenenenust yposHs 3amuiieHHocTH MCIT/IH u Be100p Mep 1o obecnieuenuto 6e3omacHoctu [1/1H.

Paszpen 2.9kcmuryaranus

S3AINUIICHHBIX aABTOMATH3HPOBAHHBIX CUCTEM.

Tema 2.1. OcobenHOCTH

Conepxanue

OKCIUTyaTallun

Ananu3 nHpOopMaMOHHON HH(PACTPYKTYphl aBTOMAaTH3UPOBAHHOM CUCTEMBI U €€ Oe30MaCHOCTH.

ABTOMATHU3UPOBAHHBIX
CHUCTEM B 3allITMIIICHHOM

MeTtoasl MOHUTOPHHTIA U ayIUTa, BBIABICHUA YTPO3 HH(I)OpMaHHOHHOﬁ 0e30IMacHOCTH ABTOMATU3UPOBAHHBIX
CHUCTCM.




WCIIOJIHEHHH. CopepxaHre U TOPSIOK BBIITOJIHEHUS PadOT MO 3aIuTe HHPOPMAIUH PU MOJIEPHHU3AINH aBTOMATH3UPOBAHHOMN
CUCTEMBI B 3aLTUIIICHHOM UCIIOJHEHUHU
Tema 2.2. Conepxanue
AJIMUHHCTPUPOBAHUE 3anaun ¥ pyHKIUY AAMUHUCTPUPOBAHUS aBTOMAaTU3UPOBAHHBIX CUCTEM. ABTOMATH3allMs YIIPABICHUS CEThIO.
ABTOMAaTU3UPOBAHHBIX Opranu3zanys aAMUHUCTPUPOBAHUS aBTOMAaTU3UPOBAHHBIX CUCTEM. AIMUHUCTPATUBHBIN 1epcoHai u padoTa ¢
CUCTEM M0JIb30BATEISIMU. Y IPaBJICHUE, TECTUPOBAHUE U HKCILTyaTallusl aBTOMAaTU3UPOBAHHbBIX cUCTEM. MeToabl,
CHIOCOOBI M cpe/icTBa 00€CIIeYCHHsSI OTKa30yCTOMYMBOCTH aBTOMATU3HPOBAHHBIX CUCTEM.
Tema 2.3. Conep:kanue
JlesATeIbHOCTh
ConeprxaHue U MOPSAOK IEATEIbHOCTH NIEPCOHANIA 0 SKCIUTyaTallly 3allUIEHHBIX aBTOMATU3UPOBAHHBIX
NepcoHasa 1o
P CUCTEM U MOJICUCTEM 0€30MacCHOCTH aBTOMATHU3UPOBaHHBIX cucTeM. OO1e 00513aHHOCTH aIMUHICTPATOPa
3KCIUTyaTaluu .
WH()OPMAMOHHON 0E€30MACHOCTH aBTOMATH3UPOBAHHBIX CHCTEM.
ABTOMAaTU3UPOBAHHBIX
(uH(MOPMAITOHHBIX )

CHCTCM B 3allITMIIICHHOM
HCIIOJTHCHU N

Tema 2.4. 3ammra ot
HECaHKIITMOHHUPOBAHHOI'O
nocTyna K HHpopMaIuu

Conepxanue

Ocnosublie npuHIUmel 3amuThl 0T HCJ[. OcHoBHble ciocoOst HCJI. OcHOBHBIE HampaBiIeHHs 0OecTieueHUs
3amuThl 0T HCJ[. OcHOBHBIE XapaKTEepUCTUKH TeXHUUECKUX cpeAcTB 3amuThl oT HCJl. Opranuzanus paboT mo
3ammute oT HCJI.

Krnaccugukanus aBromatu3supoBaHHbIX cucteM. TpebdoBanust no 3amure nHpopmanuu ot HCJI ans AC

Tpebosanus 3amumenHoctd CBT or HCJI k nndopmanun

TpeboBanus k cpeCTBaM 3alIUThI, 0OecrieynBaroIuM Oe3onacHoe B3aumoaeicTaue cereit 9BM, AC
MIOCPEJICTBOM YITPABIEHHS MEXCETEBBIMU MOTOKAMU MH(POPMALIMK, U PEAM30BaHHBIX B Buae MO

IIpomexyTounas arrectanus no MJ/IK.01.04

Tema 2.5. C3U ot HC[]

Conep:xxkanue

Hasznauenne u 0CHOBHBIE BO3MOXKHOCTH CHCTEMBI 3alIMTBI OT HCCAHKITMOHUPOBAHHOI'O JOCTYyIIA. ApXI/ITeKTypa n
cpeactsa ynpasieHus. O0ume npuHIMIB! yripaBieHuss. OCHOBHbIE MEXaHU3MBbI 3AIUTHL. Y IIpaBlieHHE
ycrpoiictBamu. KoHTpob anmapaTHoil KoHUrypanuu komnbiotepa. Mi30upaTtensHoe pasrpaHndeHue 10CTymna K
YCTPONCTBAM.




VYnpasieHue 10CTyOM B KOHTPOJIb eyaT KoHpHIeHIMaIbHoH nHdopmarun. [IpaBuna paboTsl ¢
KOH(HIESHIIMATBHBIMU pecypcamu. HacTpolika MexaHu3Ma IMOJTHOMOYHOTO yIpaBieHus focrynoM. Hactpoiika
peructpanuu coObITHI. YTpaBieHne pe>KUMOM MTOTOKOB. YTIPaBJICHUE PEKUMOM KOHTPOJIS TIeYaTu
KOH(HIESHIIMATBHBIX JOKYMEHTOB. YTIpaBjieHue rpudamMu KOHPHUISHINATHHOCTH.

ObecrnieyeHue 1eI0CTHOCTH UH(DOPMALIMOHHON CUCTEMBI M UH(POpMALIUH

HCHTpaJII/I3OBaHHOC YHOpaBJICHUEC CHCTEMOU 3allMThI, OHepaTI/IBHHﬁ MOHHUTOPHHI' U ayAUT 0e30macHOCTH

TemaTHuka NMPAKTUYIECCKUX 3aHSATHIA 1 naﬁopaTopnblx paﬁoT

12

VYcranoska u HacTpoiika C3U or HC/|

3amuTa BXoAa B cucTeMy (MACHTH(HUKAINS U ayTeHTU(DUKAIHS [TOJIb30BaTENeH)

PaSFpaHI/I‘leHI/IC A0CTYyIIa K YCTpOﬁCTBaM

praBHeHI/Ie AO0CTYIIOM

Hcnonn3oBanue IMPUHTCPOB AJId IICYaTUu KOH(l)I/IILGHIII/IaJII)HLIX AOKYMCHTOB. KOHTpOJIB eyaTtu

Hactpolika cucremsl i1 3a1a4 ayiura

Hactpoiika KOHTpOJISI IEIOCTHOCTH U 3aMKHYTOM MTPOTrPaMMHOM cpeibl

HeHTpaJ'II/ISOBaHHOG YHOpaBJICHUEC CHCTEMOH 3allNThI, OHepaTI/IBHHﬁ MOHUTOPHUHT U ayJUT 0e30macHOCTH

Tema 2.6.
DKcmyaTanus CpesicTB
3aluThl HHQOPMALIUY B
KOMITBIOTEPHBIX CETAX

Conepxanue

HOprI[OK YCTAaHOBKH M BBOJA B OKCILTYyaTalUIO CPEACTB 3alllUThL I/IH(i)OpMaIII/II/I B KOMITIBIOTCPHBIX CCTAX.

[IpyHIMIIBI OCHOBHBIX METOA0B OpraHU3aluH U IIPOBEIECHUS TEXHUYECKOTO 00CTYKUBAHUS BBIYUCIUTENbHOM
TEXHUKU U JIPYTUX TEXHUYECKUX CPENICTB MH(OpMaTU3aLIUN

Z[I/IaFHOCTI/IKa KOMIIOHCHTOB CHUCTEM 3alllNThI I/IH(l)OpMaI_[I/II/I ABTOMATHU3UPOBAHHBIX CUCTCM, YCTPAHCHUC OTKA30B
1 BOCCTAHOBJICHHC pa6OTOCHOCO6HOCTI/I ABTOMATU3UPOBAHHBIX (I/IH(I)OpMaI_II/IOHHBIX) CHUCTCM B 3allIUIIICHHOM
HUCIIOJTHCHUHN

Hactpoiika u ycTpaHeHne HEMCIPaBHOCTH NMPOrpaMMHO-aNNapaTHIX CPEACTB 3alIUThl HHPOpPMAIIUH B
KOMITBIOTEPHBIX CETAX 10 3aIaHHBIM IIpaBUJIaM

TemaTuka NpaKTHYECKUX 3AHATHH U JIa0OPATOPHBIX padoT

yCTpaHCHI/IC OTKa30B U BOCCTAHOBJICHHC paGOTOCHOCO6HOCTI/I KOMITIOHCHTOB CUCTCM 3alllUTHI I/IH(I)OpMaI_II/II/I
ABTOMATU3HUPOBAHHBIX CUCTCM

Tema 2.7.

Conepxanue




JoxymeHnTanus Ha
3alUIIAEMYI0
ABTOMATU3UPOBAHHYIO
CUCTEMY

OCHOBHBIE KCIUTyaTallHOHHBIC JOKYMEHTHI 3aIIUIIICHHBIX aBTOMaTH3UPOBAHHBIX CUCTeM. Pa3paboTka u BefeHue
AKCIUTYaTalMOHHOM IOKYMEHTAIlMU 3aIUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM. AKT BBOJIa B SKCILTyaTallMIO Ha
ABTOMATU3HPOBAHHYIO cUCTEMY. TeXHUUECKUI MacnopT Ha 3alUIIAEMYy0 aBTOMAaTU3UPOBAHHYIO CUCTEMY.

TemaTHuka NMPAKTUYIECCKUX 3aHSATHI 1 naﬁopaTopnblx paﬁoT

O(bOpMHGHI/IC OCHOBHBIX 3KCILTYAaTallUOHHBIX JOKYMCHTOB HAa ABTOMATH3UPOBAHHYIO CUCTEMY.

IIpumepHas TeMaTHKa caMocTOSATeIbHOM padoTsl npu n3ydyennu MJ/IK.01.04

1. Pa3zpaboTka KOHLIETIINH 3alUTH aBTOMAaTU3UPOBAHHON (MH(OPMAIIMOHHOMN ) CUCTEMBI

2. Ananu3 6aHKa JaHHBIX yrpo3 6e30macHoCTH HH(GOpMaLun

3. Ananus xxypHana ayaura OC Ha pabodyeMm mecte

4. IocTpoeHne CBOAHON MaTPHUILIbl yTPO3 aBTOMATU3HUPOBAHHON (MH(POPMAIIMOHHOI) CHCTEMBI
5. AHanu3 noauTuk 0€30MacHOCTH MH(POPMAITMOHHOTO 00BEKTa

6. VI3yyeHne aHaTUTHYECKIX 0030pOB B 00JIaCTH MIOCTPOCHUS CHCTEM O€301TacCHOCTH

7. AHanu3 mporpaMMHOTO 00eCTIeYeHHs B 00JIACTH ONPECTICHHSI PUCKOB HH(POPMALIMOHHOW O€30MaCHOCTH U MPOSKTUPOBAHUS
0e30macHOCTH UH(pOpMAaLUU

IIpomexyTounas arrectauus no MJIK.01.04

M/JK.01.05. DxcnuryaTanust KOMIBIOTEPHBIX ceTei
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Pazgen 1. OcHOBBI epegayu JaHHBIX B KOMIILIOTEPHBIX CETHAX

Tema 1.1.
Monenu cereBoro
B3aMOJIENCTBUS

Conep:xanue

Mognens OSI. Yposuu monenu OSI. Bzaumogeiicteue Mexay ypoBHsaMH. HKancymsius nanHeix. Onucanue
ypoBHeit moaenu OSI.

Monens u crek nporokosioB TCP/IP. Onucanne yposneit mogenu TCP/IP.

TemaTnka NpaKTHYECKUX 3aHATHH U JIA00PATOPHBIX padoT

HSyLIeHI/IC 3JIEMEHTOB KaOEIIbHOM CUCTEMEL.

Tema 1.2.
Pu3nuecKuil ypoBeHb
mogenu OS]

Conepxanue

ITonsaTre nuaNK U kaHaja cBsa3u. CurHaiabl. OCHOBHBIC XapaKTCPUCTUKU KaHaJIa CBA3U.

MeTOlIBI COBMECTHOI'O UCITIOJIB30BaHUA CPEABI IEPEAAUN KaHaJIa CBA3H. MYJ'II)TI/IHJ'IGKCI/IPOBEIHI/IG U METOAbI
MHOXCCTBCHHOT'O JOCTYIIA.

OnToBOJIOKOHHBIC TMHUU CBS3U



http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1694
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1696
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1702

Crannaptel kabeneil. DnekTpuyeckast MpoBOJIKA.

becnipoBoHas cpena nepenayu.

TemaTuka NpaKTHYECKUX 3AHATHH U JIa0OPATOPHBIX padoT

Co3manue ceTeBOro kabeis Ha OCHOBE HedKpaHUPOBaHHOU BUTOM mapsl (UTP)

CBapKa OIITHYCCKOI'O BOJIOKHA

Tema 1.3.
Tomnonorus
KOMIIBIOTEPHBIX CETEN

Conepxanue

[Tonsarue Tononoruu cetu. CereBoe 060pypoBaHue B TONMOJOrHH. Q030D CETEBBIX TOMOJIOTHH.

TemaTuka NpaKTHYECKUX 3AHATHH U JIa0OPATOPHBIX padoT

Pa3pa60TKa TOIIOJIOTH CETU HEOOJIBIIIOTO MpCANpUATHA

ITocTpoeHne 0THOPAHTOBOM CETH

Tema 1.4.
Texuomoruu Ethernet

Conep:xanue

0O0630p TEXHOIOTUI TOCTPOCHUS JTOKATBHBIX CETEH.

Texnonorus Ethernet. ®u3znueckuil ypoBeHb.

Texunonorus Ethernet. Kananbsublil ypoBeHb

TemaTnka NpakTHYeCKUX 3aHATHI U J1a00PaTOPHBIX padoT

Nzyuenue agpecannu kanaasHoro ypoBHs. MAC-aapeca.

Tema 1.5. TexHomoruu
KOMMYTalluU

Conepxanue

Anroput™ npo3paqHoro mocra. Meroasl kommyTtanuu. TexHonornn kommyranuu U moaens OSI.

KoHCTpyKTHBHOE UCTTOTHEHHE KOMMYTAaTOPOB. PU3NYECKOE CTEKUPOBAHUE KOMMYTATOpPOB. [IporpamMmmuoe
o0ecrnieueHrne KOMMYTaTOPOB.

OO01ue NpUHLKIIBI CeTeBOro nu3aiiHa. TpexypoBHeBas uepapxuieckas MOJENb CeTH

Texuonorus PoweroverEthernet

TemaTnka NpaKTHYECKUX 3aHATHH U JIA00PATOPHBIX padoT

CozaHne KOMMYTHUPYEMON CETH

Tema 1.6. CeTeBoil
npotoxon IPv4

Conep:xxkanue

CereBoii ypoBeHs. [Iporokon IP Bepcun 4. O6mue GpyHKIIMN KIacCOBOM M 0€CKIIACCOBOM aapecalivi.
Brinenenue agpecos.

Mapupyruzanns nakeros [Pv4

HpOTOKOHBI JUHAMHUYECKOH MapuaipyTHu3anuun

TemaTuka NpaKTHYECKUX 3AHATHH U JIa0OPATOPHBIX padoT



http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1723
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1725
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1730
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1773
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1774
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1777
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1775
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1776
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1779
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1797
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=1900
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2053
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2054

N3yuenue IP-anpecanuu.

Tema 1.7. CkopocTHbIE
1 O6eCIIPOBOIHBIC CETH

Conepxanue

Cets FDDI. Cers 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETH
becnpoBoHbIe ceTn

TemaTuka NpaKTHYECKUX 3AHATHH U JIa0OPATOPHBIX padoT

Hactpoiika 6ecripoBOIHOTO CETEBOTO 000PYAOBAHUS

Pa3nes 2. TexHOJIOrHM KOMMYTAllMd U MAapLIPYTH3alluM cOBpeMeHHBbIX ceTeil Ethernet

Tema 2.1.
OCHOBBI KOMMYyTalUU

Conep:xkanue

OYHKIIMOHUPOBAHNE KOMMYTAaTOPOB JIOKATHHON CETH. APXUTEKTypa KOMMYTaTOpOB. TUIBI HHTEp]EiicoB
KOMMYTaTOpPOB.
VYrpaBineHue NOTOKOM B MOy AYIIJIEKCHOM U AYIIJIEKCHOM PeXXHMaXx.

XapaKkTepUCTUKH, BIUSIOMIAE Ha TPOU3BOIUTEIILHOCTE KOMMYTaTOpOB. O030p (PyHKIIMOHAIBHBIX BO3MOKHOCTEH
KOMMYTaTOpPOB

Temartuka npakTUYECKUX 3aHITHIA U 1a00paTOPHBIX pabOT

PaboTa ¢ OCHOBHBIMU KOMaHaMU KOMMYTAaTopa.

Tema 2.2.
Hauanbnas HacTpolika
KOMMYTaTopa

Conepxanue

Cpenctia ynpasieHus: kommyTaTopamu. [logkinroueHne k KoHcon uHTepderica KoMaHIHON CTPOKU
kommyTaropa. [Tonkmouenue k Web-unrepdeiicy ynpasieHus KOMMyTaTopa.

HavanpHas koHQUrypauus KoMmMmyTaTopa. 3arpy3ka HoOBOro porpaMMHOI0 0OecrieueHusl Ha KOMMYTaTop.
3arpy3ka u pe3epBHOE KOIMPOBaHHE KOHPUTYypaLlM1 KOMMYTAaTOpA.

TemaTnka NpaKTHYECKUX 3aHATHH U JIA00PATOPHBIX padoT

Komans! 00HOBIIEHHS TPOrPaMMHOT0 OOecTieueHus KOMMYTaTopa U
COXPAHEHHUS/BOCCTAHOBIIEHUS! KOHPUTYPALIMOHHBIX (ailioB

Komannp! ynpasnenus Tabnuiamu kommyTtanuua MAC- u [P-
aapecoB, ARP-Tabnuibt

Tema 2.3.
BupryansHbie

JIOKAJIBHBIC CECTU
(VLAN)

Conepxanue

Tunst VLAN. VLAN na ocHoBe noptoB. VLAN Ha ocHoBe cranjaprta I[EEE 802.1Q. Cratuueckue n
nuHamuueckne VLAN. IIporoxkon GVRP.

Q-in-Q VLAN. VLAN Ha ocHoBe nopToB U npoTokoiioB — ctanaapt IEEE 802.1v. ®dyukuus



http://learn.dlink.ru/mod/lesson/view.php?id=438&pageid=1035
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1041
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1047
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1044
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1048
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1049
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1053
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1054
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1061
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1064
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1064
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1077

TrafficSegmentation

TemaTuka NMPAKTUYIECCKUX 3aHSATHHA 1 naﬁopaTopnblx paﬁoT

Hactpoiika VLAN na ocHoBe cranaaprta IEEE 802.1Q

Hactpoiika npotokona GVRP.

Hacrpoiika cermenTaiuu tpaduka 6e3 ucnoib3oBanus VLAN

Hactpoiika ¢pyuakimu Q-in-Q (Double VLAN).

CamocrostenpHas padbota mo co3panuto JIBC na ocaoBe crannapra IEEE 802.1Q.

Tema 2.4.
OYHKINY TOBBIMICHUS
HAJIEKHOCTHU U

Conepxanue

[Tpotokon Spanning Tree Protocol (STP). Vs3sumocTu nporokosna STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

IIPOU3BOAUTCIIBHOCTH JlononHuUTENbHBIE (DYHKIMH 3alIUTHI OT METeNb. ATPErupOBaHUE KAaHAJIOB CBSI3H.
TemaTuka NPaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT
Hacrpoiika nporokosnos cBssyromero aepesa STP, RSTP, MSTP.
Hacrpoiika ¢pynkimu 3ammtsl ot 00pa3oBanus nerens LoopBackDetection
ArperupoBaHue KaHaJIOB.
Tema 2.5. Conep:xkanue
Anpecanus ceTeBOro O0630p agpecanuu cereBoro ypoBHs. @opmuposanue noacereil. becknacconas agpecanus [Pv4. Crioco6bt
YPOBHS U koH(urypamuu [Pv4-anpeca.
MapuIpyTH3aLMs [Tpotokon [Pv6. ®opmupoBanue naeHTudukaTopa naTepderca.

Crnoco6s1 konduryparuu [Pv6-aapeca.

IInanuposanue noacereit IPv6. IIporokon NDP.

ITonsaTre MapipyTu3auyy. JJMCTaHIMOHHO-BEKTOPHBIE IPOTOKOJIBI MapupyTusanuu. [Iporokon RIP.

TemaTnka NpakTHYECKUX 3aHATHIA U J1a00PaTOPHBIX padoT

OcHoBHbIE KOHPUTYpALIUK MapLIPYTU3ATOPA.

Pacmpennbie KoH(UTYypaly MappyTU3aTopa.

Pa6ota ¢ nporokosnom CDP.

Pa6ora ¢ nporokosiom TELNET. Pa6ota ¢ nporokosom TFTP.

Pa6ota ¢ mpotoxonom RIP.

Pa6ota ¢ mpotoxonom OSPF.



http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1077
http://learn.dlink.ru/mod/lesson/view.php?id=445&pageid=1109
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1183
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1199

Kondurypuposanue ¢pynkuun mapmpyrtuzaropa NAT/PAT.

Kondurypuposanue PPP u CHAP.

IIpomexyTounas arrectauus no MJIK.01.05

Tema 2.6.
KauecTtBO
obcmyxuBanus (QoS)

Conepxanue

Mopemu QoS. Ilpuopuresarus nakero. Kiaccudukanms makeToB. MapKupoBKa IaKeTOB.

YrpasiieHue neperpy3kaMu 1 MEXaHu3Mbl 00CTyKUBaHUS ouepe/ieil. MexaHu3M Mpe0TBPAIICHUS TEPETPy30K.
KonTpose nonocel npomnyckanus. [Ipumep Hactpoiiku QoS.

TemaTuka NPpaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT

Hacrpoiika QoS. [Ipuopurtuszamnus tpaduka. YpaBieHUE MOJIOCOH MPOITYCKaHUS

Tema 2.7.

OyHKIUHA 00ECTICUCHUS
0€30I1aCHOCTH U
OTpaHUYEHUS JOCTYIIa K

Conep:xanue

Crnucku ynpasnenus 1octynoMm (ACL). dyHKUUU KOHTPOJIA HaJ MOAKIIOUYEHHUEM Y3JI0B K TOpTaM KOMMYTaTopa.

Aytentuduxanus monp3osareneit 802.1x. 802.1x Guest VLAN. ®@ynkuuu 3amutsl LIITY kxommyTtaTopa.

TemaTuka NpakKTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

cetn Crnucku ynpasnenus goctynom (AccessControlList)
KoHTposb HaJ MoAKIIOYEHHEM Y3JI0B K mopTam kommyTtaTtopa. @ynkius PortSecurity.
KoHTpoJib HaJ| MOIKITIOYCHUEM Y3II0B K TopTaM kommyTtatopa. @yukuus IP-MAC-Port Binding
Tema 2.8. Conep:xanue
MHoroaapecHas Anpecanus mHOroanpecHon IP-paccsinku. MAC-anpeca rpynnoBoi pacChUIKH.
pacchbuika [Tonnucka u o0ciy>XxMBaHUe IpyNIl. YIpaBlieHHEe MHOT0aAPECHOM pacchUKoi Ha 2-M ypoBHe Mojenu OSI
(IGMP Snooping).®ynxuust IGMP FastLeave.
TemaTnka NpakTHYeCKUX 3aHATHI U JIa0OPATOPHBIX padoT
OtcnexuBanue Tpaduka MHOT0aIpECHON PACChUIKH.
Otcnexuanue Tpaduka Multicast
Tema 2.9. Conepxanue
DyHKINHU yIIPABICHUS VYnpasiieHne MHOXKECTBOM KOMMYTaTopoB. IIpoTokon SNMP.
KOMMYTaTOpaMu RMON (Remote Monitoring). ®ynxkius Port Mirroring.

TemaTnka NpaKTHYECKUX 3aHATHH U JIA00PATOPHBIX padoT

DYHKIIMY aHATU3a CeTeBOTro Tpaduka.

Hactpolika npoTokona ynpasieHus Tonojgorueit cetu LLDP.




Pazgen 3. Me:kceTeBble IKPaHbI

Tema 3.1.

OcCHOBHBIE IPUHLIUIIBI
CO3JJaHUS HATCKHON U
6e3omnacHoi UT-

UHGPACTPYKTYPHI

Conep:xanue

Knaccudukanus cereBrix atak. Tpuana 6e3onacnoit UT-undpacTpyKTyphl.

VYrpasienre KoHQUTypanusiMu. YIpaBlieHUue HHIMIeHTaMu. VICIoIb30BaHNe TPEeThel JOBEPEHHOU CTOPOHEI.
Kpunrorpaduueckrue MexaHu3mMbl 6€30MaCHOCTH.

Tema 3.2.
MesxkcereBble DKpaHbl

Conep:xanue

TexHoI0ruu MEKCETEBBIX 9KpPaHOB. IlonuTHKa MEXCETEBOIO OKpaHa. MexceTeBbie 9KpaHbI C BO3SMOXHOCTAMU
NAT.

Tononorus cetu IIPpH UCII0JIb30BAHNH MCKCCTCBbLIX 9KPAaHOB. HHaHI/IPOBaHI/Ie U BHCAPCHHUEC MCIKCCTCBOI'O SKpaHa.

TeMaTHKa MPAKTUYECKHUX 3AHATHH U JIA00OPATOPHBIX padoT

OCHOBEBI AJIMUHUCTPUPOBAHUA MCIKCCTCBOI'O SKpaHa

COG[[I/IHGHI/IC ABYX JIOKAJIbHBIX CEeTeH MEKCETEBBIMHU 9KpaHaMH

Coznianue noauTUKM 0€3 MPOBEPKU COCTOSHUS.

Co3aHue MOJUTHK JUIS TPATUIIMOHHOTO (vuth ucxosmero) NAT.

Coznanue monutuk a1 neyHanpasieHHoro (Two-Way) NAT, ucnonssys metoz pinholing

Tema 3.3.
CucreMbl 00HapYKeHUs
U TIPEIOTBPAIICHUS

Conep:xanue

OcnosHoe HazHadyeHue IDPS. Crioco6s! knaccudukanuu IDPS. Bribop IDPS. /lononaurensHbie
WHCTPYMEHTAJIFHBIE CPEJICTBA.

IPOHUKHOBEHHI TpeboBanus opranu3zannu k pyHkuuonuposanuto IDPS. Bo3smoxuoctu IDPS. PaszeepreiBanue IDPS. Cunbable
CTOPOHBI M OrpaHn4eHHOCTh IDPS.
TemaTnka NpaKTHYECKUX 3aHATHH H J1a0OPATOPHBIX padoT
OOGHapy>KeHue U peI0TBpaICHUE BTOPKEHUMN.

Tema 3.4. Conep:xanue

[Ipuoputusanus Co3naHue anbTepHAaTUBHBIX MAapIIPYTOB JOCTyIa B MHTEpHET. [Iproputu3zamus tpaduka.

TpadMKa U CO31aHnE TemaTnka NPaKTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

albTePHATUBHBIX Coznanue anbTepHATUBHBIX MapLIPYTOB C UCIOJIb30BAHUEM CTATHUECKON MapIIpyTH3aIUN

MapIIpyTOB

IIpumepHas TeMaTHKa CaMOCTOATEIbHOM padoTel npu u3yyenuun MJIK.01.05
1. dusuueckoe KOAUPOBAHUEC C UCITIOJIB30BAHUCM MAHYCCTCPCKOI'0 KOAa
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Jlornyeckoe KOJAUPOBAHKE C UCTIOIB30BAHHEM CKPEMOIHPOBAHUSI
[NoaxroueHne KMeHTa K 6ECIPOBOAHOM CETH B MHQPACTPYKTYPHOM PEXKHME
Orenka OeCITPOBOTHOM JTUHUH CBSI3H

[IpoekTupoBaHus 6ECIPOBOIHON CETH

COop nH(pOpMAIINY O KITUSHTCKUX YCTPOHCTBAX

[InarupoBanye MPOU3BOAUTEILHOCTH M 30HBI ICHCTBHSI OCCIIPOBOIHOM CeTH
[IpennpoekTHOE 0OCIEI0BaHUE MECTA YCTAHOBKH OECIIPOBOTHON CETH
ObecrieueHne 0TKa30yCTONINBOCTH B OECTIPOBOTHBIX CETSIX

. Pexxumbl paboThl 1 opraHu3anus MUTaHUS TOYEK JOCTyIa
. CermenTanus OecripoBOIHON CeTH

. Hacrpoiika QoS

. IlocTnpoekTHOE 06CIEI0BaHIE U TECTUPOBAHUE CETH

. Cozpmanne ACL-cnncka

. Habmonenwne 3a tpadukom B cetn VLAN

. Omnpeenenue ysi3BUMBIX MECT CETH

. Peammzanms dyHkiuit obecriedeHns 6e30MacHOCTA TTOpTa KOMMYTaTopa
. UccnenoBanue Tpaduka

. Co3pmaHue CTPYKTYpBI CETH OpraHU3aLuu

. Onpenenenue TeXHNUECKUX TpeOOBaHUI

. MOHUTOPUHT IPOU3BOAUTEIBLHOCTH CETH

. Co3nanue auarpaMMbl JJIOTHYECKOH ceTH

. [lonroroBka k 00cieA0BaHUIO O0OBEKTA

. ObcneoBaHMe 30HBI OECITPOBOHOM CBS3H

. ®opMynupoBKa O0IMIMX LiesIel TPOeKTa

. PazpaboTtka TpeOoBanmii k cetn

. AHanu3 CyleCTBYIOIIEH CETH

. OmpeneneHue XapaKTEPUCTHK CETEBBIX PUIIOKEHUH

. AHanmu3 cereBoro Tpaduka

. Onpenenenue NpUOPUTETHOCTH TpaduKa

. M3ydenne xauecTBa 0OCITy)KHUBaHHUS CETH

. UccnenoBanue BIUsHUS BUACOTpadUKa HA CETh

. Onpenenenue NOTOKOB Tpaduka, HOCTPOSHUE JHAarpaMM MOTOKOB Tpaduka
. IIpumeHenue NpoeKTHBIX OrPaHUYEHUI




35.
36.
37.
38.
39.
40.
41.
42,
43.
44,
45.
46.
47.

Onpenenenne MPOEKTHBIX CTPATETUH IS TOCTIKEHHS MaCIITAOUPyeMOCTH
Onpenenenune cTpaTeruii MOBBILIEHUS JOCTYITHOCTH

Ompenenenre TpeboBaHUH K 00eCIIeueHNIO0 0€301TaCHOCTH

Pazpabotka ACL-ciMckoB Ui peann3anui HabopoB MPaBUI MEXKCETEBOTO SKpaHa
Ucnonb3oBanune CIDR st o6ecnieuenust 00beIMHEHUST MapILIPYyTOB
Omnpenenenne cxemsl IP-anpecarm

Omnpenenenue konuuectra [P-ceteit

Coznanvie TaOIUIIBI 7S BBIICIICHUST aJpecoB

CocTaBreHue CXEMBI CETH

AHanu3 njaaHa TECTUPOBAHUA U BBIIIOJIHEHUE TECTa

Co3znaHue miaHa TECTUPOBAHUS IJIs1 CETU KOMIUIEKCa 30aHui
IIpoexTupoBanye BUPTyaJIbHBIX YACTHBIX CETEHN

BbeszomacHas nepemraya maHHBIX B OECTIPOBOIHBIX CETIX

IIpomexyTounas arrectauus no MJIK.01.05

IIpumepHBbIe BUABI CAMOCTOATEILHBIX Pa0OT NP M3YYEeHHHU pa3esa 2 MOLYJIs

CucremaTideckas mpopad0TKa KOHCIIEKTOB 3aHATUH, YIeOHOW U CHIITUAIEHON TEXHIUYECKOH JINTEpaTyphI (110 BOIIpocaM K maparpadam,

rj1IaBaM yqeGHbe HOCO6Hﬁ, COCTaBJICHHBIM HpeHOI[aBaTCJ'IeM)

IToaroroBka K IMPaKTHICCKUM pa60TaM C UCIIOJIb30BAHUEM MCTOANYCCKHUX peKOMeHI[aI_II/Iﬁ npernoaaBaTeii, O(I)OPMHCHI/IC MPAaKTUICCKUX

pa60T, OTYCTOB K UX 3alIUTC.

Y4yeOHas npakTuKa pa3jaesia 2 MoayJis
Buasi pador

o s whE

[IpoBenenne aynura 3amMIIEHHOCTA aBTOMAaTU3UPOBAHHOW CUCTEMBEI.
YcraHoBKa, HACTPOWKA U IKCILTyaTalldsl CETEBBIX ONEPALIMOHHBIX CUCTEM.
JlmaraocTrka COCTOSHHUSI ITOJICUCTEM O€30TIaCHOCTH, KOHTPOJIb HATPY3KH U PEKUMOB PaOOTHI CETEBOM ONEepPaIlIOHHONW CUCTEMEI.
Opranuzamnus pa0doT ¢ yAaJeHHBIMHI XpaHWINIAMH JTAaHHBIX U 0a3aMu JaHHBIX.
OpFaHI/I3aHI/I$I SaHIHHIeHHOﬁ nepeaayu JaHHbIX B KOMIIBIOTCPHBIX CCTAX.
BrinonHeHE MOHTaXa KOMITBIOTEPHBIX CETEH, OpraHu3aIus U KOHQUTYPUPOBAaHHE KOMIIBIOTEPHBIX CETEH, YCTAHOBJICHHUE U HACTPOHKA TapaMeTPOB

COBPEMCHHBIX CE€TEBBIX IIPOTOKOJIOB.

7. Ocy1iecTBieHNe JUarHOCTUKA KOMIIBIOTEPHBIX CETEH, ONpe/eNieHue HENCIIPABHOCTEN 1 cO0EB MOACUCTEMBI O€30MTaCHOCTH M YCTPAaHEHHE

HEHUCIPAaBHOCTEH.

8. 3amnoiHeHWe OTYETHOMW JOKYMEHTAIIUH 10 TEXHUUECKOMY O0OCITY>KUBAHHIO U PEMOHTY KOMIIBIOTEPHBIX CETEH.

50

IIpousBoacTBeHHAs NMPAKTHKA

125




Buasl pador:

1. VYwuyacTme B yCcTaHOBKE M HACTPOITKE KOMIIOHEHTOB aBTOMATH3UPOBAHHBIX (MH(OPMAIIIOHHBIX) CUCTEM B 3aIIUIIIEHHOM MCTIOJTHEHUH B COOTBETCTBUU

©oNoOA~WDd

e e =
O DhwbhNRF O

¢ TpeOOBaHUSIMH IKCILTYyaTAI[HOHHONW JOKYMEHTAIIHN

OO6cmy>KnBaHUE CPEICTB 3alIUTH HH(POPMALNK TPUKIATHOTO U CUCTEMHOTO MPOTPaMMHOTO 00ecTiedeHus

Hacrpoiika mporpaMMHOT0 00ecTIieueHus ¢ COOTI0ACHUEM TpeOOBaHHUH 110 3anTe HHPOPMAITHH

Hacrpoiika cpeacTB aHTUBHPYCHOM 3aIIUTHI JUT KOPPEKTHONW PabOThI MPOTrPaMMHOTO 00eCTIeYeHHUS TI0 3aJaHHBIM Ia0I0OHaM
WHCcTpyKTaX Mob30BaTeneii o coOIroeHnu TpeboBaHui 1Mo 3amuTe HHPOPMAUK TpH padoTe C MPOrpPaMMHBIM 00ecTIiedeHuEM
Hacrpoiika BCTpOSHHBIX CPEICTB 3aIIUTHI HHPOPMAIIH TPOTPaMMHOT0 00ecTiedeH s

[IpoBepka GyHKITMOHUPOBAHHS BCTPOSHHBIX CPEICTB 3alIUTH HH()OPMAIINK MPOTPAMMHOTO 00ECTICYeHHS

CBoeBpeMeHHOE 00HAPYKEHHE MTPU3HAKOB HAJIMYHNS BPEJOHOCHOTO IIPOTPAMMHOTO 00eCTIeUeHHS

OO6cmy>KuBaHUE CPEICTB 3aIUTH HH(POPMAIIMK B KOMITBIOTEPHBIX CHCTEMAaX M CETIX

. O6cnyXUBaHUE CUCTEM 3aILUTH MH()OpPMALMK B aBTOMAaTU3UPOBAHHBIX CHCTEMAx

. Y4acTue B IpOBEJCHHUH PETIIaMEHTHBIX paboT MO AKCIUTyaTalluy CUCTEM 3aIIUThl HH(OPMALUK aBTOMAaTU3UPOBAHHBIX CUCTEM

. IIpoBepka paboTOCIIOCOOHOCTH CHCTEMBI 3aIUTHI HH(POPMALIUU aBTOMAaTH3UPOBAHHON CHCTEMBI

. KonTpons cooTBeTCTBHS KOHPUIYpaLUU CUCTEMBI 3aIIUTHl HH()OPMAIMK aBTOMATU3UPOBAHHON CHCTEMBI €€ SKCIUTYaTallMOHHOM TOKYMEHTalu1
. KonTpons ctabunbHOCTH XapaKTEepUCTUK CUCTEMBbI 3aLUThl HHPOPMALMH aBTOMATU3UPOBAHHON CUCTEMBI

. BeneHne TexHUYeCKO# TOKYMEHTAIIMH, CBA3aHHOM C KCIUTyaTalledl CUCTEM 3allUThl HH(GOPMAIIUY aBTOMATU3UPOBAHHBIX CUCTEM
16.

VYyacTre B paboTax 1mo 00ecrneyeHnIo 3auThl HTHGOPMAIUH MPH BBIBOAE U3 IKCILTyaTallil aBTOMATH3UPOBAaHHBIX CHCTEM

IK3amen no npogheccuonanbHomy mooynio (0emMoOHCMPayuOHHbLIL IKIAMEH)

Bcezo
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3. YCJIOBUA PEAJIMBAIIUU ITPOTPAMMBI IPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. lns peaamu3anuu NporpaMmsl Npo¢ecCuHOHATBLHOI0 MOAYJIS 10/LKHBI ObITh
NMPeAyCMOTPEHbI CJeAYolHe ClleHATbHbIe IOMEeIIeHU:

Peanmzamust mporpaMMbl mpeAnoiaraeT Haludue Yy4eOHOro KaOuHeTa, naboparopwuii
MH(OPMALIMOHHBIX TEXHOJOTHH, MPOrpaMMHUPOBaHUs U 0a3 JaHHBIX, CETEH U CUCTEM Iepenayu
uH(pOpMaliU, TPOrPAMMHBIX U IPOrPAMMHO-ANIAPATHBIX CPEICTB 3aIUTHI HH(OPMALIUU.

O6opynoBaHue yueOHOro KabuHeTa U pabovrnx MecT KaOWHeTa:

— pabouee MeCTO IpernoaBaTels;

—  TOCaJ0YHBIC MECTa JUIs 00YYarOIHXCS;

—  ayJMOBH3YyaJbHBIH KOMILICKC;

—  KOMIUIEKT 00y4Yaromiero Marepuana (KOMIUICKT TPE3CHTALIHIA ).

O6opynoBaHue 1a0OpaTOPHH M pabOUUX MECT JIabOpaTOpuu HH(OOPMAITMOHHBIX
TEXHOJIOT Ui, TPOrpaMMUPOBaHUS U 0a3 JaHHBIX:

— paboume MecTa Ha 0a3e BBIYMCIUTEILHOM TEXHUKH, TIOJKIFOUCHHBIC K JJOKATbHON
BBIYUCIUTEIBHON CETH 1 MHPOPMALMOHHO-TEJICKOMMYHHUKAIIMOHHOM cetn MHTepHeT;
—  IUCTpUOYTHB yCTAaHABIMBACMOM ONEPALIMOHHON CHCTEMBI,
— BUpTyaJbHas MaIluHa JUIsl paboTHI C ONEPAITMOHHON CHCTEMOH (THIIEPBU30D);
- CYB/[;
— CASE-cpencTBa ais IpOSKTHPOBAHUS 0a3bl JAHHBIX;
— MHCTPYMEHTaJbHas Cpela IporpaMMUPOBAHUS;
— NaKCT NPHUKIAJHBIX IIPOrpaMMm.
O6opynoBanue naboparopuu U pabounx MecT J1adopaTOpUU CETe U CUCTEM MepeIadu
uHpopmanuu:
— paboumne MecTa Ha 0a3e BBIYMCIUTEIILHOM TEXHUKH, TIOJKIFOUCHHBIC K JIOKAIbHON
BBIYUCIUTEIBHON CETH M MHPOPMALIMOHHO-TEJICKOMMYHHUKAIIMOHHOM cetn MHTepHeT;
— CTeH/BI CeTel mepeadn TaHHbIX;
— CTPYKTYpUpOBaHHas KaOeJbHas CHCTeMa,
—  SMYJATOP (IMYJISATOPBI) aKTUBHOTO CETEBOTO 000PYA0BAHHS,
— mporpamMMHOe 00ecreueHHe CETeBOro 000pyI0BaHHUS.
O6opynoBanue Jadoparopuu U pabourx MecT J1adopaTOpUu MPOrPaMMHBIX U POTPaMMHO-
armapaTHBIX CPEJICTB 3alTUThl HHPOPMAIIUH !
— paboune MecTa Ha 6a3e BEIYUCITUTEIBHON TEXHUKH, TTOKIFOUYCHHbIE K JIOKATbHOM
BBIYMCIIUTEIbHOM CeTH ¥ HH(DOPMALMOHHO-TEICKOMMYHHKAIIMOHHOMW ceTn MHTepHeT;
—  AHTUBHPYCHBIN IIPOrPAMMHBIN KOMILIEKC;
— MpOrpamMMHO-aNIapaTHbIE CPEJICTBA 3alIUTHI HHPOPMAIMK OT HECAHKIIMOHHUPOBAHHOTO JIOCTYIIA,
6.HOKI/IpOBKI/I J0CTYyIIa U HAPpYIICHUA HEJIOCTHOCTH.

3.2. UudopmanuonHoe odecrniedeHne 00y4eHus

3.2.1. OcHOBHBIC NTEYaTHbIC HCTOYHUKHU

1. XKnanoB C.A., UBanoBa H.FO., Mansxuna B.I'. OmnepanroHHBIE CHUCTEMBI, CETH H
MHTEpHET-TeXHOoJIornn — M.: M3natensckuii neHTp «Akagemus», 2014.

2. KoctpoB b. B. , Pyukun B. H. Cetn u cucremsl nepenaunm uHpopmauuu — M.:
W3narenbckuit neHTp «Akanemus», 2016.



3. Kypuno A.Il.,, MunocnaBckass H.I'., CenaropoB M.IO., Toncroit A.M. YmpasieHue
prickamMy HH(POPMALMOHHON 0€30MacHOCTH. - 2-¢ u3a.- M.: ['opsiuas nunus-Tenekom, 2014.

4. MenwuukoB JI. MadopmanmonHast 6€30macHOCTh OTKPHITHIX cucTeM.- M.: ®opym, 2013.

5. Omucep B., Onmudep H. Komnbrorepusie cetu. [IpuHIMIIBI, TEXHOIOTHH, MPOTOKOJBI.
YueOHuk, 5-¢ uznanue — [Tutep, 2015.

6. Cununpin C.B. , baraes A.B. , Hamorun H.IO. Onepanumonnsie cucrtembl — M.:
N3naTensckuii neHTp «Akagemusi», 2013.

7. Ckpuntauk JI. A. OOmmue BOIPOCH TEXHUYECKOW 3alUThl HHGOpMAIMH: Y4eOHOE
nocobue / Ckpunauk [[. A. —M.: HaTepHer-YHUBepcuter MHbopmannoHHbX TexHomorui
(MHTYWUT), 2016.

8. Tanenbaym 3., Ya3eposut Jl. Komnbrorepusie cetu. 5-e u3a. — [utep, 2013.

3.2.2. JlonoJiHUTE/IbHbIE EeYATHbIE HCTOYHUKU:

1. be3boror A.A., fkosineB A.B., MaprempsnoB 10.®D. Bbe3zomacHOCTh ornepanuoHHBIX
cucrteM. M.: I'enmnoc APB, 2008.

2. bopucoB M.A. Oco6eHHOCTH 3aIUTHI IEPCOHATBHBIX JAHHBIX B TPYAOBBIX OTHOUICHHSIX.
M.: JIubpokowm, 2012. — 224 c.

3. bpoiino B.JI. BerauciauTensHbIe CHCTEMBI, CETH M TEICKOMMYHHUKAIUU: YYCOHUK st
BY30B. 2-¢ u3a. - CII6.: [utep, 2006 - 703 c.

4. I'ybenkoBA.A.MHpopmannonHas 6e30MacCHOCTh BBIYMCIUTEIBHBIX CETEH: yuel. mocodue
/' A. A. T'y6enkos. - Caparos: CI'TY, 2009. - 88 c.

5. Hewiten X. M., [Hewiten II. JIx., Yoduec [[. P. Onepanuonnsie cucrempl. Yactp 1.
OcHoBbI 1 ipuHIUIIBL — M.: bunom, 2011. — 1024 c.

6. Heiiten X. M., Heiiten II. JIx., Yopuec M. P. Onepanuvonnele cucrtembl. Yacts 2.
Pacnipenenennsie cucteMsl, ceT, 0ezonacHocTs — M.: bunom, 2011. — 704 c.

7. sanoB B.U., T'opnuenko B.H., IlomoB I'.H. LludpoBsie u aHamoroBble CHCTEMBI
nepenaun: YueOHuk.-M.: 'opsuas nunus-Tenekom., 2008

8. Konep M., Linux. [TomHoe pykoBoactso — [Turep, 2011. — 800 c.

9. Kynakoe B.I'., Tarapum M.B.,, wu gp. MHWudbopmanmonHas 0Oe30macHOCTb
TEJIEeKOMMYHUKALIMOHHBIX cucTeM. YuebHoe nocodue.-M.: Panno u csss, 2008

10. Jlanonuna O.P. OcHOBBI ceTeBOil 0€30MacHOCTU: KpUOTOrpapUuecKue aaropuTMbl U
MIPOTOKOIIBI B3aUMOACHCTBUS: YueOHoe ocodue.- 2-e u3fl., ucnp.- M.: IntepHeT-YHuBepcuTer
NT; BUHOM. JlaGopatopus 31anuii, 2007.- 531 c.

11. Mak-Knap C., CkemOpeit Ix., Kyptu [I. Cexpersl xakepoB. be3omacHocTs cereit —
rOoTOBBIE pemieHus, 4-¢ u3a. — M.: Bunbsimc, 2004. — 656 c.

12. Mamok A.A., Ilazmun C.B., Iloroxwn H.C. Beenenwe B 3ammry uHbopManuu B
ABTOMATH3UPOBAHHBIX cHucTeMax: YueO. [locobOume mns By3oB.- 3-¢ u3m., crep. M.: I'opsuas
muans, 2005.- 147 c.

13. IMapteika T. JI., ITonos M. U. OnepanoHHble CHCTEMBI, CpeAbl U 000JI0UYKHU: yued. moc.
st ctynentoB CIIO — M.: @opywm, 2013. — 544 c.

14. Tlnatonos, B. B. IIporpammHo-anmnapatHsie cpeacTBa obecredeHns HHPOpMamoHHON
0€3011aCHOCTH BBIYUCIUTENbHBIX ceTel: Yuebd. mocoOue /uid CTyA. BeIcul. yueO. 3aBeneHuii / B.
B. ITmaronoB. — M.: Akagemust, 2006. — 240 c.

15. Pyccunosuu M., Conomon /I., BuyTpennee ycrpoiictBo MicrosoftWindows. OcHoBHBIE
MOJICUCTEMBI OllepallioOHHON cucteMbl — [Tutep, 2014. — 672 c.
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16. CeBepun B. KommiekcHas 3amura wHbopMmanuu Ha npeanpustau. M.: Topoger,
2008. — 368 c.

3.2.3. Ilepnoanyeckue U31aHus:

1. Kypnaner Chip/Yun: XXypHan o KOMIBIOTEPHOW TeXHUKE ST MPOGECCHOHAIOB M OMBITHBIX
IIOJIE30BATEIICH;

2. XKypnansi 3amura nadpopmanuu. Uncaiia: MHpopMamoHHO-METOIUYECKUH Ky pHAT

3. NudopmarmonHas 6e30MacHOCTh pernOHOB: HayuHo-pakTHYECKHI JKypHAIT

4. Bonpocsl kubepOe3onacHocTd. HayuHbli, nepuoguueckuii, HHGOPMAIMOHHO-METOMYECKUN
KypHal c¢ 0a30Boi cnenmanm3auueir B obmactu  uH(opMmammonHoi Oe3omacHoctu.. URL:
http://cyberrus.com/

5. be3zonacHocTh MHGOPMALMOHHBIX TexHOJOTHH. [lepnomuueckuii peueH3upyeMblid HaydHBINA
xypuan HUSAY MU®U. URL: http://bit.mephi.ru/

3.2.4. DJIeKTPOHHbIE HCTOYHUKH:
1. HnadopmanmoHHO-CIIpaBOYHAsT CHCT€Ma MO JOKyMEHTaM B 0OJacTH TEXHWYECKOW 3allluThI
uHdopmanun Www.fstec.ru
NubopMaImoHHbIi mopTai o 6e3omacuocT WWW.SecurityLab.ru.
OOpazoBarenbHbIE IMOPTAIBI 10 Pa3dMYHBIM HANpaBJICHUSIM O0Opa3oBaHUS M TEMaTHKE
http://depobr.gov35.ru/
Poccwuiickuit GnoMeTpryecKuii moprans WWw.biometrics.ru
Caiit xypuana Madopmanmonnas 6e3onacHocts http://www.itsec.ru —
Caiir HayuHoii anekTpoHHo# 6nbmorexkun Www.elibrary.ru
CnpaBouHo-TipaBoBas cuctema «['apant» » www.garant.ru
CnpaBouno-nipaBoBas cuctema «Koucynprant [Timrocy www.consultant.ru
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10. denepanpubiii moptan «HMHPpOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJOTMM B 0OPa30BaHUNY
htpp\\:www.ict.edu.ru

11. ®enepanbhbiii moptan «Poccuiickoe odOpazoBanue Www.edu.ru
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUAA
MMPO®ECCHUOHAJIBHOI'O MOAYJIA

Konx n namMmeHoBaHme
npodeccCHOHABLHBIX U
001X KOMITIETECHIIUH,
hopMupyeMbIe B paMKax
MOIYJIsSt

Kputepuu onenku

MeTtonab! onieHKH

[IK 1.1. ITpousBoautsb
YCTaHOBKY U HACTPOUKY
KOMIIOHEHTOB
aBTOMATU3HPOBAaHHBIX
(uH(pOPMAITMOHHBIX )
CHCTEM B 3allUIIEHHOM
UCIIOJIHEHUH B

JIeMOHCTpHUPOBATh YMEHUS
YCTaHOBKH U HaCTPOUKHU
KOMIIOHEHTOB
aBTOMATU3HPOBAHHBIX
(MH(pOPMAITMOHHBIX) CHCTEM
B 3aIMIICHHOM UCIIOJIHCHUH
B COOTBETCTBUHU C

TECTUPOBaHUE,
IK3aMEH
KBTU(DUKAIIMOHHBIH,
SKCIIEPTHOE HAOIOICHHE
BBIMOJIHEHUS JTA0OPATOPHBIX
pabor,

IKCIEPTHOE HAOIOICHHE

COOTBETCTBUH C TpeOOBaHUSIMU BBITIOJTHEHUS PAKTUYECKUX

TpeOOBaHUSAMU JKCILTyaTallMOHHON pabor,

IKCIUTyaTallMOHHOM JIOKyMEHTAIUU OIICHKA pEeIICHUS

JIOKyMEHTAIUH. CUTYyallMOHHBIX 3a]1a4,
OLICHKA Ipoliecca U
PE3yJIbTAaTOB BBHIMIOIHEHUS
BUJIOB pabOT Ha MPAKTUKE

K 1.2. [IposiBnenue ymenus u TECTUPOBAHUE,

AJMUHUCTPUPOBATH MIPAKTUYECKOTO OMbITA HK3aMeH

MIPOrpaMMHBIE U aJIMUHUCTPUPOBAHUS KBaJTU(DUKAIIMOHHBIN,

IPOrpaMMHO-
armaparHbie
KOMITOHEHTHI
ABTOMAaTU3UPOBAHHON
(MH(pOPMAITOHHOI)
CHCTEMBI B 3aIIUIIIEHHOM
WCTIOJTHEHUH.

MPOTPaMMHBIX H
MpOTrpaMMHO-aIapaTHBIX
KOMIIOHEHTOB
ABTOMAaTU3MPOBAHHON
(MH(pOPMAITMOHHOI)
CHCTEMBI B 3aIIUIICHHOM
UCTIOJHEHU U

JKCIIEPTHOE HAOII0IeHNE
BBITIOJTHEHUS JTA00PaTOPHBIX
pabor,

AKCIIEPTHOE HAOII0IeHNE
BBITIOJTHEHUS MPAKTUYECKUX
paoor,

OLIEHKA PEelLIeHUs
CUTYaIlMOHHBIX 3a]1a4,
OIIeHKa Tporiecca u
pe3yIbTATOB BBHITIOJTHEHUS
BUJIOB pabOT Ha MPAKTHKE

1K 1.3. ObecnieunBaTh
6ecniepeboitHyt0 padoTy
aBTOMaTH3UPOBAHHBIX
(uH(OpPMAITMOHHBIX )
CHCTEM B 3alllUIIIEHHOM
WCTIOJTHEHUH B
COOTBETCTBHUH C
TpeOOBaHUSIMHU
AKCIUTyaTallMOHHOM
JOKYMEHTAIUH.

IIpoBenenue nepeuns paboT
1o 00eCreyeHHIO
6ecriepeOoitHON pabOTHI
aBTOMATU3UPOBAHHBIX
(uH(OpPMAITMOHHBIX) CHCTEM
B 3alIUIIICHHOM HCITOJTHECHUN
B COOTBETCTBHUH C
TpeOOBaHUSIMU
AKCIUTyaTallMOHHOM
JOKYMEHTaLUU

TEeCTUPOBaHUE,
HK3aMeH
KBaJTU(DUKAIIMOHHBIN,
SKCIIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS JTA00OPATOPHBIX
pabor,

JKCIIEPTHOE HAOII0ICHNE
BBITTIOJTHCHHS MMPAKTUYCCKUX
pabor,

OIICHKA PEeIICHUS




CUTYaIlMOHHBIX 3a]1a4,
OLIeHKa ITpoIiecca U

pe3yJIbTaTOB BBHITIOTHEHUS
BUJIOB Pa0OT HA MPAKTUKE

[IK 1.4. Ocy1iecTBasiTh
MIPOBEPKY TEXHUYECKOTO
COCTOSIHUSI, TEXHHUYECKOE
o0CITyKMBaHUE U
TEKYILUI PEMOHT,
yCTPaHATh OTKA3bl U
BOCCTAaHABIINBATh
paboToCcrocoOHOCTh
aBTOMATU3HPOBAHHBIX
(MH(MOPMAITMOHHBIX )
CHCTEM B 3aIllUIICHHOM
WCIIOJIHEHUH.

[IposiBsTE 3HAHUS U
YMEHHUS B IIPOBEPKE
TEXHUYECKOTO COCTOSHHS,
MIPOBE/ICHUH TEKYILETrO
PEMOHTA U TEXHHUYECKOTO
00CITy’)KUBaHUsI, B
yCTpAaHEHUH OTKA30B U
BOCCTAaHOBJICHUU
paboToCIoCOOHOCTH
aBTOMATH3UPOBAHHBIX
(MH(MOPMAITMOHHBIX ) CHCTEM
B 3alMIIICHHOM HCIIOJHCHUN

TECTHUPOBaHUE,
9K3aMeH
KBaJTH(UKAIIMOHHBIH,
SKCIIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS 1a00PaTOPHBIX
pabor,

SKCIIEPTHOE HAOIOICHHE
BBIMOJIHCHUS TPAKTHUECKUX
pabor,

OIICHKA PEIICHUS
CUTYaI[MOHHBIX 3a]1a4,
OIICHKa TIporiecca u
PE3YJIbTATOB BBHIMIOJIHCHUS
BUJIOB pabOT Ha NMPAKTUKE




