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1. OBIIIASI XAPAKTEPUCTHUKA PABOUYEN ITPOT'PAMMBI
HPOPECCHUOHAJIBHOI'O MOAYJA
IIM.02 SBAHIUTA UH®OPMAIIUU B ABTOMATU3UPOBAHHbBIX CUCTEMAX
MMPOI'PAMMHBIMUA U TIPOT'PAMMHO-AIIITAPATHBIMU CPEACTBAMUA
1.1. Uenp u mnaHupyembie pe3yabTaTbl OCBOSHUS MPOdEeCCHOHAaTLHOTO MOIYJIS

1.1.1.B pesynbrare wuszydeHuss Npo(hecCHOHATHLHOTO MOJIYJs CTYAEHT JOJKEH OCBOUTH BHJT
NEeSTeNIbHOCTH 3aimuTa WHGOpMalud B aBTOMAaTH3UPOBAHHBIX CHUCTEMaX MPOrpPaMMHBIMU U
MPOrPaMMHO-AIAPATHEIMU  CPEACTBAMH M COOTBETCTBYIONIME €My TpodeCCHOHATbHBIC

KOMIIETECHIINH:
Kon HaumenoBanue BUIOB 1€ATEIBHOCTH U MPOPECCUOHAIBHBIX KOMITETEHITHH
B/ 2 3amuTa uHQOpPMAIIMK B aBTOMATH3UPOBAHHBIX CUCTEMAaX MPOTPAMMHBIMU U

IIporpaMMHO-anImnapaTHbiIMu CPEACTBAMU

IIK 2.1. | OcymuiecTBIsITh YCTAaHOBKY U HACTPOMKY OTAETBHBIX MPOTPAMMHBIX, IPOTPAMMHO-
anmapaTHBIX CPEJICTB 3alIUThl HHPOpPMAIIUH.

[IK 2.2. | ObecnieunBath 3aUTY HHPOPMALIMU B aBTOMAaTU3UPOBAHHBIX CUCTEMAX OT/EIbHBIMU
IPOrpaMMHBIMH, IPOTPAMMHO-AIIAPATHBIMU CPEJICTBAMH.

[1K 2.3. | OcymiecTBasTh TECTUPOBAHUE (PYHKIIUI OTIEIBHBIX MPOTPAMMHBIX U TIPOTPAMMHO-
anmnapaTHbIX CPEJICTB 3aIUThHI HHPOPMALIUH.

[IK 2.4. | OcymecTBisITh 00pabOTKY, XpaHSHHE U TIepeady HHPOPMAIIUU OTPAHUYCHHOTO
JOCTYyTIA.

[1IK 2.5. | YHuuTo)aTh HHGOPMAIHIO U HOCUTETH HH(OPMAIIMH C HCIIOIB30BaHUEM IPOTPAMMHBIX
Y IPOIPaMMHO-aIIaPATHBIX CPEJCTB.

[IK 2.6. | OcyuiecTBisTh perucTpaiio OCHOBHBIX COOBITUI B aBTOMAaTU3HUPOBAHHBIX
(uH(OpPMAIIMOHHBIX) CCTEMaX, B TOM YHCIIE C UCTIOIb30BAHUEM NTPOIPAMMHBIX U
MPOTrpaMMHO-aIMapaTHBIX CPEJCTB 0OHAPYKEHUS, IPEIYTIPEKICHNS U INKBUIAIIAN
NOCTIe/ICTBUI KOMIBIOTEPHBIX aTakK.

OO01re KOMIIETEHIIUNA

Kox HaumeHoBaHMe BUJIOB JI€ATEIbHOCTH U MPOPECCUOHAIBHBIX KOMIETEHITUH

OK 1. | Bribupats criocoObl pemieHus 3a/1a4 npopecCHOHAIbHOM 1A TeIbHOCTH, TPUMEHUTEIBHO
K Pa3JINYHBIM KOHTEKCTAM.

OK 2. | OcymuiecTBasTh MOUCK, aHAIN3 U UHTEPIIPETALMIO HH(DOpMAIUK, HEOOXO0IUMOMN /17151
BBINIOJIHEHUS 33124 PO eCCHOHATBHON JAESITEIbHOCTH.

OK 3. | IImanupoBaTh M peaan30BbIBaTh COOCTBEHHOE NMPO(ECCHOHATBHOE U IMYHOCTHOE
pa3BUTHE.

OK 4. | PabGortatp B KOJUIEKTHBE U KOMaHAe, 3(HEKTUBHO B3aUMO/IEHCTBOBATH C KOJUIETaMH,
PYKOBOJCTBOM, KIIMEHTAMH.

OK 5. | OcymiecTBisTh YCTHYIO M MMCBbMEHHYI0 KOMMYHHUKAIUIO HAa TOCYAAPCTBEHHOM SI3BIKE C
Y4ETOM O0COOEHHOCTEH COLMAIBHOIO U KYJIBTYPHOTO KOHTEKCTA.

OK 6. | [IposBAATE Irpa’kIaHCKO-NTATPUOTHYECKYIO MO3ULUIO, IEMOHCTPUPOBATH OCO3HAHHOE
MOBEJICHHE HAa OCHOBE TPAAMILIMOHHBIX 00IIEUETI0BEYeCKUX IEHHOCTEH.

OK 7. | ConelicTBOBaTh COXpaHEHHIO OKPY KaIOILIEH Cpelibl, pecypcocoepexkennto, 3hpHeKTHBHO
JIeiCTBOBAThH B UPE3BhIYAIHBIX CUTYAIHSIX.

OK 8. | Ucnonb3oBath cpenctBa (pU3MUECKOM KYJIbTYpHI JUIsl COXPAaHEHHS U YKPETIEHUS 3J0POBBS
B Ipoliecce Npo(ecCHOHANBHOM NesITeTbHOCTH U MOAIEpKaHUe HE0OX0IMMOT0 YPOBHS
(bu3nYecKoil MOArOTOBIEHHOCTH.

OK 9. Hcnons30BaTh I/IH(I)OpMaI_II/IOHHBIe TCXHOJIOTHHU B HpO(I)CCCHOHaHBHOﬁ JACATCIIBHOCTH.

OK 10. | [Tons3oBaTbcst mpodeccHOHATBHON TOKYMEHTAIMEH Ha TOCYJaPCTBEHHOM M HHOCTPAHHOM
A3bIKAX.




1.1.3. B pe3yabTaTe ocBoeHHs PO eCcCHOHAIBLHOI0 MOIYJIA CTYAEHT J0JIKeH:

Nwmets
MPAaKTUYECKUI
OIIBIT

YCTaHOBKH, HACTPOWKH NPOTrPaMMHBIX CPEJICTB 3aIIUThl HHPOPMALIUU B
aBTOMAaTU3UPOBAHHON CUCTEME;

o0ecreyeHns 3aluThl aBBTOHOMHBIX aBTOMaTHU3HMPOBAHHBIX CUCTEM
IIPOrPaMMHBIMU U IIPOrPaMMHO-AIIIAPAaTHBIMU CPEICTBAMY;

TECTUPOBaHUS (PYHKLUH, TUAarHOCTHKA, YCTPAHEHUS OTKA30B U
BOCCTaHOBJICHHS Pa0OTOCIIOCOOHOCTH MPOTPAMMHBIX M ITPOrPAMMHO-
anmnapaTHbIX CPEACTB 3alIUThl HH(OPMALHH;

pemenns 3aga4 3amutel o1 HCJl k nH(OopMaImm orpaHu4eHHOro JOCTyIa ¢
IIOMOUIBIO IPOIPAMMHBIX U IIPOTrPAMMHO-ANIAPATHBIX CPEACTB 3aILUTHI
uHpOpMaLnu;

IIPUMEHEHHUS MIEKTPOHHOM IOJIUCH, CHMMETPUYHBIX M ACHMMETPUYHBIX
KpUNTOrpapuyecKux alrOpuTMOB U CPEACTB MU(POBAHUS TaHHBIX;

yuéTa, 00pabOTKH, XpaHEHUs U Nepeadu MHGopMaIuu, A KOTOpoi
YCTAQHOBJICH PEKUM KOH(UICHIIMAIBHOCTH;

paboThI ¢ OJCUCTEMaMU PETUCTPALIUU COOBITHIA;

BBISIBIICHHS COOBITUN M MHIIUIEHTOB OE€30MaCHOCTH B aBTOMATH3MPOBAHHOM
CUCTEME.

yYMEThb

yCTaHaBJINBATh, HACTPAUBATh, IPUMEHSTH IPOrPAMMHBIEC U TIPOTPAMMHO-
anrnapaTHble CpPeJCTBa 3alIUThl HH(OPMAILIUH;

YCTaHABJIMBATH M HACTPAUBATh CPEJCTBA AaHTHBUPYCHOM 3aIUTHI B
COOTBETCTBUU C NPEIbABIAEMbIMU TPEOOBAHUAMUY;

JMarHOCTUPOBATh, YCTPAHATH OTKa3bl, 00ECTIEYNBATH PAOOTOCIIOCOOHOCTD U
TECTUPOBATh (PYHKLUHU POrPAMMHO-AMIAPATHBIX CPEJICTB 3aILUTHI
uHpOpMaLNH;

MPUMEHSTH IPOrPaMMHBIE U IPOTPaMMHO-aIapaTHbIE CPEJICTBA [T 3aIUTHI
uH(popMaluu B 6a3ax JaHHBIX;

IPOBEPATH BBIOJHEHNUE TPEOOBAHUM 1O 3a1IuTe HHPOPMALIUU OT
HECAaHKIIMOHUPOBAHHOTO JOCTYIA MPH aTTECTAIUH 00BEKTOB HHPOPMATH3ALIUT
1o TpeboBaHUAM 0€30MacHOCTH MH(OopMaIy;

NPUMEHSATh MaTEMAaTUIECKUN armapar JJIsl BBITOTHEHUS KPUITOTpapuaecKix
npeoOpa3oBaHuii;

UCTIOJIF30BaTh THITOBBIE MPOTPaMMHBIE KPUTITOTpa(UIECKHE CPEICTBA, B TOM
YHCIIe AIEKTPOHHYIO MOJIIHCH;

NPUMEHSTH CPEJICTBA TAPAHTUPOBAHHOTO YHUUTOKEHHS HH(OPMAIIHH;
yCTaHaBJIMBaTh, HACTPAUBATh, IPUMEHSTH IPOrPaMMHBIE U IIPOTPAMMHO-
amrmaparHble CPeJCTBA 3alIUThl HH(OPMAIIHH;

OCYILECTBIISATh MOHUTOPUHT U PETHCTPALIMIO CBEIEHUH, HEOOXOAUMBIX JUIS
3alIMTHl 00BEKTOB WH(POPMATHU3AIINH, B TOM YHCJIE C UCIIOJIb30BaHUEM
IPOTPaMMHBIX M TPOrpPaMMHO-AINAPATHBIX CPEICTB OOHAPYKEHUS,
NPEAYIPENACHUS ¥ JTMKBUIAIINH ITOCIEICTBUI KOMIIBIOTEPHBIX aTaK

3HaTh

0COOEHHOCTH U CIOCOOBI MPUMEHEHHS IPOTPAMMHBIX M ITPOrPaMMHO-
amImapaTHbIX CPEJICTB 3alIUTHl HHPOPMAIINHU, B TOM YHCJIE, B ONEPAITMOHHBIX
cucTeMax, KOMIIBIOTEPHBIX CETAX, 0a3ax JaHHBIX;

METO/IBI TECTHPOBAHUS (YHKIIMIA OTACTHHBIX MTPOTPAMMHBIX M ITPOTPAMMHO-
anmapaTHbIX CPE/ICTB 3aIIUThHI HHPOPMALIUY;

TUTIOBBIE MOJIENIN YTIPABIICHUS TOCTYTIOM, CPEJCTB, METOIOB M IPOTOKOJIOB
UICHTU(PHUKAIMY U ayTeHTU(DUKAINHN;

OCHOBHBIE MTOHITHS KPUNTOTPa(GUK ¥ TUTIOBBIX KPUNTOTPAPUIECKIX METOJIOB H
CPEZCTB 3alIUThI HH(OPMAILINH;

0COOCHHOCTH 1 CTIOCOOBI IPUMEHEHHS IPOTPAMMHBIX U TIPOTPaMMHO-
ammapaTHbIX CPEICTB TAPAHTUPOBAHHOTO YHUUTOXKEHHSI HH(POPMALIUH;




TUTIOBBIC CPEJICTBA M METO/bI BEJACHUS ayAUTa, CPEACTB U CIIOCOOOB 3aIUTHI
nH(OpMaIUY B JTOKATBHBIX BEIYUCIUTEIBHBIX CETSAX, CPEIICTB 3aAIIUTHI OT
HECAHKIIMOHUPOBAHHOIO JIOCTYIIA.

1.2. KoainuecTBO 4yacoB, OTBOAMMOEC HA 0CBOCHHUE HpO(l)GCCI/IOHaJ'[LHOFO MOAYJdA

Bcero 656 uac, u3 Hux
Ha ocBoenre MJIK — 440 gacoB, B TOM 4mHCIIC
Ha IPOMEKyTOouHYI0 arrectanuto mo MJIK — 364acos,

Ha npakTuku — 180 gacos



2. CTPYKTYPA U COAEPKAHUE TPOPECCHUOHAJIBHOI'O MOAYJIA

2.1. Crpykrypa npodeccuonanbuoro moayJasi [IM.02 3amura ungopManum B aBTOMATHU3UPOBAHHBIX CHCTEMAX MPOrPAMMHBIMH U

NMpOorpaMMHO-allMMaApaTHLIMU CPECACTBAMHA

O6bem nmpodeccnoHaIbHOTO MOYJIS, Yac.

Kot O6Bpem O6yuenue no MJIK, B gac. [IpakTuku
o0OpazoBa B TOM YHCJIE
npodeccuonan | HaumenoBanus pasnienon . npousBojctBeH | CamocTos
BHBIX OOIIMX | IPO(ECCHOHATHLHOTO MOAYJIA “TCIBHOH BCETO, 1aGOpATOPHBIX | KypcoBas | yucOnas Hasl PaKTHKa, TeJbHas
KOMITETCHITH I POTPAM | o com 1 pabora HPAKTIIC o con paboral
MBI, 4ac. MpakTUYecKux | (MpoekT), | a, 4acoB
3aHATUI 4acoB
K 2.1 - Paznen 1 monyns. [Ilpumenenne
[IK 2.6 MPOrPAMMHBIX ¥ TIPOTPaMMHO-
OK 1-OK 10 arrmapaTHbIX CPEACTB 3aLUThI 270 180 62 ) 50 B 40
nHpopmaluu
[IK 2.4 Pazgen 2 monyns. Ilpumenenue
OK 1-OK 10 KpunTorpaguueckux cpeicTs 242 180 56 — 22 — 40
3alUThl HHGOpPMAIHU
[IpousBocTBEHHAs MpaKTHUKA
(10 IpOoMITIO CTICIHATILHOCTH),
4acoB (€ciIu MpeayCMOTpeHa 108 108 —
UTOTOBAasI (KOHIICHTPUPOBAHHAS )
MIPAKTHKA)
ITpomesxyToUHas aTTecTanus2 24 24 — — — — —
DK3aMeH 1o 12 12 B B B B 3
npodeccnoHaATbHOMY MOJIYII03
Bcero: 656 360 118 72 108 80

1ITpumepHast TeMaTHKa CaMOCTOSATENBHBIX PA0OT B paMKax 00pa3oBaTebHON MPOrpaMMBbl INTaHUPYETCsl 00pa30BaTeIbHON OpraHnu3anield C COOTBETCTBUH C

tpedoBanusiMu GI'OC CIIO B npenenax oobeMa MpodhecCHOHATBHOTO MOYJISI B KOJTMUECTBE YaCOB, HEOOXOAMMOM /ISl BBITIONHEHHS 33J]aHu CaMOCTOATEILHON
paboThl 00yuaromuxcs, NPeIyCMOTPEHHBIX TEMaTHUECKUM TUIAHOM U COJIEpKaHUEM yueOHOM AUCIUIIIMHEL.
2 Bei6op popMbI IpOMEKYTOUHOM aTTECTallMU B OCHOBHBIX 00pa30BaTeJIbHBIX MTPOrpaMMax oIpeaessieTcs 00pa3oBaTesIbHON OpraHu3alrei CaMOCTOSI TENBHO.
3 Yacel Ha ’K3aMeH 110 TPOGeCCHOHATHEHOMY MOJIYJIIO BBIJISISIOTCS 33 CUET BAPHATHBHON YaCTH.




2.2. TemaTn4eckuii IJIaH U coiep:kaHue npodeccuonaabHoro moay.st (IIM)

HanmenoBanmne pasaciioB

npoheCCUOHATBLHOTO
Moy (ITM), Cogepxanre yaeOHOTO MaTepuana, 1abopaTopHbIe padOThHl M MPAKTUYCCKUE 3aHATHS, CAMOCTOSTEIbHAS O0bem
MESKTHCLIATIHHAPHbIX paboTta oOyuaronierocs, Kypcopas padoTa (IIpoeKT) 4acoB
kypcoB (MJIK) u Tem
1 2 3
Paznen 1 monyns. [puMeHeHre IpOrpaMMHBIX M POTPAMMHO-ANIAPATHBIX CPEACTB 3aIIUTH HHPOPMAIHH 270
MJIK.02.01. [IporpaMMHbI€ ¥ IPOrpaMMHO-aMapaTHbIE CPEACTBA 3ALIUTHI THPOPMALIUU 180
Pazgen 1. OcHOBHBIE IPUHIIKIIBI TPOTPAMMHOM U MPOTPAMMHO-aNTIapaTHON 3aUTHI HH(DOpMAIUU
Tema 1.1. Ilpeamer u Copnepxanue 6
3a/1a4u IPOrpamMMHO- [TpenMeT ¥ 3a1a4u MPOTrpaMMHO-aNNapaTHOM 3aIIUTHI HHPOpMAIHH
arrapaTHON 3alUThI OcCHOBHBIE TOHSTHS IPOrPAMMHO-ANIAPATHON 3aIUTHI HH(OPMALIUH
MHpOpMaluK Kinaccudukanust METOI0B ¥ CPEJICTB MPOTrpaMMHO-aIIapaTHOM 3aIUThl HHOOpMAIUU
Tema 1.2. Cranmaptsl Conepxkanue 4
0e30macHOCTH HopmaTtuBHbIE TPaBOBBIE aKThl, HOPMATHBHBIE METOIUYECKUE TOKYMEHTHI, B COCTAaB KOTOPBIX BXOJIAT
TpeOOBaHUS ¥ PEKOMEHAINHU IO 3allKUTe HHPOPMAIH IPOTPAMMHBIMHU M MPOTPAMMHO-ANapaTHBIMH
cpeactBamu. [Ipodun 3amuTel TpOrpaMMHBIX U TPOTPaAaMMHO-ANIAPATHBIX CPEICTB (MEXKCETEBBIX SKPAHOB,
CPEICTB KOHTPOJIS CheMHBIX MAITMHHBIX HOCUTENEH HH(OpMAaIIUU, CPEACTB TOBEPEHHOI 3arpy3Ku, CpPEICTB
AHTUBHPYCHOM 3aIUTHI)
CrangapTsl 1o 3ammre HHGOPMAIIMHU, B COCTaB KOTOPBIX BXOAAT TpeOOBaHUS M PEKOMEHAAIINHY O 3aIUTe
nH(OpMaIMK MPOrpaMMHBIMU ¥ IPOTPAMMHO-AIIAPATHBIMU CPEJICTBAMH.
Temaruka mpakTUYECKUX 3aHATHHA U J1a00paTOPHBIX padoT 6
0O0630p HOPMATHUBHBIX MIPABOBBIX AKTOB, HOPMATUBHBIX METOAMYECKUX JTOKYMEHTOB 10 3a11uTe HH(HOpMAIIIH,
B COCTaB KOTOPBIX BXOJST TPeOOBAHUS U PEKOMEHIAINH 110 3alIUTe WH()OPMALIUK TPOTPAMMHBIMH U
IporpaMMHO-anmapaTHeIMU cpecTBaMu. PaboTa ¢ comepkaHneM HOPMATHBHBIX MMPABOBBIX aKTOB.
00630p crangapToB. Pabora ¢ comepkaHreM CTaHAAPTOB
Tema 1.3. amuiuenHas Copepxanue 4

ABTOMAaTU3WPOBAaHHAA
cucrema

ABTOMaTH3aIMs nporecca 00padboTku HHPOpMaITHH

ITonsTue aBTOMaTI/IBI/IPOBaHHOﬁ CHUCTCMBEI.

OcobeHHOCTH ABTOMATHU3HWPOBAHHBLIX CUCTCM B 3allIMIIICHHOM MCIIOJTHCHHUH.

Ocuosuble BUasl AC B 3aIIUIIIEHHOM UCIOJHEHUH.

MeTtoan! co3manus 0€30MacHBIX CUCTEM




MeTo/10510THsl TPOEKTUPOBAHMSI FAPaHTUPOBAHHO 3aiuuieHHbIx KC

JluckpennnoHHbIe MOJICTN

ManaTtaesie Mozeu

TemaTuka NpakTUYECKUX 3aHATUN U J1a00OpaTOPHBIX paboT

Yyert, 00paboTka, XxpaHeHue u nepegaada napopmanuu B AVIC

OrpaHuyeHue JOCTYIa Ha BXOJI B CUCTEMY.

WNnentudukanys u ayTeHTUGUKAIUS T0JIb30BaTEICH

Pasrpanudenue nocrymna.

Peructparust coObITuii (ayaur).

KOHTpOJIB OCJI0CTHOCTH JAHHBIX

YHUYTOXKEHHE OCTATOYHON MH(POPMAITUH.

Ynpasnenue noauTukoit 6ezonacHoctu. [1labmonsl Oe3onacHoCcTH

Kpunrorpaduueckas 3ammra. O630p nmporpamm mudpoBaHus JAHHBIX

Ynpasnenue noauTukoit 6ezonacHoctu. [1labmonsl Oe3omacHoCcTH

Tema 1.4.
Jlectabunusupytoriee
BO3JEHCTBHE HA O0BEKTHI
3aIUTEI

Conepxanue

VICTOYHUKH JecTa0MIM3UPYIONIETO BO3ICHCTBUS HA O0OBEKTHI 3alTUTHI

CniocoObI BO3/ICHCTBUS HA HH(OPMAITHIO

[Tpu4mHbI U yCIOBHUS ASCTAOMIM3UPYIOIIETO BO3JICHCTBUS HAa HH(OPMAIIHIO

Tematuka MMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

Pacrnipenenenne kaHaJl0OB B COOTBETCTBUH C HCTOYHMKAaMU BO3A€MCTBUSI HA MH(MOPMALIUIO

Tewma 1.5. [Ipunnune
MIPOrpaMMHO-aNnapaTHON
3aIuUThl HH(HOPMALIUU OT
HECaHKI[MOHUPOBAHHOTO
JOCTyTIa

Conepxxanue

[ToHsiTMEe HECAHKLIMOHUPOBAHHOIO JOCTYyNa K MHpOpMaLUU

OcHoBHble 0ax0b! K 3auuTe nHpopmanuu ot HCJI

Opranuzanus goctyna K aiiinaM, KOHTPOJIb AOCTyIA U pa3rpaHUYEHUE JI0CTYIa, HepapXUUeCKHi JOCTYI K
¢aitnam. Qukcaius goctyna K daiinam

I[OCTYH K JaHHBIM CO CTOPOHBI ITpouecca

OcoOeHHOCTH 3a1UTHI AaHHBIX OT u3MeHeHusl. llludposanue.

TemaTuka MPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

Opranuzanus goctyna K daiinam

O3HaKOMIICHHE C COBpPEMECHHBIMHU IMPOTPaMMHBIMU U ITPOTrpaMMHO-allIIapaTHBIMU CPEACTBAMH 3aIIUTHI OT

HCJ

Pa3nen 2. 3anuta aBTOHOMHBIX aBTOMAaTU3MPOBAHHBIX CHCTEM

Tema 2.1. OCHOBBI 3aLIUTEI
ABTOHOMHBIX
aBTOMATU3HPOBAHHBIX

Conepxxanue

Pabota aBToHOMHOM AC B 3aIlIMIIEHHOM pPEKHUME

Anroputm 3arpy3ku OC. IllTaTHble cpeacTBa 3aMbIKAHUSI CPENIBI




CUCTEM

Pacummpenune BIOS kak cpencTBo 3aMbIKaHUSI IPOTPAaMMHON CPeEJIbl

CucreMbl TN DIEKTPOHHBIN 3aMOK. 93 C MPOBEPKOM LIEIOCTHOCTU MporpammHon cpenpl. [lonsitue AMJI3
(1oBepeHHas 3arpy3Ka)

HpI/IMeHCHI/IC 3aKJIaJ0K, HAITPABJICHHBIX HAa CHUXKCHHC 3(1)(1)CKTI/IBHOCTI/I CpCACTB, 3aMBIKAOIIUX CpCayY.

Tema 2.2.3ammra
MIPOrPaMM OT U3YUYCHHS

Conepxanue

N3yuenue n obpatHoe npoektupoBanue [10

CriocoOsbl HN3YUYCHUA I10: cratnueckoe u JUHAMHUYCCKOC U3YUCHHUEC

33.,[[21‘-11/1 3aIIUTHI OT U3YYCHUA U CHOCOOBI UX PCIICHUA

3amura OT OTIagKH.

3ammra oT Anu3acceMOIMPOBAHUS

38.H_II/ITa OT TPaCCUPOBKH 110 IIPCPLIBAHUSM.

Tewma 2.3. Bpenonocnoe
pOrpaMMHOE 00eCTIcueHHE

Conepxanue

BpenonocHoe nporpamMmmHoe obecriedeHrne Kak 0coOblil BUJI pa3pyLIaloIMX BO3ACHCTBHIMA

Knaccudukanus Bpe1oHOCHOTO nporpaMmmHoro obecriedenus. Cxema 3apakenus. CpencTsa HeHTpaIn3anuu
BpenoHocHoro 110. ITpoduiakTuka 3apakeHUs

[Touck cnenoB aktuBHOCTH BpepoHocHOro I10. Peectp Windows. OcHOBHBIE BETKH, COJepKALIIHE
uHpopmanuio o BpenornocHom [10. JIpyrue o0beKTHI, conepkamue napopmaiuio o Bpegonocaom [10,
daiiner prefetch.

bot-nersl. [Ipuanun ¢yHkumnonnpoBanus. MeToabl 0OHapyKeHUs

Knaccugukaius aHTUBUPYCHBIX cpeAcTB. CUTHATYPHBIN M 9BPUCTHUECKUI aHAIIN3

3amuTa OT BUPYCOB B "pyyHOM pexkume"

OCHOBHBIC KOHICIIINU IMOCTPOCHUS CUCTCM aHTHBprCHOﬁ 34U THI Ha IPECANIPUATAN

Tematuka MMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

[Ipumenenus cpeacTs uccienoBanus peectpa Windows st HAX0XKIE€HUS CIE€I0B aKTUBHOCTU BPEJJOHOCHOTO
110

[TpoMexkyTouyHas arTecTanus

o MJIK.02.01

N

Tema 2.4. 3amura
MporpamMM U JaHHBIX OT
HECaHKIIMOHUPOBAHHOTO
KOITMPOBAHUS

Conepxxanue

HecankimonuposanHoe konupoBaHue nporpamm kak tun HC/J

IOpI/I,Z[I/I‘-ICCKI/IC ACIICKTbI HCCAHKIIMOHHUPOBAHHOI'O KOIIMPOBAHUA TTPOTpAMM. 061_[166 INOHATHUC 3allIMThI OT
KOITMPOBAHMA.

[Tpusszka IOk annapaTHOMY OKPY>KEHHIO U HOCUTEIISIM.

3anMTHBIE MEXaHM3MBbI B COBPEMEHHOM ITporpaMMHOM obecnieueHnn Ha npumepe MS Office

TemaTuka MpakTUYECKUX 3aHATUN 1 J1a00paTOPHBIX paboT

3ammTa HHPOPMALIMU OT HECAaHKIIMOHUPOBAHHOTO KOITMPOBAHMS C HCIIOJIb30BAaHUEM CIIELUAIN3UPOBAHHBIX
IIPOTrPaMMHBIX CPEACTB




3anmTHBIC MEXaHU3MBI B IpWiIokeHusx (Ha npumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amura
uHpOpMaHUU Ha
MAIIMHHBIX HOCHTEIISAX

Conepkanne

[TpoOnema 3amuThl 0OTYYKJ1aeMbIX KoMnoHeHToB [IDBM.

MeTo/1b1 321U Thl HHGOPMAIIMU Ha OTUYkAaeMbIx Hocutensix. Hludposanue.

CpenctBa BoccTaHOBIIeHUs octaTouHOoU nHopmanmu. Co3znanue moceKTopHbix oopazos HXKM/I.

[TpuMeHeHne cpeCTB BOCCTAHOBJICHUS OCTATOYHON MH(OPMAINH B CyI€OHBIX KPUMUHATMCTHYECKIX
9KCIEPTU3aX U MPU pacciieloBaHUM HHIMeHTOB. HopMaTuBHas 6a3a, JOKYMEHTUPOBAaHUE PE3YJIbTATOB

be3Bo3BpaTHOE yaaieHHe JaHHbIX. [[pUHINIIBI M AITOPUTMBL.

Temaruka npakTUYECKUX 3aHATHI U J1a00paTOPHBIX padoT

[TpruMeHeHne CpeICTBAa BOCCTAHOBJICHHS OCTATOYHON MH(pOpMaIuK Ha mpuMepe Foremost miu ananmora

HpI/IMeHCHI/Ie CIICHUAIIM3UPOBAHHOI'O IIPOTPAMMHO CPCACTBA JJII BOCCTAHOBJICHHUA YAAJICHHBIX (1)a17m013

[TpumeHeHue nporpaMM AJisi 6€3B03BPAaTHOrO YAAJIEHUSI JTaHHBIX

HpI/IMeHCHI/Ie IIporpamMm JJist IJ_II/I(I)pOBaHI/IH JaHHBIX Ha CbCMHBIX HOCHUTCIIAX

Tema 2.6. AnnapaTHble
cpeacTBa HIeHTH(PHUKAINN
U ayTeHTU(UKALUU
II0JIb30BaTENIECH

Conepxanue

TpeboBaHwus K anmapaTHBIM CPEICTBAM UIACHTU(UKAIIUHN U Ay TEHTU()DUKALIMY TT0JIb30BaTeNeH, TPUMEHIEMbIM

B O3 u AIIMJI3

YcrpoiictBa TouchMemory

Tewma 2.7. CucremMsl
OoOHapyXCHUS aTaK u
BTOP>KCHUHN

Conepxanue

COB u COA, otnnuus B pynkuusix. OcHoBHble apxutektypsl COB

Hcnonb3oBanue cereBbix cHU(depoB B kauectse COB

Amnmnaparssiii komnoHeHT COB

[Tporpammusiii komnoneHT COB

Monenu cuctembl 0OHapyKeHUs BTop keHuit, Knaccudukaius cucteM 0OHapyKeHUSI BTOPKECHUIH.
O6napyxenue curHatyp. O6Hapyx)eHnue anomanuii. J[pyrue metonpl 0OHApYKEHHS] BTOPYKEHHUN.

Tematuka IMMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

MonenupoBaHue NpoBeeHUs aTaky. M3yueHrne HHCTPYMEHTAIBHBIX CPEACTB O0OHAPYKEHUsI BTOP>KEHU I

Pasnen 3. 3ammra nndopmair

1N B JIOKAJIbHBIX CCTAX

Tema 3.1. OcHOBBIL
MMOCTPOEHHUS 3aIIUIIIEHHBIX
cereit

Conepxanne

Certu, paboTarolye Mo TeXHOJIOTMH KOMMYTAllUK AKETOB

Crex npotokosioB TCP/IP. Oco0eHHOCTH MapuIpyTH3AIMH.

[ItaTHBIE CpeCTBA 3aIIMTHI HHPOpMaIK cteka mporokosioB TCP/IP.

CpencTBa uaeHTU(UKALUMN U ayTeHTU(UKALMU Ha pa3HbIX YpoBHsX npoTtokoina TCP/IP, noctouncTBa,
HEJOCTaTKU, OTPaHUYCHHSL.

Tema 3.2. Cpencrsa
opranu3anuu VPN

Conepxxanue

BupryansHas yactHas cetb. OyHKIMHN, HA3HAYEHUE, IPUHINI IOCTPOCHMS




Kpunrorpaduueckue u Hekpunrorpaduieckue cpeactsa oprauuzanuu VPN

YcrpoiictBa, o6pazyronue VPN. Kpunromapipytusarop u KpunToQriibTp.

Kpunropoyrep. [IpuHIHIBL, apXUTEKTypa, MOJEIb HAPYLIUTENs, JOCTOMHCTBA M HEJOCTATKU

Kpuntodunerp. [IpuHIHMIIBI, apXUTEKTYpa, MOJIEb HAPYLIUTEINS, JOCTOMHCTBA U HEIOCTATKU

TemaTuka NpakTUYECKUX 3aHATUN U J1a00paTOPHBIX paboT

PassepreiBanue VPN

Pasnen 4. 3ammra nndopmair

WU B CETsIX OOIIEro I0CTyIa

Tema 4.1.006ecncucHue
0e30macHOCTH
MEKCETEBOI0
B3aNMOICHCTBUSA

Conepxanue

MeTo/1b1 321U Tl HHGOPMAIIMU IpU PadOTE B CETSIX 0OIIEro AOCTYIIA.

Me:xcereBblie 3kpanbl Tumna firewall. JlocTOMHCTBA, HEAOCTATKH, peaTH3yeMbIe MOJTUTHKH 0€30MacHOCTH

Ocnosuble Tunbl firewall. CumMerpuunblie 1 HecummetrpudHblie firewall.

Ypogsens 1. [lakeTHble PUIBTPEI

ypOBeHB 2. (DI/IJ'IBTpaI_II/ISI CJ'Iy>K6, IMTOMCK KJIKOYCBBIX CJIOB B TCJIC IIAKCTOB HA CCTCBOM YPOBHCE.

Yposensb 3. Proxy-cepBepa NpUKIaJIHOIO YPOBHSI

OpHOXOCTOBBIE M MyJIbTHXOCTOBBIEfirewall.

OcCHOBHBIE THUIIBI APXUTEKTYp MyJbTHX0CTOBBIXfirewall. TpeOoBaHMs K KaX/10My XOCTY UCXOS U3
APXHUTEKTYPHI U BBITOJIHSAEMbIX (YHKIMH

TpeGoBanusi o cepTUhUKALUYA MEKCETEBBIX IKPAHOB

TemaTuka MpakTUYECKUX 3aHATUN U J1a00paTOPHBIX paboT

NsyuenuencpasHenueapxutekryp Dual Homed Host, Bastion Host, Perimetr.

W3ydeHue pa3nuuHbIX cioco00B 3aKpbITHs "onacHbIX" MOPTOB

Pazgen 5. 3anura undopmaig

1 B 0a3ax JaHHBIX

Tema 5.1. 3ammura
nH(popmanuu B 6azax
JTAHHBIX

Conepxxanue

OcHoBHbl€ THIIBI YTP03. MoJienb HapymuTens

CpencTBa HaeHTU(UKALMN U ayTeHTU(UKALUU. YIpaBiIeHHue J0CTyIIOM

CpenctBa KOHTPOJIS [IEIOCTHOCTH MH(OpManyu B 6a3zax TaHHBIX

Cpe,[[CTBa AyJInTa 1 KOHTPOJIA 0E30IMacHOCTH. KpI/ITepI/II/I SalIMIICHHOCTHU 0a3 JaHHBIX

[TpumeHeHue KpunTorpapuuecKux cpeAcTB 3alluThl HHpopManmu B 6a3ax JaHHBIX

TemaTuka MpakTUYECKUX 3aHATUN 1 J1a00paTOPHBIX paboT

N3ydyenne Mmexanu3moB 3amutel CYBJI MS Access

N3yuenne mratHbIx cpeacts 3ammTel CYB/] MSSQL Server

HpOMC)KYTO‘-IHaﬂ aTTCcCTalusA

o MJIK.02.01

Paznen 6. MOHUTOPHHT CUCTEM 3alIUThI

Tema 6.1. MoHUTOPUHT
CHCTEM 3alllUThI

Conepxxanue

ITousTe U 000CHOBAHUE HeO6XOI[I/IMOCTI/I HCIIOJIb30BAHHA MOHUTOPUHI'A KAK HeO6XOHHMOf/'I KOMITIOHCHTBI




CHCTEMBI 3alIMThHI HH(OpMALUU

OcoOenHocTH (PUKCALMK COOBITHIA, TOCTPOCHHBIX Ha PA3HBIX MPUHIIMIIAX: CETH C KOMMYTAIlUEH COCAMHCHHIT,
ceTh ¢ KoMMmyTanumei nakeros, TCP/IP, X.25

KJ'IaCCI/I(bI/IKaI_[I/IH OTCJIECKMBAEMBIX COOBITHI. OCOOEHHOCTH IMOCTPOCHUA CUCTEM MOHUTOPHHT'A

HcTounuku nHGOpMAIIUU I MOHUTOPUHTA: CETEBBIE MOHUTOPBI, CTATHCTUYECKUE XaPaKTEPUCTUKH
Tpaduka uepe3 M3, npoBepka pecypcoB OOILEro MoJIb30BaHHUS.

Knaccugukaius ceTeBbIX MOHUTOPOB

Cucrembl ynpasieHus COOBITUAME HH(pOpMaMOHHOH Oe3omacHocT (SIEM).
00630p SIEM-cucteM Ha MUPOBOM M POCCUMCKOM PBIHKE.

TemaTuka npakTUUECKUX 3aHATUN U J1a00paTOPHBIX paboT

N3yueHne u cpaBHUTEIbHBIN aHAIN3 PaclpOCTPAaHEHHbBIX CETEBBIX MOHUTOPOB Ha npumMepe RealSecure,
SNORT, NFR uam apyrux aHajoros

[IpoBenenue ayauta JIBC ceTeBbIM CKaHEPOM

Tewma 6.2. U3yuenue mep
3amuTHl HHQOPMALUH B
MH(POPMAIMOHHBIX
cucTeMax

Conepxanue

N3yuenue TpeGoBaHu 0 3a1inuTe UH(OPMAILMH, HE COCTABIIAIONICH rocy1apcTBEHHYIO TaiiHy. M3ydyenue
MeToandeckux JokyMeHToB @CTIK o npuMeHeHUI0 Mep 3alUThI.

Temaruka NpakTUYECKUX 3aHATHIA U 1a00paTOPHBIX padoT

Br16op Mep 3ammtel HHGOpMAIUK 71 KX peaau3anuu B THPOPMAIMOHHOH cucteMe. Bribop
COOTBETCTBYIOIIMX MPOTPAMMHBIX M IPOTrPAMMHO-ANNAPATHBIX CPEACTB U PEKOMEH 1AM 0 UX HACTPOMKE.

Tema 6.3. 3yuenue
COBPEMEHHBIX
MIPOrpaMMHO-aNMNapaTHbIX
KOMILIEKCOB.

Tematuka MMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

VYcraHoBKa M HACTpOHKa KOMILIEKCHOTO cpejicTBa Ha mpumepe SecretNetStudio (yueOHast TUIeH3US) I
JPYTHX aHAJIOTOB

VYcTaHoBKa M HaCTpOHKa MPOrPaMMHBIX CPEJICTB OLIEHKH 3aIIUIIEHHOCTH U ayAUTa HH()OPMALIMOHHON
0€e30MacHOCTH, U3yueHHe QYHKIMN U HacTpoiika pexuMoB paboThl Ha mpumepe MaxPatrol 8 nmu npyrux
AHAJIOTOB

M3yuenne TunoBbIX petteHuil g noctpoeaus VPN Ha npumepe VipNet wiiu Ipyrux aHajioro

W3yueHne COBpEMEHHBIX CHCTEM aHTUBUPYCHOH 3alIUTHI HA IPUMEPE KOPIIOPATUBHBIX PEIICHUI
KasperskyLab unu 1pyrux aHanoros

W3zyuenue dpyHkiponana u odaacreit mpumenenust DLP cucrem Ha mpumepe InfoWatchTrafficMonitor wim
JIPYTUX aHAJIOTOB

Kypcosast pabota

[IpumepHas TemaTHKa KypCOBBIX padboT

Onenka 3¢ GeKTUBHOCTH CYIIECTBYIOIINX MPOTPAMMHBIX U IPOTPaMMHO-AIMAPATHBIX CPEJICTB 3alTUTHI HHOPMAIIUU C IPUMEHEHHEM
CHEIUATU3UPOBAHHBIX HHCTPYMEHTOB M METOJIOB (MHAMBUyaJIbHOE 3a/1aHNE)

O0630p U aHaTU3 COBPEMEHHBIX TPOrPaMMHO-AMMAPATHBIX CPEJICTB 3alIUTHl HHGOPMAIIUU (MHIUBUAYATbHOE 3aJaHHE)

Br10op onTuManbHOTO CpeicTBa 3aMThl HHpOopMarmu ucxos u3 metoandeckux pekomeHaanuii ®CTIOK u uMeromuxcst HCXOTHBIX



https://www.infowatch.ru/products/traffic_monitor_enterprise

JTaHHBIX (MHAUBUAYATBHOE 331aHHE)

[IpuMeHeHne nmporpaMMHO-aNapaTHIX CPEJICTB 3aIUTHl HHOOPMAIIUU OT PA3IMYHBIX TUIIOB YTPO3 HA MPEANPUATHN (MHIUBUYAJTbHOES
3a71aHue)

[Ipobnema 3amuThl HHGOPMAIK B 00JaYHBIX XpaHuiumiax qanubix u [{O/]ax

3amuTa cpeji BUpTyallu3aluu

[IpumepHas TemMaTHKa caMOCTOSATEIbHOM padoThl pu u3ydeHnn MJIK.02.01

N3ydeHne HOBBIX TEXHOJIOTUN XpaHEHHs HH(pOpMAaIiH

CraTucTuka ¥ aHaJIu3 KPYMHbBIX yTeuek HH(OpMaliU 3a IO

[Tounck nHpOpPMAIHU O HOBBIX BHJIaX aTak Ha NHGOPMAITMOHHYIO CUCTEMY

0O0630p cOBpeMEHHBIX MPOTPaMMHBIX U MPOTrPAMMHO-ANNAPATHBIX CPEICTB 3AIIUTHI

CpaBHHTENIbHBIN aHATIN3 COBPEMEHHBIX MPOrPAMMHBIX U MPOTPAMMHO-ANTIAPATHBIX CPEJICTB 3aIIUTHI

IIpomesxyTounas arrecranus no MJI1K.02.01 2
[TpumMepHbIe BUIBI CAMOCTOSTENFHBIX paboT MpH U3ydeHUH pa3aena | Momyis

CucremaTnydeckas mpopadoTKa KOHCIIEKTOB 3aHATUH, y4eOHOM 1 CHEIMAIbHON TEXHHUUECKOH JIUTepaTypsl (110 BOIpocaM K naparpadam,
rJIaBaM Y4eOHBIX MTOCOOUI, COCTaBICHHBIM MPEOAaBATEIIEM)

[ToaroroBka K nmpakTUYECKUM pabOTaM C UCIIOIb30BAHUEM METOIMYECKUX PEKOMEH AU IpernoaaBarens, 0hOpMIICHHE MPAKTUIECKUX

paboT, OTYETOB K UX 3AIIUTE.

PaGota Hag KypcoBBIM MPOEKTOM (pabOTOM): MIIaHUPOBAHKE BHIMOJIHEHUS KYPCOBOTO IIpoeKTa (paboThl), OnipeielieHre 3a1a4 paboThl,
M3y4YeHHUE JTUTEPATYPHBIX HCTOYHUKOB, TIPOBEICHIE MPEINPOCKTHOTO HCCIICIOBAHUSI.

VY4eOHas mpakTHKa 1o paszzaeny 1 Mmoayms 50
Bune! pabor:

[TpuMeHeHMne TporpaMMHBIX U IPOTrpaMMHO-aNapaTHBIX CPeACTB o0ecreueH st HH(OpMAIMOHHON 0€30MacHOCTH B aBTOMAaTU3UPOBAHHBIX
crcTremMax

JIMarHocTHKa, yCTpaHeHUe 0TKa30B U o0ecreyeHrne paboTocnocoOHOCTH MPOrpaMMHO-alapaTHbIX CPEACTB 00eceueHHs

MH(OpMaLMOHHON 06€30MacHOCTH

Onenka 3¢ GeKTUBHOCTH MTPUMEHAEMBIX TPOrPaMMHO-AIAPATHBIX CPEJCTB obecreueHust MH(GOpMaIiMoHHON 06e30acHOCTH

CocraBieHre TOKyMEHTAIUU TI0 y4eTy, 00paboTKe, XpaHEHHUIO U repeaade KOHPpUISHINAIBHON nHpOopMaun

Hcnonb30BaHue NporpaMMHOro odecredeHus a1t 00paboTKH, XpaHeHUs U Nepejaun KOHPUISHIMAIbHOM nH(popMau

CocraBieHre MapuipyTa M COCTaBa MPOBEICHUS PA3IMIHBIX BUIOB KOHTPOJIBHBIX TIPOBEPOK MPH aTTECTAIIMHA 00BHEKTOB, IIOMEIICHHIA,
porpamMm, ajlrOPUTMOB.

YcrpaHeHne 3aMedaHuid o pe3yIbTaTaM IMPOBEPKH

AHanu3 1 coCTaBlieHNEe HOPMATUBHBIX METOINYECKHUX JIOKYMEHTOB M0 00eceueHnI0 HH(OPMAIIMOHHOM 0€301MacHOCTH MPOrPaMMHO-
anmapaTHBIMA CPEACTBAMH, C yYETOM HOPMATHBHBIX ITPABOBBIX AKTOB.

[TpuMeHeHHe MaTeMaTHYECKUX METOIOB JJIsl OLIEHKH KauecTBa U BhIOOpa HAWJIYUIIero MPOrpaMMHOTO CPeJICTBa

Paznen 2 monyns. [IpuMeneHne Kpunrorpapuueckux CpeCcTB 3aIUThl HH(POpMAIUU 242




MJIK.02.02. KpunTorpaduueckue cpeacTBa 3aluThl HHGHOPMAITIH

180

Bsenenue

Conepxanue

[Ipenmer u 3agauun kpunrorpaduu. Mcropus kpunrorpadun. OCHOBHBIE TEPMHUHBI

Paznen 1. Maremaruyeckie OCHOBBI 3alIMTHI HHGOpMALIUU

Tema 1.1. Matematuueckue | ConeprkaHue 24
OCHOBBI KpUITorpahuu DneMEeHTHI TEOPUHM MHOXKECTB. I 'pyInbl, KOJblia, MOJIs.
Hemumocts uncel. Ilpusnaku genumoctu. IIpocTsie 1 cocTaBHBIC YHCIIA.
OcHoBHast TeopeMa apudmernku. HanbGomnpimmii o0uuit genurens. Bzaumuo
npocTteie yncia. Anroput™ EBknuna mis Haxoxaenus HOJI.
OtHomenus cpaBHuMOocTH. CBOWCTBA CpaBHEHUU. Moy sipHasi apuMeTHKA.
Knaccsl. [lonnas u npuBeneHHast cucrema BeiueToB. Oynkius Oinepa. Teopema Depma-Oiinepa. AIroputm
OBICTPOIr0 BO3BE/ICHUS B CTEIIEHb 10 MOJIYJIIO.
CpaBueHnus niepBoii cteneHu. Jlnnelinsie 1noganToBsl ypaBHeHus. Pacimpennsiii anroputM EBkimna.
Kuraiickast TeopeMa 00 ocTaTkax.
IIpoBepka yucen Ha MPOCTOTY. AJITOPUTMBI F'eHEpallMK IPOCTHIX Yncesl. MeTo mpoOHBIX JeseHuil. Pemero
OparocpeHa.
PaznoxeHue yncina Ha MHOKUTENU. ATroputMbl Gaktopuszannu. Gakropuszanus Pepma. Metox [lomnapaa.
AnroputMmsl 1uckpeTtHoro jorapudmuponanus. Meton Iomnapaa. Meton Hloppa.
Apudmernueckue onepany Haja O0IbIIMMH YHCIAMHU.
DnunTUYecKue KpUBbIEe U MX MPUIIOKEHHUSI B KpUITOrpaduu.
Temaruka npakTHYECKUX 3aHITHH U J1a00paTOPHBIX paboT 6
[Tpumenenue anropur™a EBxinaa s HaxoxkaeHuss HO/I. Pemenue inHeHHbIX AM0(GaHTOBBIX YpaBHEHHUH
[IpoBepka uncesr Ha IPOCTOTY
PelreHue 3a1a4 ¢ 3JIeMEHTaAMU TEOPUU YHCEIL.
Paznen 2. Knaccuueckast kpunrorpadust
Tema 2.1. Metonpbr Conepxanue 8
KpUNTOTpapuuecKoro Knaccugukaius OCHOBHBIX METOJIOB KpUNTOrpaduueckoi 3aumtbl. MeToapl CHMMETPHYHOTO HIH(POBAHUS
3aIUThI MH(OpMAKK Iudpset 3amensl. [Ipocras 3amMeHa, MHOToal(paBUTHAs OJCTAHOBKA, MPONOPLHUOHAIBHBIN mubp
MeTtop1 nepecTaHoBKU. TabauuHas epecTaHOBKa, MaplIpyTHas IepecTaHOBKA
["ammupoBanue. 'aMmmupoBaHue ¢ KOHEUHOW U OECKOHEYHON raMMaMu
TemaTHka npakTHUECKUX 3aHATHH U JJaOOpaTOPHBIX padoT 6

[IpMeHeHne KJIacCUUeCKUX MIH(POB 3aMEHBI

[IpruMeHeHne Ki1acCHuecKHX MHU(POB nepecTaHOBKU




[IpuMeHeHHne MeTo1a TaMMHUPOBAHHUS

Tema 2.2. Kpunroananus

Coneprxanue

OCHOBHEBIE MCTO/JIbI KPUIITOAHATIMU3A. KpI/IHTOFpa(bI/ILIeCKI/IC aTaKH.

Kpunroraduueckas cToikocTb. AGCOIIOTHO cTolkue kpunTocucteMsl. [Ipuaimmnel Kupkxoddca

HepCHeKTI/IBHble HaIpaBJICHU KpUIITOAHAJIM3a, KBaHTOBBIﬁKpHHToaHaHHS.

TemaTuka MpakTUYECKUX 3aHITHIA U JTa00pAaTOPHBIX padoOT

10

KpI/IHToaHaJ'II/I3 Hm(bpa HpOCTOfI 3aMCHbI MCTOAOM aHaJIM3a 4aCTOTHOCTH CHMMBOJIOB

Kpunroananus kj1acCH4ecKux mMugpoB METOI0M HOJIHOro nepedopa Kiroueit

Kpunroananus mmdpa Buwxkunepa

[IpoMexkyToUyHas arTecTauus

o MJIK.02.02

N

Tema 2.3. IloTouHbIE
mdps1 ¥ TeHEPATOPHI
TICEBIOCTYYalHBIX YMCE

Copepxanue yueOHOro MaTepuana

OcHoBHbIE NPUHIHUIIBI TOTOYHOTO HH(poBanus. [Ipumenenue reneparopos I1CY B kpunrorpadguu

MeTopl osTydeHus eeBAocIydanHbix nocuenoarenbHoctei. JIKT, metoq @ubonauun, merox BBS.

Temaruka npakTUYECKUX 3aHITHIA U 1a00paTOPHBIX pabOT

[Ipumenenue metoaoB reraeparuu [ICH

Pa3nen 3. CoBpemenHas kpuntorpadus

Tema 3.1. KogupoBanue
uHpOpMaLnu.
Komnsrorepuzanms

I PpPOBaHUS.

Copep:xanue yueOHOro MaTepuana

Konupoanue nnpopmarmu. CumBosbHOe KogupoBanue. CMBICIIOBOE KOJIMpoBaHue. MexaHu3anus
mndposanus. [lpencrasnenne uadopmaiuu B iBondHoM koze. Tabauna ASCII

Komnbrotepusanus mmdposanus. AnmnapaTHoe U porpaMmHoe mudpoBanue CtaHnapTuianus
MIPOrpaMMHO-AMNIAPATHBIX KPUNITOTpapUUECKUX CUCTEM U CPEJICTB. V3yueHne coBpeMeHHBIX MPOTrpaMMHBIX
U annapaTHbIX KpunTorpaguueckux CpeacTB

TemaTuka NpakTHUECKUX 3aHATUHN U J1a0OPaTOPHBIX paboT

Koauposanue nadopmanmu

[IporpamMMHas peanuzanys KJIacCUYECKUX MHUPPOB

N3yuenue peanuzanuu KiacCHueckux Mu(poB 3ameHbl U nepectaHoBkHU B iporpamme CrypTool unun
aHasore.

Tema 3.2. CummeTpruuHbIE
CHCTeMbI MU(POBAHUS

Conepxkanue yq4eOHOro MaTepuania

O6mue ceenenus. CTpyKTypHasi cxeMa CHMMETPUYHBIX KPUNITOTpapUUeCKUX CUCTEM

OteuectBennbie anroputMbel Marma n Ky3neunk u crangaptel [OCT P 34.12-2015 u TOCT P 34.13-2015.
Cummerpuunsbie anroputMel DES, AES, 'OCT 28147-89, RC4

TemaTuka MpakTHYECKUX 3aHATUN U 1a00OpPaTOPHBIX paboT




W3ydenue nmporpaMMHOMN peann3aii COBPEMEHHBIX CHMMETPUYHBIX MHU(POB

Tema 3.3. AcummeTpuuHbIE
cuCTeMbl MU(POBAHUS

Coneprkanue y4eOHOro MaTepHaia

Kpunrocucremsl ¢ OTKpBITHIM Kto4oM. HeoOpatumocTs cucteM. CTpyKTypHas cxema g poBaHus ¢
OTKPBITBIM KJIFOYOM.

OEeMEHTHI TEOPHH YHCECII B KpI/IHTOFpa(bI/II/I C OTKPBITBIM KJIFOYOM.

Temartuka npakTUYECKUX 3aHIATHIA U 1a00paTOPHBIX paboOT

HpI/IMeHeHI/Ie Pa3IUYHBIX aCUMMETPHUYHBIX aJITOPUTMOB.

N3ydeHue nporpaMmMHON peain3aiuyu aCUMMETPUYHOTO anroputma RSA

Tema 3.4. Ayrentudukanus
JaHHBIX. DJIEKTPOHHAS
IMOAIINACH

Copep:xanue yueOHOro MaTepuana

Aytentuduxanus nanueix. Ooume nousatus. 1. MAC. OgHoHanpaBieHHbIE XeHI-PYHKIIHH. AJTOPUTMBI
1M (POBOM TOIITUCH

Temaruka npakTUYECKUX 3aHITHIA U 1a00paTOPHBIX pabOT

[Ipumenenue pa3nuuHbIX GYHKIUI XEMIMPOBAHUS, aHATH3 OCOOCHHOCTEH xeren

[Ipumenenne kpunTorpaguuecKkux aTak Ha Xem-(QyHKINH.

W3ydenue nmporpaMMHO-aIIapaTHBIX CPEJICTB, PEATH3YIOMUX OCHOBHBIE (pyHKIMH D11

Tema 3.5. Anroputmsl
oOMeHa KITroueH u
MIPOTOKOJIBI
ayTeHTH(UKaUn

Conepkanue y4eOHOro MaTepuaia

AJTOpUTMBI pacpeesIeHNs KIItoYeil ¢ MPUMEHEHUEM CUMMETPUYHBIX U aCHMMETPUUYHBIX cxeM [TpoTokoiibl
ayreHTH(uKanuu. B3anmuas ayreHtudukaius. OQHOCTOPOHHSIS Ay TEHTU(DHUKALHS

TemaTuka NpakTHUYECKUX 3aHATUHN U J1a0OPaTOPHBIX paboT

[Ipumenenue nporoxona Juddu-Xemnmana 1yig oOMeHa KirroyamMu IU(POBAHUS.

N3yyenue npuHIMIOB pabOTHI IPOTOKOJIOB AyTEHTU(PHUKALIUH C UCIIO0JIb30BAHUEM JOBEPEHHON CTOPOHBI Ha
npumMepe npotokoisa Kerberos.

Tema 3.6. Kpunrozamura
nH(OPMAIIUU B CETIX
nepenavyu JaHHbIX

Coneprxanne y4eOHOT0 MaTepurana

AobGonentckoe mmudpopanue. [lakeTHoe mudpoBanue. 3ammTa EHTPA TEHEPALIMH KITFOYEH.
Kpunromapmpyrtusarop. [laketHsrit puasTp

Kpunrorpaduueckas 3amura 6ecripoBOAHBIX COEAMHEHUH B ceTsax cTtanaapTa 802.11 ¢ ucnonb3oBanuem
nporokosioB WPA, WEP.

Tema 3.7. 3amura
nH(popmMaluu B
AJIEKTPOHHBIX IIATEKHBIX
cUCTEMax

Copepxanue yueOHOTO MaTepuana

[TpuHIUIBl GYHKIMOHUPOBAHUS SJIEKTPOHHBIX IJIATEKHBIX CUCTEM. DIIEKTPOHHBIE MJIACTUKOBBIE KapThI.
[lepconanbHbIN HIEHTU(UKALMOHHBIA HOMEP

HpI/IMCHCHHe KpI/IHTOI‘pa(I)I/I‘-ICCKI/IX IMPOTOKOJIOB IJIA obOecnieueHus 0€30IaCHOCTH 3J'IeKTp0HH0171 KOMMCpPIHHU.




TemaTHka npakTHUECKUX 3aHATHH U 1aOOpaTOPHBIX padoT

[Tpumenenne ayTeHTU(PUKALUY 110 OAHOPA30BBIM HapoiisiM. Peanusanus anropuTMoB CO34aHUsT OJHOPA30BbIX

rnapoJseun
Tema 3.8. KomnbrotepHas Copepxanne yaeOHOT0 MaTepuana 4
creranorpadus CxkpsiTas nepesada nHGOopMaIUKi B KOMIIBIOTEPHBIX cucTeMax. [IpobiiemMa ayTeHTHGUKAIUH
MYJbTUMEINIHON nH(popManuu. 3amuTa aBTOPCKUX MIPAB.
MeToabl KOMIIBIOTEPHOM cTeranorpadun. Llndpossie BosHbIE 3HAKH. ANTOpUTMBI BeTpanBanus 1[B3
Temarnka MpakTUYECKUX 3aHITHIA U JTa0OPAaTOPHBIX padOT 4
O030p u cpaBHUTENNBHBIN aHamu3 cymecTByomiero [10 s BcrpauBanwms 1[B3
Peanmzanus npocreimmx cTeraHOrpaduIecKux aJropuTMOB
[IpumepHas TemaTuka camocToATeIbHON padoTs! npu nzyuennn MJIK.02.02
Hcropus pa3Butus kpunrorpaduun
[TporpammMHas peanu3anus KJIaCCHIECKUX MHPPOB
OnTuMu3aius METOJI0B YaCTOTHOTO aHAJIM3a MOHOAI(aBUTHBIX MIH(POB.
IIporpammMHas peanu3anus KJIacCUH4eCKUX MHPPOB
MeTtoapl MexaHU3aUH U (POBAHUS
[Tudposoe npeacraBieHne pa3auuHbIX GopM uHGOpMaLUN
AHanu3 COBpEMEHHBIX CHMMETPHYHBIX KPUIITOAITOPUTMOB
AHann3 COBPEMEHHBIX aCUMMETPUYHBIX KPUIITOAJITOPUTMOB
[IporpaMMHas peanuzaiys COBPEMEHHBIXKPUIITOAITOPUTMOB
CpaBHUTENBHBINA aHANTU3 PYHKLIUH XEIHPOBAHUS
AyTteHntudukanus cooOIeHU
3aKOHOJIATENLCTBO B 00JIACTH KPUNTOTpapUUECKON 3alUThl HH(OpMAIUU
[lepcriekTHBHBIE HAPaBJIEHUS] KpunTorpaduu
[Tpomexyrounas arrectauus no MJ/1K.02.02 2
ITpumMepHbIe BUBI CAMOCTOSTENLHON paOOThI IPU U3YYEHUH pasjiena 2 MOy
Cucremarndeckasi mpopadOTKa KOHCIIEKTOB 3aHATUH, yUeOHOU U CTIEIIMAIbHON TEXHUYECKOU TUTepaTyphl (110 BOIpocaM K maparpadam,
rjlaBaM y4eOHbIX TOCOOUH, COCTaBICHHBIM MPEIOIaBaTEIEM)
[ToaroroBka Kk nmpakTUYecKUM paboTaM C HCTIOIb30BAaHUEM METOIMYECKUX PEKOMEHIalluii IpernoaaBarens, ohopmieHue 1abopaTopHo-
IPAKTUYECKHX pabOT, OTYETOB K MX 3allIUTE.
VYyebHas npakTuKa paszaena 2 MOIyJIs 22
Bunst pabort:
Hcnonb30BaHre TUMOBBIX KPUNITOTPaQUUECKUX CPEJCTB U METO/I0B 3alIUThl HH(GOPMAIIMK, B TOM YHCJIE U AIEKTPOHHON MOITUCH
[IpounsBoacTBeHHas npaktuka no 11IM.02 108




Buner pabot

— AHanM3 NPUHLUIIOB TOCTPOCHUSI CUCTEM UH(POPMALIMOHHOM 3alUThHI IPOU3BOACTBEHHBIX MT0OJIPA3/ICIECHUI.

— TexHu4YecKas KCILTyaTanys 3JIEMEHTOB IIPOTPaMMHOM U allllapaTHOW 3allUThl aBTOMAaTU3UPOBAHHON CUCTEMBI.

— Yyactue B JMarHOCTUPOBaHUHU, YCTPAHEHUH OTKA30B U 00ecreueHnH paboTOCIOCOOHOCTH TPOrpaMMHO-AIIapaTHBIX CPENICTB
obecniedenus HHHOPMAMOHHON OE30MMACHOCTH;

— AHanu3 3()(pEeKTUBHOCTU IPUMEHSEMBIX IPOIrPaMMHO-ANIAPATHBIX CPEICTB 0OecredeHnss HHPOPMAlMOHHONW 6€3011aCHOCTH B
CTPYKTYPHOM IOJpa3eIcHUN

— Yyactue B obecnieueHuM ydera, 00pabOTKH, XpaHEHUs U NepeJadn KOH(pUIeHInanbHON nHpopManuu

— IIpuMeHeHne HOpMaTHBHBIX PABOBBIX aKTOB, HOPMATUBHBIX METOJANYECKHUX JOKYMEHTOB M0 00ecreueHHI0 HH()OPMAIIIOHHON
0€301aCHOCTH IPOrpaMMHO-allIapaTHBIMKU CPEJICTBAMU IIPU BBINOJIHEHUH 33/1a4 MPAKTHKU.

Dk3aMeH 1o n1pohecCHOHATIbHOMY MOJYJIIO

Bcero:

656




3. YCJIOBUSA PEAJIMBAIIUU ITPOTPAMMBI IPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. lus peaqu3auuu nporpaMmmbl npogecCHOHAIBHOT0 MOIYJIS T0JIKHbI ObITH
NPeIyCMOTPEHBI CJIeIyIONIHe CTIeNHATbHbIE TIOMELIeHUsI:

Peanmzanust mporpamMmbl MpeanosaracT Hajludue y4eOHbIX KaOWHETOB — JICKIIMOHHBIC
ayoqUTOpUHM €  MYJIbTUMEAMHHBIM  oOopynoBaHueMm; Jsaboparopun  «IIporpamMmHBIX U
POTPaMMHO-aNapaTHBIX CPeACTB oOecrieueHust H(HOPMAITMOHHOH 0€30IacHOCTH.

O6opynoBanre ydeOHOro KaOMHETa W pabouymx MecT KaOWHeTa — JICKIMOHHAS
ayJUTOPHUS: TOCaA04YHbIX MecT - 30, pabodee MecTo MpernoaaBaTelis, MPOEKTOpP, MePCOHATBHBIN
KOMITBIOTEP, KOMILICKT IPE3CHTAIIHH.

Oo6opynoBanue sadoparopuu «I[IporpaMMHBIX ¥ HPOrpaMMHO-AINIAPATHBIX CPEICTB
oOecrieyeHns HHPOPMALMOHHOM 0€30MacCHOCTH» M pabouuX MECT J1abopaTopuu:

pabouune MecTa CTyJIECHTOB, 000PYI0BaHHBIE TIEPCOHATLHBIMU KOMITBIOTEPAMHU;

nabopaTropHbie Y4eOHbIC MAKETHI;

pabouee MecTo IpenoaBaTers;

y4eOHO-METOIMUECKOE 00CCIICYCHUE MOTYJIS;

WHTEPAKTHUBHAS JOCKA, KOMIUICKT MTPE3CHTAIHIA;

AHTHUBUPYCHBIC ITPOTrpaMMHBIC KOMILJICKCHI,

porpaMMHO-aInapaTHple cpejactBa 3amutel uHpopmanmu ot HCJ, OioxupoBku
JIOCTyNa ¥ HAPYIIEHUS UETOCTHOCTH;

MPOrpaMMHBIC M MPOrPaMMHO-AINapaTHbIE CPEICTBA OOHAPYKEHHUS aTak (BTOPXKEHUH),
TOMCKA ySI3BUMOCTEM;

Cpe/CTBa YHUUTOXKEHHUS OCTATOUYHOW HH(POPMALIMHU B 3aIIOMHHAIONINX YCTPOMCTBAX;

MPOrpaMMHBIE CPECTBA KPUNTOTPAPHUECKON 3aIUTHI HH(POPMAIIHH.

3.2. UudopmanuonHoe odecriedeHne 00y4eHust
3.2.1 OcHoBHBIE MEYATHLIE HCTOUYHUKH

1. Bapuues C.I'.,I'onuapoB B.B.,CepoB P.E. OcHoBsI coBpeMeHHO# kKpunitorpadun: yueo.
ITocobue. — M.: I'opsiuas nunus — Tenexom, 2017.- 175 c.

2. Jymkun A.B.,bapcykoB O.M.,Kpasmos E.B.,Cnasnos K.B. [Iporpammuo-anmapaTHbie
cpencTBa obecrneuenus nHbopMamoHHo# 6e3omacHocTu: yueb. [Tocodue. — M.: 'opsuas
muus — Tenexkom, 2016.- 248 c.

3. HosukoB B.K. Opranu3zanuonHoe 1 npaBoBoe odecrieueHre HHPOPMalOHHOM
6e3onacHoctu: B 2-x yactsx. Yacts 1. [IpaBoBoe obecneuenre nHpOpMamoHHOM
6e3onacHoctu: yueb. [Tocobue. — M.: MUDT, 2013. — 184 c.

4. Hosukos B.K. OpranuzannonHoe u npaBoBoe odecrneueHne HHPOpMaIMoHHOM
6e3onacHocTu: B 2-x yactax. Yacts 2. OpranuzanyoHHoe o0ecredeHne
nH(popMannoHHoOU 6e3omacHocTH: yueb.mocodbue. — M.: MUDT, 2013. - 172 c.

5. OpraHu3annoHHO-TIpaBOBOE o0OecreueHre HHPOPMALIMOHHOM 6€301MacHOCTH:
y4eb.mocobue s CTyI. yupexkaenuit cpen. mpod. oopazosanus/ E.b. benos, B.H.
IIp>xeropnmunckuil. — M.: U3natenbeckuil neHTp «Akanemusn», 2017. —336¢

6. MBanoB M.A., Uyrynkos 1.B. Kpunrorpadudeckne MeTobl 3aUThl HH(QOpMAIH B
KOMIIBIOTEPHBIX CUCTEMAX U ceTsAX. YueOHoe nmocobue - Mocksa: MUDU, 2012.- 400 c.
PexomennoBano YMO «SlnepHble pu3nka U TEXHOJIOTUW» B Ka4ecTBE yueOHOro nmocoous
JUISL CTYIGHTOB BBICIINX YYEOHBIX 3aBEICHHI.

7. Andépos A.Il., 3y6os A.1O., Ky3pmun A.C., Yepémymkun A.B. OcHoBbI kpurnrorpapuu
(yueOnoe mocobue). - M.: I'enuoc APB, 2005. — rpud MunucrepcrBa oopazoBanus PO
IO TpYIIIe crenuaibHocTel B 001acTi HHGOPMAIIMOHHOM 0€30MacHOCTH

8. Menbuukos B.I1., Kneitmenos C.A., [lerpakoB A.M.: Mudopmarnrionnast 6e30macHOCTb U
3amuTa wHGopMaru M.: Axanemus, - 336 ¢. — 2012


http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D0%B8%D1%87%D0%B5%D0%B2%20%D0%A1.%D0%93.
http://techbook.ru/book_list.php?str_author=%D0%93%D0%BE%D0%BD%D1%87%D0%B0%D1%80%D0%BE%D0%B2%20%D0%92.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%B5%D1%80%D0%BE%D0%B2%20%D0%A0.%D0%95.
http://techbook.ru/book_list.php?str_author=%D0%94%D1%83%D1%88%D0%BA%D0%B8%D0%BD%20%D0%90.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D1%81%D1%83%D0%BA%D0%BE%D0%B2%20%D0%9E.%D0%9C.
http://techbook.ru/book_list.php?str_author=%D0%9A%D1%80%D0%B0%D0%B2%D1%86%D0%BE%D0%B2%20%D0%95.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%BB%D0%B0%D0%B2%D0%BD%D0%BE%D0%B2%20%D0%9A.%D0%92.
http://www.iqlib.ru/search/author.visp?name=%D0%98%D0%B2%D0%B0%D0%BD%D0%BE%D0%B2%20%D0%9C.%D0%90.
http://www.iqlib.ru/search/author.visp?name=%D0%A7%D1%83%D0%B3%D1%83%D0%BD%D0%BA%D0%BE%D0%B2%20%D0%98.%D0%92.
http://www.iqlib.ru/publishers/publisher/2E8D62D948D8454A81119C1E552F17DE

9. Hlanerun B.®. 3amurta nadopmalmyu B KOMIBIOTEPHBIX cUcTeMax u ceTsax M3a-so: JIMK
Ipecc, - 2012

10. Katopun 10.®., PazymoBckuii A.B., CnuBak A.W. 3amura nHbOpMaK TEXHUYECKUMHU
cpenctBamu: YueoHoe nocoowue / [Tox penakuumeii FO.®. Katopuna — CI16: HUY UTMO,
2012. - 416 c.

3.2.2. JlonoJTHUTEJIbHbIE eYaTHbIe HCTOYHUKH:

1.  TloropenoB b.A., CaukoB B.H. (pen.). CnoBapp kpuntorpad@uyecKkux TEpPMUHOB. - M.:
MIIHMO, 2006. CnoBappr kpunrtorpadpuueckux tepmuHoB. I[log pen. b.A. Iloropenoa u
B.H. Caukosa. — M.: MIITHMO, 2006 r

2.  ®enepanpHblii 3akoH oT 27 wutona 2006 1. Ne 149-03 «O06 wunbopmaiuu,
UH(POPMALMOHHBIX TEXHOJIOTUAX U O 3aLIUTE HHPOPMALIUN.

3. ®enepanbubiii 3akoH OT 27 utods 2006 r. Ne 152-03 «O nepcoHaNbHBIX TaHHBIX.

4.  @epepanbHbiii 3akoH oT 27 npekadbps 2002 r. Ne 184-®3 «O TexHUYECKOM
PEryJIUpOBaHUNY.

5.  @enepanbhbiil 3akoH oT 4 mast 2011 r. Ne 99-®3 «O nuueH3UpOBAaHUM OTAEIBHBIX
BUJIOB JIEATEIBHOCTUY.

6. ®enepanbubiii 3akoH oT 30 mexabpss 2001 r. Ne 195-®3 «Kogeke Poccuiickoit
®Denepanun 00 aAIMUHUCTPATHBHBIX IPABOHAPYIIICHUSIX).

7. Vka3 [Ipesunenra Poccuiickoit @enepanun ot 16 aBrycra 2004 r. Ne 1085 «Bomnpocsl
®enepalibHOH CITy>KOBI [10 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO).

8. Vka3 Ilpesunenta Poccmiickoit ®deneparuu or 6 Mmapra 1997 r. Ne 188 «O6
YTBEP)KJICHUH NIEPEYHS CBEACHNH KOH(DUICHIIMAIBHOTO XapaKTepay.

9.  Vka3 IIpesunenta Poccuiickoit @enepanuu ot 17 mapra 2008 1. Ne 351 «O Mepax no
oOecnieueHno MHpopManMoHHOW Oe3omnacHocTH Poccuiickoit denepaunuu Npu UCHOIb30BAaHUU
UH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX ~ CeTell  MEXJIyHapOJHOro  HMH(OPMAIMOHHOTO
oOMeHay.

10. TlomoxxeHune o cepTUUKALIMU CPEACTB 3alIUTHl HH(QOpPMAIUH. YTBEPXKIAECHO
nocranoBieHueM IIpaBurenscTBa Poccuiickoit @enepannu ot 26 urons 1995 r. Ne 608.

11. CoctaB M cojepkaHu€ OPraHMU3ALMOHHBIX M TEXHHYECKUX Mep IO O00ECleYeHUIo
0€30MacHOCTH NEepPCOHATBHBIX HaHHBIX MpU UX 00paboTke B HH(OPMALMOHHBIX CHCTEMax
NEepCOHANBHBIX AaHHBIX. YTBepxkaeHb! npukazoM @CTIK Poccun ot 18 deBpans 2013 r. Ne 21.

12. Mepbl 3ammThl WHPOPMALMK B TOCYJAPCTBEHHBIX HH()OPMAIIMOHHBIX CHCTEMaXx.
VYrepxnensl ®CTIK Poccun 11 pepans 2014 r.

13. AnmuauctpatuBHbli  permamenT < @CTOK  Poccum 1o mpenocTaBiIeHHUIO
TFOCYJapCTBEHHOW YCIYyTH IO JMIECH3UPOBAHUIO JCSITEIBHOCTH II0 TEXHUYECKOM 3alluTe
KoH(uAeHIManbHOU nHpopMaruu. YTBepxkaeH npukazom @CTOK Poccun ot 12 uronst 2012 r.
Ne 83.

14. ApvmunucrpatuBabli  persiaMveHT < ®OCTOK  Poccum 1nmo  mpemocTaBieHHIO
rOCYJJapCTBEHHON YCIYTH IO JMIEH3UPOBAHUIO JESITEIbHOCTH MO pa3pabOTKe U MPOU3BOJCTBY
CPENCTB 3aIUThl KOHQUIEHITHATEHON nHpopManuu. YTBepxkaeH npukazom @CTIOK Poccuu ot
12 nrons 2012 r. Ne 84.

15. CreuunanbHble TpeOoBaHMSI M PEKOMEHJAIMM MO  TEXHUYECKOH  3aluTe
koHpunenmaabHoi nHdopmaruu (CTP-K). YTBepxaensl npukasoMm I'ocrexxomuccun Poccun
ot 30 aBrycra 2002 r. Ne 282.

16. TpeGoBanus o 3ammure MHGOpPMALUU, HE COCTABISAIOLIEH TOCYAapCTBEHHYIO TaiHY,
coJiepKalleiicss B TOCYJapCTBEHHBIX HH(POPMAIMOHHBIX CHUCTEMaX. YTBEP)KIEHBI IMPHUKA30M
OCTIK Poccum ot 11 dpespanst 2013 r. Ne 17.

17. TpeboBanus o 3ammTe UHPOPMAILINH, COAEpKAIIEHCS B HHOOPMALIMOHHBIX CHCTEMaX
oOmero mosb3oBaHus. YTBepkaeHol npukazamu @OCBb Poccum u  OCTIK  Poccum
ot 31 aBrycra 2010 r. Ne 416/489.



18. TpeboBanus Kk cucTeMaM OOHApPYKEHUs BTOpKeHUH. YTBepxkaeHbI nprukazom OCTOK
Poccum ot 6 nexabps 2011 1. Ne 638.

19. PyxoBoasumii fokyMeHT. I'eonHpopManmoHHble CUCTEMbI. 3amuTa HHGOpPMaLUU OT
HECaHKIIMOHUPOBAHHOTO JocTymna. TpeboBanus no 3amurte uHGopmanun. YTeepxaeH PCTIK
Poccun, 2008.

20. PykoBomsfmmii JOKyMEHT. 3amMTa OT HECAaHKIMOHHMPOBAHHOTO JOCTyHa K
unpopmanuu. Yacte 2. I[IporpammHoe obOecrnieueHue 0a30BBIX CHCTEM BBOJIa-BbIBOJIA
NEPCOHANBHBIX 3JIEKTPOHHO-BBIYHUCIUTENBHBIX MalMH. Kiaccudukamnus mo ypoBHIO KOHTPOJIS
OTCYTCTBHS HEJEKJIapupoBaHHBIX Bo3MokHOcTeH. YTBepkiaeH PCTOK Poccum 10 oxTadps
2007 1.

21. Tlpuxaz ®AIICU npu Ilpesunente Poccuiickori denepannu ot 13 mrons 2001 r.
Ne 152 «OO06 yTBepKIEHMHM HMHCTPYKIMH OO0 OpraHM3alud W obOecredyeHuH Oe30MacHOCTH
XpaHeHus, o0pabOTKM U TIepelayd [0 KaHajaM CBS3M C HCIOJIb30BAaHUEM CPENICTB
KpUnrorpaguyeckon 3amyTbl UHPOPMALUU C OTPAaHUYEHHBIM JOCTYIIOM, HE CoJeprKaiieit
CBEJICHHI, COCTABIISIOLINX FOCYAAPCTBEHHYIO TaAlHY».

22. Tlpuxa3z ®Cb Poccun ot 9 deBpans 2005 r. Ne 66 «O0 yrBepxkaenun Ilonoxenus o
pa3paboTke, MIPOU3BO/ICTBE, peanuzanuu u AKCILTyaTalun U ppOBaTbHBIX
(kpunTorpadM4ecKrX) CPeACTB 3alIUTHI HH(OPMAIIHN.

23. TOCT P HCO/MBK 13335-1-2006 HudopmarmoHHas TEXHOJOTHsA. MeTombl |
cpenctBa obecriedeHus Oe3omacHocTr. Yacte 1. KoHmemmuss W Momenu MeEHEIKMEHTa
0e30MmacHOCTH UH(POPMALIMOHHBIX U TEJICKOMMYHUKAIIMOHHBIX TEXHOJIOTUI

24, TOCT P UCO/MDK TO 13335-3-2007 UndopmanuonHass TeXHOJIOTHUS. MeTOabl U
cpenctBa obecreyeHus Oe3omacHocTH. Yacth 3. Meroabl MeHEIKMEHTa Oe30MacHOCTH
UH(POPMALMOHHBIX TEXHOJIOTUN

25. TOCT P UCO/MDBK TO 13335-4-2007 NudopManmoHHass TEXHOJIOTHSA. MeETOoIbl U
cpeactBa obecniedenus 6e3onacHocT. Yacts 4. BbiOop 3ammTHBIX Mep

26. TOCT P UCO/MDBK TO 13335-5-2006 NudopmanroHHass TeXHOJIOTHSA. MeETOIbl U
cpenctBa obecrieueHus Oe3omacHocTd. Yacth 5. PykoBOJCTBO 1O MEHEMKMEHTY 0€30MacHOCTH
ceTu

27. TOCT P UCO/M3K 17799-2005 UndopmanmonHas texHoyorus. IIpakTmueckue
npaBuia yrnpaBieHuss HHQOPMaIMOHHON 6€30acHOCTbIO

28. TOCT P HCO/MDBK 15408-1-2008 HMudpopmannoHHas TEXHOIOTHA. MeTOoIsl H
cpeacTtBa obecniedyeHus: Oe3omacHocTH. Kpurtepuu oneHkn 6e30mMacHOCTH MH(POPMALMOHHBIX
texHosoruii. Yactes 1. Beenenune u o0mass MoAeIb

29. TOCT P HUCO/MBK 15408-2-2008 WudopmanmonHas TeXHONOTHS. MeToasl U
cpenctBa obecrnieueHus: Oe3zoracHocTu. Kputepun oineHkun Oe30macHOCTH WHOOPMAIMOHHBIX
texHosoruil. Yacts 2. @yHKIMOHATIbHBIE TpeOOBaHUS O€30aCHOCTH

30. TOCT P HMCO/M3BK 15408-3-2008 HWubopmanmoHHass TEeXHOJOTHs. MeTomsl M
cpeacTtBa obecniedyeHus: Oe3omacHocTH. Kpurtepuu oneHkn 6e30mMacHOCTH MH(POPMALMOHHBIX
texHosioruil. Yacte 3. TpeboBanus 1oBepus K 0€30MaCHOCTH

31. TOCT P 34.10-2001. "Uudopmannonnas texnonorusi. Kpunrorpaduyeckas 3amura
uHpopmanuu. [Iporeccsl popMupoBaHus U MPOBEPKHU IEKTPOHHOM 1udpoBoii nmoamnucu"

32. TOCT P 34-11-94. "NudopmaunonHas TtexHoiorus. Kpunrorpaduueckas 3zammura
uHpopmanuu. OyHkuus xaumpoBanHus"

33. T'OCT P 50922-2006 3ammta uHpopmaruu. OCHOBHbIE TEPMHHBI U OIpEEICHUS.
Pocrexperynmuposanue, 2006.

34. TOCT P 52069.0-2013 3amura undopmaruu. Cucrema cranaaptoB. OCHOBHbIE
nonoxxkenus. Poccrangapr, 2013.

35. TOCT P 51583-2014 3amura uH(pOpMaInu. [Topsimok CO3daHUs
ABTOMATH3UPOBAHHBIX CHCTEM B 3aIMIICHHOM UcronHeHun. O0mme nonoxenus. Poccranmapr,
2014.



36. TOCT P 51624-2000 3ammra wHbOpManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3anuieHHoM uenonHenuu. Oomme tpedoBanus. ['occrangapt Poccun, 2000.

37. TOCT P 51275-2006 3amurta wHbopmarnuu. O0bekT mHopMaTu3ammuu. DaKkToOpPHI,
BO3/eHcTBYOIME HAa HH(popMaruio. O6mue nonoxenusi. Pocrexperynuposanue, 2006.

38. TOCT P 52447-2005 3ammra wundopmaruu. TexHuKa 3amuThl HH)OpPMAIUU.
Howmenknarypa nokazareneit kauectsa. Poctexperynuposanue, 2005.

39. TOCT P 50543-93 Konctpykuuu 0a3oBblie Hecymue. CpeacTBa BBIYMCIUTEIBHON
TeXHUKUA. TpeOoBaHMs 1O oOeCHeYeHHIO 3amUThl HMHGOPMAIMM M 3JIEKTPOMArHUTHOU
COBMECTUMOCTH METOJIOM 3KpaHupoBanus. ['occrangapt Poccuu, 1993.

40. TOCT P 56103-2014 3ammra uHpOpManuu. ABTOMATH3HMPOBAHHBIE CHCTEMBI B
3alIMIIEHHOM ucnoigHeHuu. OpraHuzanus U coaepkaHue paboT 1o 3almre  OT
NPEJHAMEPEHHBIX  CHJIOBBIX  JJIGKTPOMAarHUTHBIX  BO3AeWcTBUi.  OOIMEe  MOJOXKEHHUS.
Poccranpapr, 2014.

41. TOCT P 56115-2014 3ammra uHpOpManuu. ABTOMATH3HMPOBAHHBIE CHCTEMBI B
3alIMIIEHHOM  ucnojHeHuu.  CpexacTBa  3allUThl  OT  IPEJHAMEPEHHBIX  CHUJIOBBIX
AJIEKTPOMAarHUTHBIX Bo3aelcTBui. O01mue Tpedosanus. Poccranapr, 2014.

42. TOCT P HMCO/MDBK 15408-1-2012 HudopmanmonHas TexHoJorus. Meroasl H
cpencTBa obecrieueHuss Oe3zomacHOCTH. Kputepuu oreHKd 0e30macHOCTH HH(DOPMAIMOHHBIX
texnosioruii. Yacts 1. BBegenue u obmas moaens. Poccrangapr, 2012.

43. TOCT P HNCO/M3BK 15408-2-2013 HWubopmanmoHHas TeXHOJOTHs. MeTomsl u
cpeacTtBa obecnedyeHus: Oe3omacHocTH. Kpurtepuum oueHkn 06e30macHOCTH MH(POPMALMOHHBIX
texHosoruii. Yactp 2. DyHKIMOHANBHBIE TpeOoBaHUs Oe3omacHOCTH (TIPsIMOE MPUMEHEHUE
ISO/IEC 15408-2:2008). Poccranmapt, 2013.

44, MetoauKka oONpeAeseHUs] aKTyalbHbIX Yrpo3 0€30MaCHOCTH NEPCOHAIBHBIX JIaHHBIX
npu ux o0paboTke B HMHGOPMALMOHHBIX CHUCTEMax IIE€pCOHAIbHBIX JaHHBIX. YTBEpXkKAeHa
OCTIK Poccuu 14 despans 2008 T.

45. COOpHHMK BpPEMEHHBIX METOJUK OLEHKH 3alUIIEHHOCTH KOH()UICHIHNATIbHOMI
uH(pOpMallMl OT yTEUKH MO TEXHUYECKHM KaHanaMm. YTBepxkiaeHI octexxomuccueir Poccum,
2002.

46. TOCT P 50922-2006 3amura mHpOopMarmu. OCHOBHBIE TEPMHHBI U OIPEIEICHUSI.
PocrexperynupoBanue, 2006.

47. TOCT P 51275-2006 3amurta nndopmanuu. O0bekT uHpopMmaTh3anuu. PakTopsl,
BO37€eHcTBYONIME HAa MH(popmMaruto. O6mue nonoxenus. Pocrexperynuposanue, 2006.

48. COOpHHK BpEMEHHBIX METOJHMK OICHKM 3allWIIEHHOCTH KOHQHUICHIIMATHLHON
UHpOpPMALlUK OT YTEUKHM [0 TEXHHYECKUM KaHamaM. YTBepxkJeHl ocrexkomuccuenr Poccun,
2002.

49. TpeOoBanusg o 3ammre MHGOPMAIMM, HE COCTABISIONIEH TOCYJapCTBEHHYIO TaiiHy,
coJiepKalleiicss B TOCYJapCTBEHHBIX HH(POPMAIMOHHBIX CHUCTEMaX. YTBEp)KIEHBbI IMPHUKA30M
OCTIK Poccum ot 11 dpespanst 2013 r. Ne 17.

50. Mepsl 3ammuTel WHGOPMAMKA B TOCYNAPCTBEHHBIX HH(POPMAIMOHHBIX CHUCTEMaX.
VYrepxnensl ®CTIK Poccun 11 depans 2014 r.

51. Meroauyeckue  pEeKOMEHIANMM IO  TEXHUYECKOW  3amuTe  WHGOpMAaIuH,
cocTaBIsirole kommepueckyto Taiiny. YTBepxkaeHsl @CTOK Poccun 25 nexadps 2006 r.

52. B) mporpamMmMHOe OOecIeUYeHHe: CIEIHATN3UPOBAaHHOE MPOTpaMMHOE OOecTieueHHe
JUI TIPOBEPKHU 3alIMIIEHHOCTH IMOMEUIEHUH OT YTeUukKH HMH(OpMAIMM IO aKyCTUYECKOMY H
BUOPOAKyCTHUECKOMY KaHajlaM, CIHEHUAIbHBIX MCCIEA0BAaHUN CPEICTB BBIYMCIUTEIBHON
TEXHUKH;

53. 1) ©0a3pl [maHHBIX, WH(POPMAIMOHHO-CIIPABOYHBIE W  TIOMCKOBBIE  CHUCTEMBI:
www.fstec.ru; www.gost.ru/wps/portal/tk362.

3.2.3. [lepuoauyeckue U31aHUusA:



o

Chip/Yum: XXypHan 0 KOMIBIOTEPHON TEXHUKE Il MPO(ECCHOHATIOB M OMBITHBIX
MMOJIb30BaTENICH;

3ammra napopmanmu. Mucaiin: MHGopMaimOHHO-METOIUYECKHH Ky pHAIT
WNudopmannonnas 6€30macHOCTh peTHOHOB: HayuHo-TTpakTHYEeCKHid Ky pHAT

Bompocer  kubepOeszonacHocTr.  HayuHblii, mnepuoawdeckuii, HWHGOPMAIIMOHHO-
METOAMYECKHI KypHal1 ¢ 0a30BOM crenuanu3anueil B o0sacTu MH()OPMAIMOHHON
6e3onacHoctu.. URL: http://cyberrus.com/

bezonacHocTh MH(POPMAIIMOHHBIX TeXHOJOTHH. llepuoauueckuii  peneH3upyemblit
Hay4HbIi xypHan HUAY MU®U. URL: http://bit.mephi.ru/

3.2.4. DJIeKTPOHHbIE HCTOYHUKHU:

1.

2.

©CoN O~

DdenepanbHas ciyk0a Mo TEXHUYECKOMY M 3KcHopTHOMY KoHTpoo (DCTOK Poccun)
www.fstec.ru

WudpopmanoHHO-CTIpaBOYHAsE CHUCTEMa IO JIOKyMEHTaM B OOJIACTH TEXHHYECKOU
3amuThl HHpopmaruu WWw.fstec.ru

OO0pa3oBarenbHbIE TOPTAIBI MO0 PA3JIUYHBIM HAMpaBJICHUSIM OOpa30BaHUS U TEMaTHKE
http://depobr.gov35.ru/

CnpaBouHo-mipaBoBas cucrtema «KoncynpranT [Imroc» www.consultant.ru
CrnpaBouHno-npaBoBas cucteMa «I'apant» » wWww.garant.ru

denepanbublii nopran «Poccuiickoe oopazoBanne Www.edu.ru

®denepanbHblil mpaBoBoii mopran «kOpuanueckas Poccus» http://www.law.edu.ru/
Poccwuiickuii Onomerpuyeckuit mopran WWw.biometrics.ru

Oenepanbubiii  moptan  «MHPOPMAIIMOHHO- KOMMYHUKAIIMOHHBIE TEXHOJOTHU B
obpazoBanum» htpp\\:www.ict.edu.ru

10. Caiitr Hayunoii snekTpoHHo#t 6ubnmmorexku Www.elibrary.ru
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http://www.ict.edu.ru/
http://www.elibrary.ru/

4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUAA
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

Kox n HanmMeHOBaHuE
po(heCCHOHATBHBIX U OOIINX
KOMIICTCHITUH,
dbopMupyeMbIe B paMKax
MOTYJIS

Kputepuu oneHku

MeTtonarb! onieHKH

IIK 2.1. Ocy1iiecTBasiTh
YCTaHOBKY U HAaCTPOUKY
OTJICTBHBIX MPOTPAMMHBIX,
IIPOrpaMMHO-aIapPaTHBIX
CPEJICTB 3alUThHI
uHpopmanuu.

JleMOHCTpUpOBaTh YMEHUS U
IIPAKTUYECKHUE HABBIKU B
YCTaHOBKE U HaCTPOMKeE
OTJIEIbHBIX IPOrPAMMHBIX,
IIPOrpaMMHO-aINapaTHbIX
CPECTB 3alUThl HH(OPMALUU

TECTUPOBAHUE,

9K3aMeH KBaIU(PHUKAIIMOHHBIH,
JKCIEePTHOE HAOIIIOICHHE
BBITMOJIHEHHSI TAOOPATOPHBIX
pabor,

JKCIIePTHOE HaOII0IeHHE
BBITTOJIHEHHSI TPAKTHYECKUX
pabor,

OLIEHKA PeIICHUS
CUTYallMOHHBIX 3a/1a4,
OLIEHKa Ipoliecca U
pe3yNbTaTOB BBIITOJIHEHUS
BUJIOB pabOT Ha MPAKTUKE

IIK 2.2. OGecneunBath
3anmTy uH(pOpMaum B
ABTOMATHU3UPOBAHHBIX
CHUCTEMaXx OT/ICIbHBIMHU
IPOrPaMMHBIMH,
IPOrPaMMHO-AIAPATHEIMU
CpeICTBaMHU.

JleMOHCTpHpOBATh 3HAHUS U
YMEHHS B 00CCIICUCHUH 3AIIUTHI
uHpopmaluu B
ABTOMATH3UPOBAHHBIX CUCTEMAaX
OTJENILHBIMU TIPOTPAMMHBIMH,
IPOTPaMMHO-AIIIAPATHEIMU
CpeIcTBaMuU

TECTUPOBaHUE,

9K3aMeH KBaIH()UKAIMOHHBIMH,
IKCIEPTHOE HAOIIOICHUE
BBITTOJIHEHHSI Ta00paTOPHBIX
pabor,

JKCIEPTHOE HAOIIIOICHHE
BBITTOJIHEHHSI TPAKTUYECKUX
pabor,

OLIEHKA peIIeHUs
CUTYaIlMOHHBIX 33]1ad,
OlIeHKa Tpoliecca u
Pe3yIbTaTOB BBHITOTHEHHUS
BUJIOB Pa0OT HA MPAKTUKE

1K 2.3. Ocy1iecTBasiTh
TECTUpOBaHUE (PYyHKIUI
OTJENbHBIX MPOTPAMMHBIX U
pOrpaMMHO-aInapaTHBIX
CpPEICTB 3aIUTHI
UHpOpMaLINH.

Brinonnenue nepeuns padoT 1o
TECTUPOBAHUIO (PYHKLUH
OTACJIbHBIX MPOIrPpaMMHBIX U
IpOrpaMMHO-aInapaTHBIX
CPEJICTB 3alIUThl HHPOPMAIIH

TECTUPOBAHUE,

9K3aMeH KBaIU(UKALMOHHBIMH,
JKCTEPTHOE HAOIIIOICHHE
BBINOJIHEHHS Ta00PAaTOPHBIX
pabor,

JKCIIEPTHOE HAOII0IeHHE
BBITIOJTHEHUST TIPAKTHYECKUX
paoor,

OIIEHKA PeIICHUS
CUTYaIlMOHHBIX 33J1ad,
OIIEHKa TIporiecca u
pe3yJIbTaTOB BBHIOTHEHHUS
BHJIOB pa0OT Ha MPAKTUKE




I1K 2.4. OcyiiecTBasiTh
00paboTKy, XpaHEHHUE U
nepeaayy HHPOpPMaLuu
OTPaHUYEHHOTO JOCTYyIIA.

HpOﬂBHHTL 3HaHHUA, HABBIKH U
yMEHHUS B 00pabOTKe, XpaHCHUH U
nepeaaye uHHopMaIu
OTPaHUYECHHOTO JIOCTYTIA

TECTUPOBAHUE,
9K3aMeH KBaIH()UKAIMOHHBIH,
JKCIEePTHOE HAOIIIOICHHE
BBITTOJIHEHHSI Ta00paTOPHBIX
pabor,

IKCHEPTHOE HAOIIOICHUE
BBITTOJIHEHUS IPAKTHYECKUX
pabor,

OLIEHKA PeIICHUS
CUTYaIlMOHHBIX 33]1ad,

OLIEHKa Tpolecca u
Pe3yJIbTaTOB BBHITOJHEHHUS
BUJIOB Pa0OT Ha MPAKTUKE

[IK 2.5. YauuroxaThb
MH(}OPMALIMIO U HOCUTENH
nHpopMmanuu ¢
HCIIOJIb30BaHUEM
IPOTPaMMHBIX U
MIpOrpaMMHO-aNmnapaTHbIX
CPEJICTB.

JlemMoHcTpanus anropurma
poBeieHus paboT 1Mo
YHUYTOXXEHUIO UH(DOPMALIUU U
HOCHUTEJIeH HHPOPMALINH C
MCIOJIb30BaHUEM MPOTPAMMHBIX U
IPOTPaMMHO-aIapaTHBIX
CpEeICTB

TECTUPOBaHUE,
9K3aMeH KBaIH()UKAIMOHHBIMH,
IKCIEPTHOE HAOIIOICHUE
BBITTOJIHEHHSI Ta00paTOPHBIX
pabor,

JKCIEePTHOE HAOIIIOICHHE
BBITTOJIHEHHSI TPAKTHYECKIX
pabor,

OLICHKA PEIICHUS
CUTYaIlMOHHBIX 33]1ad,

OLICHKa TIpoliecca u
Pe3yJIbTaTOB BBHIIOTHEHHUS
BUJIOB Pa0OT HA MPAKTUKE

[1K 2.6. OcyiiecTBasTh
pPETUCTpaIfI0 OCHOBHBIX
coOBITHH B
aBTOMAaTH3UPOBAHHBIX
(MHpOPMAIMOHHBIX)
cucreMax, B TOM YHCIIE C
HCIIOJIb30BaHUEM
IPOTPaMMHBIX U
IPOTPaMMHO-aIMapaTHBIX
CpeAcTB OOHapy KEHUs,
IPEIYTPEHKACHUS U
JUKBUAALUY TTOCIEICTBUI
KOMITHIOTEPHBIX aTaK.

[TposBIATH 3HAHWS U YMEHUS B
3alIUTe aBTOMATU3UPOBAHHBIX
(MHQOPMAIIOHHBIX) CUCTEM C
UCIOJIb30BAaHUEM NTPOTPAMMHBIX U
IIPOrpaMMHO-aIapaTHbIX
CpeAcTB OOHApYKEHUs,
TPEIYTIPENKACHUS 1 JTMKBHUIAITAH
MOCJEICTBUI KOMIBIOTEPHBIX
aTak

TECTUPOBAHUE,
9K3aMeH KBaIU(UKALMOHHBIMH,
JKCTEPTHOE HAOIIIOICHHE
BBINOJIHEHHS Ta00PAaTOPHBIX
pabor,

JKCIIePTHOE HAOI0IeHHE
BBITTOJTHEHUS TIPAKTHYECKUX
pador,

OLIEHKA PeIICHUS
CUTYallMOHHBIX 33]1ad,

OIIEHKa Tporecca u
pE3yJIbTAaTOB BHITOJIHEHUS
BHJIOB pa0OT Ha MPAKTHUKE

OK 01. Beibupats crioco0sl
peleHns 3a1a4
npodecCuoHaNBHOM
NeSITeTbHOCTH,
NPUMEHUTEIBHO K
Pa3INIHBIM KOHTEKCTAM.

000CHOBaHHOCTb MTOCTAaHOBKH
11eJIH, BEIOOpA U IPUMEHEHUS
METO/I0B M CITIOCOOOB peIIeHUs
poQ)eCCHOHANIBHBIX 3a71a4;

- aJICKBaTHAas OLIEHKAa U CaMOOLIEHKa
3¢ (PEeKTUBHOCTH U KayecTBa
BBINOJIHEHUS TPO(ECCHOHATIBHBIX
3aja4

OITI 02.0Ocyu1iecTBasiTh

- UCIIOJIb30BAHHUC PA3ZJIMYHBIX

WNHTtepnperanus pe3ynbTaToB
HaOoeHUH 3a
JEATEIbHOCTBIO
o0yyaroIerocs B rporecce




ITOMCK, aHAJIU3 U
WHTEPIIPETALHIO
uH(pOopMaIiK, HEOOXOAUMOI
JUUISL BBITTOJTHEHHS 3a/1a4
npodecCHOoHATBLHOM
JIEATETHHOCTH.

HCTOYHHMKOB, BKJIOYas
JIIEKTPOHHBIE PECYPCHI,
Meauapecypcesl, arepuer-
pecypchl, IEPUOANYECKUE U3TAHUS
Mo CICHUAJIBHOCTH JIs1 pCUHICHUA
npo¢eCCHOHATIBHBIX 33]1a4

OK 03. IlnanupoBats u
peann3oBBIBaTh COOCTBEHHOE
npodeccuoHaIbHOE U
JMYHOCTHOE Pa3BUTHE.

- ACMOHCTpalrsd OTBCTCTBCHHOCTHU
3a IPUHSATHIC PEIICHUS

- 000CHOBaHHOCTh CaMOAHAJIN3a U
KOPPEKIIHsI pe3yJIbTaToB
coOCTBEHHOU paboTHI;

OK 04. PaboTaTb B
KOJIJICKTUBE M KOMaH/IE,

3 pexTruBHO
B3aHMOJCHCTBOBATH C
KOJIJIETaMH, PYKOBOZCTBOM,
KJIMEHTaAMH.

- B3aUMO/ICICTBHE C
00yyJaroumMucs,
IpenojaBaTe/i MU U MacTepaMu B
xoJie 00yueHusl, C pyKOBOJUTEIAMU
y4eOHOM U TPOU3BOJICTBEHHON
NPaKTUK;

- 000CHOBaHHOCTH aHan3a PabOTHI
4JICHOB KOMAaH/1bl (IIOTYMHEHHBIX )

OK 05. OcyuiecTBisATh
YCTHYIO U TUCBMEHHYIO
KOMMYHHKAIIIO Ha
rOCYJJapCTBEHHOM SI3BIKE C
y4eTOM 0COOeHHOCTEeH
COIMAIBHOTO U KYJIbTYPHOTO
KOHTEKCTA.

-TPaMOTHOCTb YCTHOM U
IIACbMEHHOU peyH,

- AICHOCTb (POPMYITUPOBAHUS U
HU3JI0KCHUS MBICTICH

OK 06. IlposBasaTh
Tpa)KIaHCKO-
MATPUOTHIECKYIO TTO3UITHUIO,
JIEMOHCTPHPOBATh
OCO3HAHHOE MOBECHHE Ha
OCHOBE TPaIUIIUOHHBIX
00IIIeYEIIOBEYSCKUX
LICHHOCTEHA.

- COOJTI0/ICHUE HOPM TOBEJICHUS BO
BpeMs yueOHBIX 3aHATHH U
MPOXOXKACHUS y4eOHOM 1
IPOM3BOJICTBEHHOM MTPAKTUK,

OK 07. CopeiicTBOBaTh
COXPaHEHHIO OKPYKAFOIIEH
CpeJibl, peCypcocOepeKeHHIO,
a¢(heKkTUBHO AECTBOBATH B
Ype3BBIYAHHBIX CUTYAIUSX.

- 9(ppeKTUBHOCTH BBITOJTHEHUS
npasui Th Bo Bpemst yueOHbIX
3aHATUH, TIPU IPOXOKIACHUN
y4eOHOM U TPOU3BOJCTBEHHON
MPaKTUK;

- 3HaHUE U UCIIOJIb30BaHUE
pecypcocOeperarmmux TeEXHOIOTUHA
B 0071aCTH TEIEKOMMYHUKALIUN

OK 08. Hcnonp3oBaTh
cpencTBa GU3MUECKOM
KyJbTYPBI JUII COXPAHCHUS U
YKpETIEHUS 3J0POBBS B
nporiecce
npodeccCuoHaNBHOM
JESITCIIBHOCTH |
noiJIepKaHue
HEO00XO0JMMOT0 YPOBHS
buznueckoit

- 9(ppeKTUBHOCTH BBITOTHEHUS
npasui Th Bo Bpemst yueOHbIX
3aHATUH, IPUA IPOXOKIACHUN
y4eOHOM U TPOU3BOJICTBEHHON
MPaKTHK;

OCBOEHUsI 00pa30oBaTEebHOM
POTrPaMMBbl

DKcnepTHOE HAOII0IEHUE U
OLICHKa Ha J1a00paToOpHO -
MPAKTUYECKUX 3aHATHUSX, TPU
BBITIOJTHEHUH PadOoT 110
y4eOHOH U TTPOU3BOJACTBEHHOM
MIPaKTUKaM

DK3aMeH KBaJTH(PUKAIIMOHHBIN




HOATOTOBJICHHOCTH.

OK 09. Hcnonbp3oBaTh
UH(POPMALMOHHbIE
TEXHOJIOTUH B
npodecCHOHATBLHOM
NEeSITETTHHOCTH.

- 3(ppeKTUBHOCTH MCTIOIB30BAHUS
UH(POPMALMOHHO-
KOMMYHUKAIIHOHHBIX TEXHOJIOTHII B
po(ecCHOHATTLHOM IS TEIIbHOCTH
CorJIacHO ()OPMHUPYEMBIM YMECHHUSIM
U TIOJIy4aeMOMY MPAKTHYECKOMY
OIIBITY;

OK 10. ITonb3oBaThCst
npodeccuoHanbHOM
JIOKYMEHTalUEN Ha
roCyJJapCTBEHHOM U

HHOCTPAaHHOM A3bIKaXx.

- 3(peKTUBHOCTH UCTIONIL30BAHUS B
PO eCCHOHATBHON JEATEHHOCTH
HEOOXO0IMMOM TEXHUYSCKOMI
JIOKYMEHTAIlUH, B TOM YHCJIE Ha
AHTJIUICKOM SI3BIKE.




