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1. O0mue moJioKeHus

KontponbsHo-onienounsie cpeacta (KOC) npeanazHayeHsl sl KOHTPOJIS U
OCBaMBAIOIIUX
UH(OpPMaMOHHON

OLIEHKH

nporpaMmy  y4yeOHOM

O6pa?>OBaTeJIBHBIX

0€e30MacHOCTH.

KOC BKII0OYalOT KOHTPOJBHBIE MaTEpHaNbl I IPOBEIACHUS TEKYILIEro

JTOCTIOKEHUU
JTACITATUIAHBI

oOyyarommxcsl,

OIl.0O1  OcHOBBI

KOHTPOJISl U IPOMEKYTOYHOM arTecTauuu B (popme 3K3amMeHa:

HaunmeHoBaHue pe3yabraTa 00y4eHust

PesynbraTel 00yueHus (OCBOCHHBIC YMEHUS, YCBOCHHBIE 3HAHNS)

KogII;I K, YMenus 3HaHUS
OK 03, KJIaccu(puIpoBaTh CYHUIHOCTb M TOHATHE HWH(POPMALMOHHOM
OK 06, | 3amumniaemyro 0€30MMaCHOCTH, XapAKTEPUCTUKY €€ COCTABIISIONINX
OK 09, | unpopmanuio Mo BHIAM MECTO HMH(POPMALMOHHOM OE€30MacHOCTH B
TalHbI u CTEMEHSM | CHCTeME HAallMOHAJILHON 0€30MacHOCTH CTPaHBbI;
CEKPETHOCTH; " BHJIBI, HCTOUHHKH U HOCHTEIH 3alIHIAeMOil
" xnaccHpUUMPOBATh | MHYOPMALMH;
OCHOBHEIC YTPO3bI " MCTOYHHKHM yrpo3 0e30macHOCTH
6e301acHOCTH MH(POPMALIMU U MEPHI 110 UX NPEIOTBPAILECHUIO;
UHpOpMaLny; " (akropsl, BO3/ICHCTBYIOLINE Ha
UHpOPMALINIO npu ee o0paboTke B
aBTOMATU3UPOBaHHBIX (uH(OpPMAITMOHHBIX )
CUCTEMaX;
" KH3HCHHbBIE IIUKJTBI uH(popManuu

OTPaHUYEHHOTO JIOCTYMa B MPOIECCE €€ CO3/aHus,
00paboTKH, epeaayn;
COBPEMEHHBIE CpeacTBAa M CHOCOOBI
obecnieueHnss ”HPOPMAIIMOHHOHN 0€30TIaCHOCTH;
" OCHOBHBIE METOIMKM aHaIM3a Yrpo3 H
PUCKOB MH(POPMAIIMOHHOM 0€30MacHOCTH;




2. CTpyKTypa KOHTPOJIbHBIX 32IaHUH
2.1.3agaHus TeKylero KOHTPOJIst

Tema 1.1 OcHOBHBIC IOHATHSA H 3212491 HH(POPMALIMOHHOH 0€30NIACHOCTH
3aoanue 013 ycmuozo onpoca no memam
1. TonsiTus nHGOpMaIK 1 THGOPMAITMOHHON 0€30MaCHOCTH.
2. Uadopmanusi, cooOrieHus, WHOOPMANMOHHBIE TIPOIECCHl KaK OOBEKTHI
MH(POPMALIMOHHOH 0€30MacHOCTH.
3. O0630p 3aIHUIIIAEMBIX OOBEKTOB U CUCTEM.
. [lonarue «yrpo3za uapopmarum.
. [lonsarue «puck nHGOpPMAITMOHHOM 0€30IMaCHOCTHY.
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5
6. Ilpumeps! npectymieHuii B chepe naHGopMauu 1 HHPOPMALMOHHBIX TEXHOJIOTHHA.
7

. CymHocTh (GyHKIMOHUPOBAHUS CUCTEMBI 3aIUTHI HHPOPMALIUH.

8. 3ammMTa dYenoBeKa OT OMACHOM MHPOPMALMU W OT HEMH(YOPMUPOBAHHOCTH
obsacty nHpOpPMAITMOHHOM 0€30MMaCHOCTH

Tema 1.2 HopmaTHBHO NPaBoBOE peryJMpoBaHue 321U ThI HHGOpManun

3adanue 014 yCMHO20 ONPOCA O MeMAM

1. Opranu3anuoHHas CTPYKTypa CUCTEMBI 3aIIUThl HHGOpManuy. 2. 3aKOHOAaTeIbHbIC
aKThl B 00JIaCTH 3aIUTH HH(OPMAITUH.

3. Poccuiickue u MeXTyHApOIHBIE CTAaHAAPTHI, ONPEACIISIONINE TPEOOBAHUS K 3aIITUTE
uH(pOpMaLUH.

4. Cucrema ceprudukanuu PO B o6mact 3amuThl HHQOPMAIIUH.

5. OcHOBHBIE TpaBUJIa U JOKYMEHTHI CUCTEMBI cepTrduKanuu PO B 0051acTH 3a1IUTHI
uHhopmaruu

Tema 1.3 Knaccudukanus 6e3onacHocTn

3aoanue 0na ycmnozo onpoca no memam

1. LlenocTHOCTD, TOCTYITHOCTh U KOH(PHUICHINATBHOCTD HHPOPMALINH.

2. Knaccudukanus nHGOpMALUH 110 BUIaM TalHBI U CTENEHIM KOH(PHUICHIIMATbHOCTH.

3. IoHsATHSA rocynapcTBEHHON TalHbI M KOH(DUIECHINATBHON HH(OPMAIIHH.

4. )Xu3zHeHHBIC TUKIIBI KOH(GUICHIINATEHON HH(OPMAIUHU B IIPOIIECCE €€ CO3/TaHMs,
00paboTKu, epeaayu.

5. Lenu u 3aauu 3auThl HHPOPMAIIHH.

6. OCHOBHBIE TIOHATHS B 00J1aCTH 3aIIUTHI MHPOPMALIUU

7. DnemeHTsI niporiecca MmeHepkMenTa Ub.

8. Mopenb uaTerpanuu HHHOPMAITMOHHONW 0€30MaCHOCTH B OCHOBHYIO JCSITEIHHOCTD
OpraHM3alHHu.

9. IloHsTHE MOMUTHUKH OE30IaCHOCTH

Tema 2.1 Yrpo3sl 6e30acHOCTH 3a1MUTHI HHPOPMALMHA U OCHOBBI 3AIHMTHI

uHpopmanuu
3aoanue ona ycmnozo onpoca no memam
1. TlonsaTtue yrpo3sl 0e3o0nacHOCTH HH(GOPMAIUH.

2. Cucremnas kiaccuukanus yrpo3 0€30MmacHOCTH HH(OpMaIuu.
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3. Kanasbl 1 METO/IbI HECAHKIIMOHUPOBAHHOTO JI0CTYIAa K HH(OPMALINH.

4. VYsa3BumocTd. MeTOoIbl OLICHKH ySI3BUMOCTH MH(OPMAIIUH.

Tema 2.2 MeTomosiorudecKue noaxobl K 3amure HnHGpopManuu

3aoanue 011 yCMHO20 ORNPOCA NO MeMaAM

1. AHanu3 CyniecTBYIOIINX METOAMK ONpeeNieHus: TpeOOBaHUi K 3aIuTe HHPOpMaIUH.

2. INapameTpsl 3anumaeMoi HHGOpPMaIUK U OLIeHKa (PaKTOPOB, BIMAIOIIMX Ha TpeOyeMbIi
YPOBEHB 3alTUTHl HHPOPMAIHH.

3. Buasl Mep 1 OCHOBHBIC TTPUHITUIIBI 3aITUTHI HHPOpMAITUH

Kpurepum ouenku
«OTIHYHO» CTABUTCS, ECIIH:

- JaH TOJIHBIM, pPa3BEpHYTHIH OTBET Ha IIOCTABJICHHBIA BOINPOC, TOKa3aHa COBOKYIHOCTb
OCO3HAHHBIX 3HAHUN O MaTepHaax, TEXHOJIOTHIX U3YUYCHNUS;

- I0Ka3aTeJIbHO PACKPBITHl OCHOBHBIE MTOHATHS, TEPMHUHBI U JIP.;

- B OTBETE OTCIEKHUBAETCS 4YeTKas CTPYKTypa, BBICTPOCHHAass B  JIOTUYECKOM
MOCIIE0BATEIbHOCTH;

- OTBET U3JI0KEH IPAMOTHBIM SI3BIKOM;

- Ha BO3HHKIIIKE BOIPOCHI 1aBaJIUCh YETKUE, KOHKPETHbBIE OTBETHI, IOKA3bIBasi YMEHUE BbIIEISATh
CYyIIIECTBEHHBIC U HECYIIECTBEHHBIE MOMEHTHI MaTepHuaJa.

«Xopo1o» CTaBUTCS, €CITU:

- J1aH TIOJHBIN, pa3BEepHYTHIM OTBET HA MOCTABIEHHBIA BOIPOC, MOKA3aHO YMEHHE BBIIEIATH
CYILIECTBEHHBIC U HECYIIIECTBEHHbIE MOMEHThI MaTepHaa;

- OTBET YETKO CTPYKTYpHUPOBAH, BBICTPOEH B JIOTUYECKOM IOCIIENOBATENIbHOCTH; - H3JI0KEH
TPaMOTHBIM SI3BIKOM;

- OIHAaKO ObUTM JOMYIIEHbl HETOYHOCTH B OMNpEACNCHUU TMOHSATHI, TEPMUHOB U Jp.
«Y10BJIETBOPUTEJIBHO» CTABUTCS, €CIIU:

- J1aH HETIOJIHBIM OTBET Ha MOCTaBJIEHHBIA BOIPOC, JIOTHKA U MOCIEI0BATEILHOCTh M3I0XKEHUS
UMEIOT HEKOTOPBIE HapYILIEHUS;

- JIOMYIIEHbl HECYIIECTBEHHbIE OLIMOKM B H3JO0XKEHHH TEOPETUYECKOro Marepuana u
ynoTpeOIeHH TEPMUHOB;

- 3HaHMsI TOKa3aHbl CJIab0, peyb HErpaMoOTHaSI.

«HeynoB/1eTBOPUTEIBHO» CTABUTCS, ECIIU:

- J1aH HETIOJIHBIN OTBET Ha MOCTaBIEHHBIA BOIPOC, JOTHKA U MOCIEI0BATEIBHOCTh U3II0KEHUS
UMEIOT CYIIECTBEHHbIE HAPYILICHUS;

- JIOMYUIEHBI CYIIECTBEHHBIE OMMOKM B TEOPETUYECKOM Marepuane (MOHSTHUSX, TePMUHAX); -
3HAHMS OTCYTCTBYIOT, p€Ub HETpaMOTHasl.

2.2.3agaHus py0esKHOr0 KOHTPOJISA
Kontponbnas padota Ne 1 «Teopernueckre 0CHOBBI HH()OPMAITMOHHOW 0€301MacHOCTHY.
Llenb: mMpoBepUTH TEOPETHUECKHE 3HAHMUS U TMPAKTUUYECKHE HABBIKM MO TEeMaM JAUCIMILTUHBI
OI1.01 «OcHoBBI HHGOPMAITMOHHOM O€301TaCHOCTH Y.
3aganmne. OTBETUTH HA NMOCTABJIECHHBIE BOMPOCHI
BapuanTt 1
l. [TonsiTre «yrpo3a uHGOPMALTUN.
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2. Knaccudukarus nadopmaiy no BUaM TaiHbI U CTETIEHSAM KOH(UICHIIMAIBHOCTH.
3. [ToHsATHS TOCYIapCTBEHHON TalfHbI ¥ KOH(PUIEHIIMATbHON HH(OPMALIHH.

4. Kananbl 1 METObI HECAHKITMOHUPOBAHHOTO JIOCTYIA K HH(POPMALIUH.

Bapuanr 2

l. [TonsiTue «prcka nHGOPMALIMOHHONW O€30IaCHOCTH.

2 Cucremnas kinaccudukaius yrpo3 6€30nacHOCTH HHGOPMAIIHH.

3. [TonsiTre MONMUTUKKU OE30MACHOCTH.

4 Vsa3BuMocTu. MeTo/1bl OLIEHKH YS3BUMOCTH MH(POPMALUU

Kputepun onenxkn

OTMeTKOH «OTJIMYHO» OLEHUBAIOTCS OTBETHI, KOTOPBIE IMOKA3bIBAIOT IPOYHBIE 3HAHMS
OCHOBHBIX NOHATHHM M 3a7a4 H3y4yaeMOW AWUCLUIUIMHBI, OTJIMYAIOTCA TIYOMHOM M MOIHOTOM
pPacKpbITHSL  BOIPOCOB; BJIAJACHUE TEPMUHOJIOTMYECKMM  aIlapaToM; YyMEHUE JaBaTh
OIpEeNIeNIeHUs, ONMUCHIBATh IOCJIEOBATEIILHOCTh TEXHOJOTUH MaTepuaoB, UX OCOOEHHOCTH,
JIeNaTh BBIBOJABI U 0000IIEHNS, 1aBaTh apTyMEHTUPOBAHHbIE OTBETHI, IPUBOUTH IPUMEPBI.

OTMeTKOH «XOpOLIO» OIEHUBAIOTCA OTBETHl, OOHAPYXHUBAIOIIUME TPOYHBIE 3HAHUSA
OCHOBHBIX HNOHATHHM M 3a7a4 H3ydyaeMOW JWUCHUIUIMHBI, OTJIMYAIOTCSA TIIYOMHOM M MOJIHOTOM
pPacKpbITHsL  BOIPOCOB; BJIAJACHUE TEPMUHOJIOTMYECKMM  amlmapaTroM; YyMEHHUE JaBaTh
OIpEIEICHUs,  ONKCHIBATH  IIOCJIEL0BATEIbHOCTD TEXHOJIOT U MaTepuasos, ux
OCOOEHHOCTH, JeJlaTh BBIBOJABI M 0000IIEHUS, TPUBOIUTH NpuMepbl. OIHAKO JOMYyCKaroTCs
JIBE-TPU HETOYHOCTH B OTBETAX.

OTMeTKOH «YAOBJIETBOPHUTEJBHO» OLICHUBAIOTCS OTBETHI, CBUJCTEIBCTBYIOLUIUE B
OCHOBHOM O 3HAHMM MaTEpHAIOB, UX CBOWCTB, TEXHOJOTMH, HO  OTIMYAKOIIMECS
HE/IOCTaTOYHON TJyOMHON | MOJIHOTOM pACKPBITUS TEMBI; 3HAHHEM OCHOBHBIX BOIPOCOB
TeopuH; ci1abo  cHOPMUPOBAHHBIMM HABBIKAMHM aHAIU3a TEM H3y4yaeMOH JAMCLUIUIMHBL,
HEJOCTAaTOYHBIM YMEHHMEM JaBaTb AapryMEHTHUPOBAaHHBIE OTBETHl MU IIPUBOAWUTHL IPUMEPBL.
JlomyckaeTcsi HECKOJIbKO OIIMOOK B COAEp)KaHUU OTBETA.

OTMeTKOl «Hey/10BJ1eTBOPUTEIbHO» OLIEHUBAIOTCS OTBEThI, 0OHAPYKUBAIOLIME HE3HAHHE
MaTepHajioB, WX CBOWCTB, TEXHOJOTMH H3ydyaeMOM MpeIMEeTHON 007acTH, OTIMYaroIIuecs
HEIrITyOOKHM  pacKpbITHEM TEMBI; HE3HaHUEM OCHOBHBIX BOIIPOCOB TEOpUH,
HeC()OPMHUPOBAHHBIMU HAaBbIKAMM aHAJIM3a TE€M  HW3y4yaeMOM  JUCLUIUIMHBL,  HEyMEHHUEM
JaBaTh apryMEHTUpOBaHHble OTBeThl. JlomyckaroTcs cepbe3Hble OMIMOKH B COJEp)KaHUU
OTBETOB.

2.3.3ananus 11 MPOMEKYTOUYHOM aTTeCTAMH

JK3aMeH MPOBOJIUTCS MO Y4eOHOM AMCIUIUIMHE B yCTHOH (opMe mo Bompocam, B
KOTOPBIX OTpakeHa MPOBEPKa OCBOEHUS 00YUAIOMUMHUCST YMEHHUIN W 3HAHUH.

Kpurepum ouenku:
O1ieHKa OCBOEHUS OCYIIECTBIIAETCS MO PE3YIbTaTaM OTBETA SK3AMEHYEMOTO.

Ouemca «OTJIMYHO» — BBICTABJIACTCA IIPU IIOJJHOM CaMOCTOATCIIBHOM OTBETEC Ha
MPEIOKCHHBIE BOTIPOCHI: TEOPETUUYECKHH MaTepHal PACKPBIT MOJTHOCTHIO, OOyJaroniuiics
BJIaACCT 3HAHUAMU U YMCHI/ISIMI/I, MOXKET O6T)$ICHI/ITI) nux HpI/IMCHeHI/Ie Ha HpaKTI/IKe.

Ouemca «X0pouI0» — BBICTABJIACTCA IPU MMOJTHOM OTBCTC HA MNPCIAJIOKCHHBIC BOIIPOCHI:
TEOPETUYECKHI MaTepuan PaCKPBHIT MOJTHOCTHIO, OOYYAIOMIHMIICS BIAalEeT 3HAHUSIMH TEOPHH,
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MOXET OOBSACHUTh MX MPUMEHEHHE Ha IMpaKTHKe, HO B OTBETE €CTh HETOYHOCTH, JOMYIIECHA
HapyIIEHNE JIOTUKHU BOIPOCA.
OueHka «y/JA0BJETBOPUTEIBLHO» — OOYYalOUIMIiCA BJIaJeeT 3HAHUSAMH U YMEHUSIMH,
MOXET OOBSICHUTh UX NPUMEHEHUE Ha MPAKTHKE, HO B OTBETE €CTh HETOYHOCTHU, HE IOCTATOYHO
PACKPBITHI OTBETHI HAa TOCTABJIEHHBIE BOIPOCHI, OTBET HE CAMOCTOSITEIbHBIHN, JOMYIIEHbI OTMOKH
npu popMyIHPOBAHUHM OCHOBHBIX MO3UILIUN TEOPUU U PUMEHEHHS UX Ha MPAKTUKE.
OueHka «HeyI10BJIeTBOPUTEIbHO» — 00YJaIOUINIiCSd HEJJOCTATOUYHO BIIAJCeT 3HAHUSIMU
U yMEHUSIMH, JOIycKaeT TIpyOble OIIMOKM M HETOYHOCTH BO BpeMs OTBETa, OTBET Ha
IIOCTaBJIEHHBIE BOIIPOCHI HE JIaH.
Bomnpocsl k 3k3ameny no yueOHoi aucuuiinie « OcHoBbI HH(pOpMALMOHHOMI
0e3omacHOCTH»
1. [aiiTe XapaKTepUCTUKY COCTABIISAIOMINX "UHPOPMALMOHHON O€30MaCHOCTH" IPUMEHUTEIHEHO
K BBIYUCIIUTEIILHBIM CETSM.
2. llepeuncnuTe OCHOBHBIE MEXaHU3MbI O€30MTACHOCTH.
3. Kakue mexanu3mbl 6€30MaCHOCTH UCTIONB3YIOTCS sl oOecreueHus] KOH(PpUICHINATbHOCTH
Tpaduka?
4. Kaxue MexaHHU3MbI 0€30MIaCHOCTH MCIIONB3YIOTCA Uil 00ecreyeHns: "He0TKa3yeMocTH"
CUCTEMBI?
5. Urto noHMMaeTCs O] /IMUHUCTPUPOBAHUEM CPEACTB 0€301acHOCTH?
6. Kakwue Buapl H30BITOYHOCTH MOTYT HCIIONIB30BAThCS B BEIYUCIUTEIBHBIX CETIX?
7. Kak 0OHapyXUTh 3arpy304HbIi BUPYC?
8. XapakTepHble 4YepThl MAKPOBHpYCA.
9. SlBnsercs nu HaJM4YUe CKPBITHIX JTUCTOB B Excel mpu3HakoM 3apaxeHnss MaKpoBUPycOM?
10. Iepeuncaure HanbOoee pacpoCTpaHEHHBIE YTH 3apaykeHHsI KOMIIBIOTEPOB BUPYCaMH.
11. OcobeHHOCTH 3apa’keHUsI KOMIIBIOTEPOB JIOKAJIBHBIX CETEH.
12. Kak orpannuuTh 3apakeHue MaKpOBUPYCOM IpH paboTe ¢ OPUCHBIMU TPUITOKECHUSIMU?
13. Kak oOHapyXHUTh pe3UICHTHBINA BUPYC?
14. Kak mpoBepuTh CUCTEMY Ha HaJIMYUE MaKpoBupyca?
15. TlepeuncnuTe OCHOBHBIE ATAIIbl AITOPUTMA OOHAPYKEHUS BUpYCa.
16. Kakue 0coOOEHHOCTH 3apakeHHs] BUPYCAMH MPU UCTIOIb30BAaHUH JIEKTPOHHOM MOYTHI?
17. Ilepeurcnute OCHOBHBIE IIPABUJIA 3aLIUTHI OT KOMIIBIOTEPHBIX BUPYCOB, IIOJYy4aE€MBbIX HE U3
BBIUHCIUTENbHBIX CETEH.
18. Kak orpannuuTh 3apakeHre MaKpOBHPYCOM IpU paboTe ¢ OPUCHBIMU TPUITOKEHUSIMU?
19. Kak paccmaTpuBaeTcst ceTh B KOHIIENIMU MPOTOKoaa [P?
20. Ilpeobpasyiite IP-agpec "11110011 10100101 00001110 11000001" B necaruunyro Gopmy.
21. U3 kakux yacreit coctout IP-agpec?
22. Ins yero npenna3znaded DNS-cepsep?
23. IlepeunciuTe Kaacchl yAQICHHBIX YIPO3.
24. Kak xknaccupuiupyroTes yaajaeHHbIe yTpo3bl "o XapakTepy Bo3aencTBus'"?
25. OxapakTepu3ynTe yiaJeHHbIE YIPO3bl MO 1eJIU BO3ACHCTBUA" .
26. [laiiTe onpeneneHre MapipyTu3aTopa.
27. Yto Takoe MojcCeTh U CerMeHT ceTu? Uem OHU OTInyarTcs?
28. Uto takoe IP-agpec?
29. Ckoubko ki1accoB ceteit onpeaenset [P mpoTokon?
30. K kakomy kiaccy OTHOCHUTCS clieayroniuii aapec: 199.226.33.168?



31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.

53.
54.

55.

56.

57.

58.

59.

Kaxoii u3 aTux agpecoB He MOXET cymiectBoBath: 109.256.33.18 i 111.223.44.17
[TosicHuTe MOHATHE IOMEHA.

B gem 3akimoyaercst nepapXUueCcKuil MPUHIIUAI CUCTEMBI IOMEHHBIX UMEH?

Kak knaccuduuupyroTcs yaajaeHHble yrpo3bl "o pacloiIokKeHNI0 CyObeKTa 1 00beKTa
yrpo3st"?

Mo3keT 11 acCuBHAas yrpo3a NPUBECTH K HAPYILIECHHIO LIEJIOCTHOCTH HHpOopMauu?

UYro Takoe MoAceTh U CErMEHT ceTu? YeM OHM OTIINYaroTCs?

[lepeuncnuTe OCHOBHBIE MPUYMHBI YCIEITHOW PeaTH3aliy yIaJIeHHBIX YTPo3
UH(POPMALIMOHHOM 0€30MaCHOCTH B BHIYUCIUTEIBHBIX CETSX.

[Touemy BupTyanbHOE coeiMHEHHE HE 0OeceunBaeT TpeOyeMOoro ypoBHs 3alllUThI
BBIYUCIUTENBHBIX CeTei?

Kakast u3 mpuyiH NpUBOAMT K yCIEXy YAaJICHHOH yrpo3bl "aHanu3 cereBoro tpaduxa'?

B yem 3akimoyaroTcs npenMyIiecTBa CEeTH ¢ BBIACICHHBIMH KaHaIaMu?

Kakwue anroput™msl ynaneHHoro noucka Bam usBecTHbI?

Kakoit u3 anroputmoB noucka 6osee 6e30macHbIi?

Uro sBIISI€TCS CIEACTBHEM HETOCTaTOYHON ayTeHTU(UKANU CYOBEKTOB U 00BEKTOB
BBIYUCIUTENBHBIX CeTei?

K yemy npuBoIUT HEAOCTATOUHOCTH MH(POPMALIUN 00 00BEKTaX BBIYUCIUTEIHHOM ceTH?
[IpuBenure npumep.

MoskeT a1 OBITh HapyIIeHa IeI0OCTHOCTh HH(OPMAINH ITPU OTCYTCTBUH B PacpeleIeHHBIX
BBIYUCIUTENBHBIX CETSIX BO3MOXXHOCTH KOHTPOJIS 32 MapiIpyToM cooOrienuii? [louemy?
Kak noBbICUTH 3alIUIIEHHOCT BHIYUCIUTENBHBIX CETEH MPH YCTaHOBIEHUH BUPTYaIbHOTO
COoeUHEHUS?

Kak MO>XHO 3aIllIUTUTH CETh OT pean3alluy aTaku ""0TKa3 B 00CITy)KUBaHUU'"?

Kak M0O’XHO KOHTPOJIUPOBATH MaPIIPYT COOOIICHUS B CETH?

Knaccudukarus yrpo3 nHpopMaIoHHOH 0€30I1aCHOCTH aBTOMATH3HPOBAHHBIX CHCTEM 10
0a30BBIM IPU3HAKAM.

VYrpo3a HapyuieHus KoHpuaeHIHaTIbHOCTH. OCOOEHHOCTH U IPUMEPHI Pean3alluy yTPO3bl.
Yrpo3a HapymeHHs HeJI0CTHOCTH JaHHBIX. OCOOEHHOCTH M TPUMEPHI peaTu3alliy YTPO3bI.
Yrpo3a otkasza ciryk0 (yrpo3a otkasza B gocTyre). OCOOCHHOCTH U IMIPUMEPHI pealli3aiiu
yTPO3BI.

VYrpo3a packpelTus napaMeTpoB cucTeMbl. OCOOEHHOCTH U IPUMEPBI PEeaIN3aLUU YIPO3BI.
[TousTHe monMTHKY Oe30macHOCTH HH)OPMAITMOHHBIX cucTeM. HazHaueHne MOTUTHKH
0€30MacHOCTH.

OCHOBHBIE THITHI TIOJIMTHKH 0€30TTaCHOCTH JIOCTYTIA K JaHHBIM. J[MCKpEIIMOHHBIE 1
MaH/IaTHBIE TTOJIUTHKH.

TpebGoBanust K cucTeMaM KpUNTOrpapUIECKOM 3alUThl: KpunTorpadudeckue TpeOoBaHus,,
TpeboBaHus HaASKHOCTH, TpeboBanus o 3amurte oT HC/I, TpeboBanus k cpeacTtBam
pa3paboTKHu.

3aKoHOAATENbHBIN ypOBEHb OOecnieueHus: HHGOpMallmoOHHON O6e30macHocTH. OCHOBHbIE
3aKOHOAaTeNbHble akThl PD B 0061acTH 321U THI HH()OPMALIUH.

OyHKIUY U Ha3HAUYEHHUE CTaHIapTOB HH(pOpMarmoHHoi 6e3onacHocTh. [lpumepsr
CTaHJAPTOB, UX POJIb MIPU MPOSKTUPOBAHUH U Pa3pabOTKe MHOOPMAITMOHHBIX CUCTEM.
Kputepun orieHkr 6€301acCHOCTH KOMIBIOTEPHBIX cucTeM («OpanxeBas kHUra»). CTpyKTypa
TpeboBanuii 0ezomacHocTu. Kitaccsl 3aUIIEHHOCTH.
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OcHOBHBIE TIOJIOKEHUS PYKOBOAAIIMX JOKYMEHTOB I 'ocTrexxomuccun Poccun.
Knaccudukanus aBToMaTU3MpOBaHHBIX CUCTEM IO KJIaccaM 3aIiuiieHHocTy. [lokazarenu
3aIMIIEHHOCTH CPEACTB BHIYMCINTEIBHON TEXHUKH OT HECAHKLIMOHUPOBAHHOTO JJOCTYTIA.
Enunbie kpurepun 6€30macHOCTH HHPOPMAIIMOHHBIX TexHoJorwid. [TorsTHe mpodus
3amuThl. CTpyKTypa Npo@uiis 3aluThl.

Enunsie kpurepun 6€30macHOCTH HHPOPMALMOHHBIX TEXHOJIOTHNA. [IpOEKT 3auThI.
TpeboBanus 6e3omacHocTH ((QyHKIIMOHATBEHBIE TPEOOBAHMS U TPEOOBAHUS aJIEKBATHOCTH).
AJMUHUCTPAaTUBHBIN ypOBEHb 3alIUThl HHPOpMALUH. 3aa4 pa3IMYHbIX YPOBHEH
yIIpaBJICHUS B PEIICHUH 3a]]a4i o0ecTiedeHrs MHPOPMALMOHHON 0e30MacHOCTH.
[IpouenypHsIii ypoBeHBb OOeCTIeUeHUsT OE30MTaCHOCTH. ABTOPH3AIIHS MOJIh30BaTENEH B
UH(POPMALIMOHHON CHUCTEME.

Wnentndukamus u ayreHTH(GUKAINS TIPU BXO/I€ B HH(POPMAITMOHHYIO CUCTEMY.
Hcnonb3oBanue napoiabHbIX cxeM. HerocTaTku mapobHBIX CXEM.

Wnentudukanus u ayreHTuduKkanus nonp3osareneil. [I[puMenenue mporpaMMHO-
anrmapaTHbIX CPEACTB ayTeHTH(UKAINHU (CMapT-KapThl, TOKECHBI).

bruomerpuueckue cpeacTBa HACHTU(UKAIMH U ayTeHTU(DUKALIUH TT0JIb30BaTENEH.
AyTteHntuduxanus cyObeKTOB B paclpeielIeHHbIX CUCTeMax, Mpo0iembl U peuieHus. Cxema
Kerberos.

Aynut B uHGOPMALIMOHHBIX cucTeMax. OYHKIIMM U Ha3HAYEHHE ay/IuTa, €ro poiib B
obecrieueHn HHPOPMAITMOHHOMN 0€30MacHOCTH.

[Tonsitue snexTpoHHoU U posoit noanucu. [Ipoueayps! hopmupoBanust tudpoBoit
MOJIITUCH.

3aKOHOATETBHBIN YPOBEHD MPHUMEHEHHS HU(POBOM MOIIHCH.

Metoapl HecummeTpuyHOTro mudpoBanus. Mcnonp3oBaHne HECUMMETPUYHOTO MKU(DPOBaAHUS
JUIsl 0OecTiedeH sl LIeTOCTHOCTH JTaHHBIX.

OcHOBHbBIE HOPMATUBHBIE PYKOBOSIINE JOKYMEHTHBI, KacaoLIUeCs TOCYJapCTBEHHO TaliHbI,
HOPMAaTUBHO-CIIPABOYHBIE TOKYMEHTHI.

MecTo nH(popMaMOHHON 6€30MaCHOCTH SKOHOMHUYECKUX CHCTEM B HAI[MOHATIHHOU
6e3omacHoCcTH cTpaHbl. KoHnennus nHopMalnoHHONH 6€30MacHOCTH.

CpenctBa obecnieuenust nHbopmarmonnoi 6ezonacHoctr B OC Windows. Pasrpannuenue
JocTyna K JaHHBIM. ['pynmnoBas moiuTuka.

[Tpumenenue ¢aiinoBoit cucrembl NTFS s o6ecnieuenust nuabopManimoHHoi 6e30macHoCTu
B Windows. Criucku KoHTpoJIst 1ocTyma K JaHHbIM (ACL) UX pojib B pa3rpaHHueHUH JTOCTYIIA
K JJAaHHBIM.

[Tpumenenue cpencts Windows Juist IpeiO0TBpAILEHUs! YIPO3 PACKPBITHS
koH(puaeHnuanbHOCTH AaHHBIX. [IudpoBanne nanubix. @ynknuu u HazHaueHue EFS.
Pasrpannuenue nocryna k n1anHeiM B OC cemeiictBa UNIX.

[Tonw3oBarenu u rpynnsl B OC UNIX.

[Tonb3oBarenu u rpynnsl B OC Windows.

OcHoBHBIE 3Tarbl pa3pabOTKU 3aIUIIEHHON CUCTEMBI: OMPE/IeICHUE MOJUTUKH
6e3omacHocTH, mpoekTupoBanue moaenu VC, pazpadotka kona C, obecnieueHune rapanTuit
COOTBETCTBUS peajn3aluy 3aJaHHON MOJUTHKE 0€30MaCHOCTH.

[Tpuunnb! HapyeHus: 6e30MacHOCTH UHPOPMALIUH TIPH €€ 00padOTKe KPUNTOrpahuIeCKIMU
CpEJICTBAMHU.
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[TonsTHe araku Ha cuctemy HHGOPMAIMOHHOM Oe3omacHoCcTU. OCOOEHHOCTH JIOKATBHBIX
aTax.

PacripeneneHable ”HGOPMAIMOHHBIE CHCTEMBI. Y JalIEHHBIC aTaKu HAa HHPOPMAITHOHHYIO
CHCTEMY.

Kanane! nepenaun nanueix. YTeuka nHpopMauu. ATaki Ha KaHaJbl Iepeayu JaHHBIX.
dusmnueckue cpencTra odoecrneveHus: HHPOPMAIMOHHOM OE30MaCHOCTH.

OnekrponHas mouta. [Ipobiaemsl obecnieueHrs 6€30MacHOCTH MMOYTOBBIX CEPBUCOB U UX
pelIeHusl.

Bupycsl 1 MmeToab! 60pb0bl ¢ HUMU. AHTHUBHPYCHBIE IPOTPAMMBbI U TTAKETHI.
[IporpamMmmHo-anmapaTHbIe 3T HHPOPMAIIMOHHBIX pecypcoB B lHTepHeT. MexkceTeBbIe
9KpaHbl, KX QYHKIIUU 1 Ha3HAYCHUSI.

BupryansHbie 4acTHBIE ceTH, X (QYHKIIUU ¥ Ha3HAUCHUE.



