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1. OBIIIASI XAPAKTEPUCTHUKA IPUMEPHOM PABOYEN ITPOT'PAMMBI

HPOPECCHUOHAJIBHOTI'O MOAYJIA

IIM.02 BAIIUTA TH®OPMAILIMU B ABTOMATU3NPOBAHHBIX CUCTEMAX
INPOI'PAMMHBIMU U ITPOI'PAMMHO-AIIIIAPATHBIMU CPEJACTBAMUA
1.1. Llenp ¥ mIaHUpyEMbIE Pe3yJIbTaThl OCBOCHHUS PO(PECCHOHATBHOTO MOAYJIS

1.1.1.B peE3yJbTaTC HN3YUCHUA HpO(l)CCCI/IOHaJ'IBHOFO MoayJjid CTYACHT HOOJOKECH OCBOUTH BHUI
ACATCIIBHOCTH 3aH_II/ITa I/IH(I)OpMaI_II/II/I B AaBTOMATHU3UPOBAHHBIX CHCTCMAX MNPOIrpaMMHBIMH H

OpOTrpaMMHO-aNIapaTHBIMK  CPEACTBAMU M COOTBETCTBYIOIIME €My Ipo(ecCHOHalIbHbIE

KOMIIETEHIIUU:

Kon HaumeHoBaHMe BUIOB A€ATEIBHOCTH U MPOGECCHOHATBHBIX KOMIIETEHIHH

B/ 2 3amura MHGOPMAIMN B aBTOMAaTU3UPOBAHHBIX CUCTEMaX MPOrpaMMHBIMU U
IPOrpaMMHO-ANINapaTHBIMU CPEICTBAMU

IIK 2.1. | OcymecTBasATh YCTAaHOBKY U HACTPOMKY OTAEIBHBIX IIPOrPaMMHBIX, IPOTPAMMHO-
anmnapaTHbIX CPEJCTB 3aIIMTHI HHPOPMAIIIH.

[IK 2.2. | O6ecnieunBath 32Uty HHGOPMALIMK B aBTOMATU3UPOBAHHBIX CUCTEMAX OT/ACIbHBIMU
IIPOrpaMMHBIMH, IPOrPAMMHO-aIIAPATHBIMU CPEICTBAMH.

[IK 2.3. | OcymecTBasTh TECTUPOBAHNE (PYHKUIUH OTAEIBHBIX TPOTPAMMHBIX U IPOTPAMMHO-
anmnapaTHbIX CPEICTB 3aIIUThl MHPOPMALIUH.

[IK 2.4. | OcymecTBasTh 00pabOTKY, XpaHEHHE U Tiepenady HHPOPMAIUU OTPAHUYECHHOTO
JIOCTYyIIA.

[IK 2.5. | YanuToxkaTth nHGOPMAIHIO U HOCUTEIH WH(POPMAIIMU C UCTIOIB30BAHUEM POTPAMMHBIX
U IPOTrPaMMHO-aMNNAPaTHBIX CPEICTB.

[IK 2.6. | Ocy1iecTBaAsATh pErucTpaiio OCHOBHBIX COOBITHI B aBTOMATU3HUPOBAHHBIX
(uH(}OpPMAIIMOHHBIX) CCTEMaX, B TOM YHCJIE C UCIOIb30BaHUEM ITPOrPAMMHBIX U
MIPOrpaMMHO-aIMapaTHBIX CPEICTB OOHAPYKEHUS, IPEIYTIPEKICHNS U TUKBUIAINN
MOCJIEICTBUI KOMIIBIOTEPHBIX aTaK.

OO01ue KOMIIeTEeHIINHU

Kon HanmeHoBaHME BHJIOB JICATEIHHOCTH M MPOPECCHOHATBHBIX KOMITCTESHITUI

OK 1. | Beibupats crioco0s! pemieHus 3a1a4 npodecCHOHaIbHON AeSITENbHOCTH, TPUMEHUTENBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 2. | OcymiecTBasTh MOUCK, aHAIU3 U UHTEPIIPETALINIO HHPOPMAITIH, HEOOXOTUMOM JIs
BBITIOJIHCHHMSI 337124 MPOGheCCHOHATBHOM IeATETbHOCTH.

OK 3. | [InanupoBaTh M peain30BhIBATH COOCTBEHHOE MPO(HEeCCHOHAFHOE U JIMYHOCTHOE PAa3BHUTHE.

OK 4. PaboTaTh B KOUIEKTHBE U KOMaH e, 3((HEKTUBHO B3aMMOICHCTBOBATH C KOJIJIETaMH,
PYKOBOJICTBOM, KJIMEHTAMH.

OK'5. | OcymiecTBasTh YCTHYIO U MIUCbMEHHYK0 KOMMYHUKAIUIO HA TOCYAAapPCTBEHHOM SI3bIKE C
y4eTOM 0COOEHHOCTEH COLMAIBLHOTO U KyJIbTYPHOI'O KOHTEKCTA.

OK 6. | [IposBAsATE IpakJaHCKO-NATPUOTUYECKYIO MMO3UIUIO, JEMOHCTPUPOBATh OCO3HAHHOE
NOBEJICHHE HA OCHOBE TPAAUIIMOHHBIX OOIIEUEIOBEYECKUX IEHHOCTEH.

OK 7. | ConeiicTBOBaTh COXpaHEHHIO OKPY KaIOIIEH Cpelibl, pecypcocoepexernto, 3hHeKTHBHO
JICCTBOBATh B YPE3BbIYANHBIX CUTYALIHSIX.

OK 8. | Ucnonb3oBath cpencTBa GU3HMUECKON KyIbTYphI ISl COXpAaHEHUS M YKPEIUICHHUS 3/I0POBbS
B IIpoLecce NMPoPecCHOHANbHOMN JAEITEIbHOCTU U MOJIepKaHNe HE0OX0JUMOTO YPOBHS
(U3U4ECKO MOArOTOBJICHHOCTH.

OK 9. | Ucnonp3oBath HHPOPMAIIMOHHBIE TEXHOJIOTHH B TPO(PECCHOHATILHON ACSITEIHbHOCTH.

OK 10. | ITosnb30oBaThCs MpohecCHOHATBHON JOKYMEHTAIMEH Ha roCy1apcTBEHHOM M HHOCTPAHHOM
SI3BIKAX.

OK 11. | ITonb3oBaThCst MpohecCHOHABHON JOKYMEHTAIMe! Ha roCy1apcTBEHHOM M HHOCTPAHHOM




SA3bIKa

1.1.3. B pe3ysbTaTe ocBOeHHs NMPOeCCHOHAIBLHOTO MOAYJISI CTYIEHT JI0JIKeH:

Nmets
MPAKTUYECK
WU ONBIT

YCTaHOBKH, HACTPOWKH MPOTPAMMHBIX CPEICTB 3aIlIUTHI HHPOPMALIUU B
aBTOMATHU3UPOBAHHON CUCTEME;

o0ecrieueHHs 3l Thl aBTOHOMHBIX aBTOMAaTH3UPOBAHHBIX CHCTEM IMPOTPaMMHBIMU H
MIPOrpaMMHO-AIIaPaTHBIMU CPECTBAMU;

TECTHPOBaHUS PYHKUUH, TUATHOCTUKA, YCTPAHEHUSI OTKAa30B M BOCCTAHOBIICHHS
paboTOCIOCOOHOCTH MPOrPAaMMHBIX U MPOTPaAMMHO-ANNAPATHBIX CPEJCTB 3AIIUThI
uHpopManuu ;

pemenus 3anad 3anuThl oT HCJ k nHpOpManumu orpaHuueHHOTO JOCTYIIA C
MOMOIIBIO IPOTPAMMHBIX M ITPOrPAaMMHO-AIIAPATHBIX CPEJCTB 3aIUTHI
nHpopmanuu;

NPUMEHEHUS AJIEKTPOHHOHN MOANKCH, CHMMETPUYHBIX U aCUMMETPUYHBIX
KpUNTOrpauuecKux aJropuTMOB U CPEJCTB MU(POBAHUS TaHHBIX;

yuéra, 00pabOTKH, XpaHEHUS U Nepeadu MHHOPMAIIH, I KOTOPOH yCTaHOBJICH
PEXUM KOH(MUIEHIINATBHOCTH;

paboThI ¢ MOJCHCTEMaMH PETUCTPAIIMU COOBITHIA;

BBISIBJICHHSI COOBITHI M MHIUMACHTOB O€30MMaCHOCTH B aBTOMAaTHU3UPOBAHHOM cHUCTEME.

yMEThb

YCTaHABIIMBATh, HACTPAUBATH, IPUMEHSTEH IPOTPAMMHBIC U TIPOTPAMMHO-AIAPATHEIC
CpEeICTBA 3alUThl HH(POPMAIIHH;

yCTaHABIIMBATh U HACTPAUBATh CPEACTBA AHTUBUPYCHOM 3aIUTHI B COOTBETCTBUHU C
NPEIbSBISIEMBIMU TPEOOBAHHUSIMU;

JMarHOCTHPOBATh, YCTPAHATH OTKa3bl, 00eCcreunBaTh pabOTOCIIOCOOHOCTD U
TECTHPOBATh (PYHKIIUHU MPOTPAMMHO-AIIIAPATHBIX CPEJICTB 3alIUTHI MHPOPMAIIUH;
MPUMEHSITh POTPAMMHEBIE M IPOTPAMMHO-AIIIAPATHBIC CPEJICTBA TSI 3AIIUTHI
nHpopmaruu B 6azax JaHHBIX;

MIPOBEPSITH BBIMOJIHEHNE TPEOOBAHMIA 10 3aIIUTe HHHOPMAIUU OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA P aTTECTAIUN 00BEKTOB HH(POPMATH3AIINH TI0
TpeGoBaHusM 0€30MacHOCTH HH(OpMAIH;

NPUMEHATh MAaTEMAaTUICCKHUI ammapar JJisl BBITOTHEHHUS KPUITOTpaGHISCKUX
peoOpa3oBaHuii;

UCTIOJIB30BaTh THITOBBIE MIPOTPaMMHBIE KPUIITOTpaUIecKre CPeCTBa, B TOM YUCIIE
AJIEKTPOHHYIO MOJIIHUCH;

PUMEHSTH CPEJICTBA FAPAaHTHPOBAHHOTO YHUUTOXKEHUSI HH(DOpMAITHH;
YCTaHABIIMBATh, HACTPAUBATH, MPUMEHSTH IPOTPAMMHBIC U TIPOTPAMMHO-AMaPATHEIC
CPEeICTBA 3alIUThl HH(POPMAIIHH;

OCYIIECTBIIATh MOHUTOPHUHT M PETUCTPAINIO CBEICHUN, HEOOXOUMBIX IS 3aIIUTHI
00BEKTOB MHPOPMATU3AINH, B TOM YHCIIE C HCIOIB30BAaHUEM MPOTPAMMHBIX U
pOTrpaMMHO-aIapaTHBIX CPEIACTB OOHAPYKEHUS, TPEIYTIPSIKIACHUS U TUKBUIANN
MIOCJIC/ICTBHI KOMITBIOTEPHBIX aTaK

3HaTh

OCOOCHHOCTH ¥ CIIOCOOBI TPUMEHEHHS IPOTPAMMHBIX U IPOTPaMMHO-aIaPATHBIX
CPEJICTB 3alUThl HHPOPMAIIUH, B TOM YHCJIC, B ONICPAIIMOHHBIX CHCTEMAaX,
KOMITBIOTEPHBIX CETAX, 0a3aX JaHHBIX;

METO/JIbl TECTUPOBAHUSA (YHKIIUH OTACIBHBIX IPOrPAMMHBIX U IPOTPAMMHO-
anmapaTHBIX CPEJCTB 3AIIUTH HHPOPMAIIHH;

THUIIOBBIC MOJICIIM YIIPABJICHHUS JOCTYIIOM, CPEACTB, METOJIOB M IIPOTOKOJIOB
uACHTU(DUKAIINY U ayTeHTU(DUKAINH,

OCHOBHBIC ITOHATHUS KPUNTOTpaduu U THITOBBIX KPUITOIPAQUISCKUX METOIOB U
CPEJCTB 3alUTHl HH()OPMAIHIH;

OCOOCHHOCTH | CITOCOOBI MPUMEHEHHS TPOTPAMMHBIX U TIPOTPaMMHO-aIapPaTHBIX
CPEJICTB TAPAaHTUPOBAHHOTO YHUYTOXXCHUS WH()OPMAIINY;

THIIOBBIE CPEJICTBA M METOIbI BEJICHHMS ayIUTa, CPEJICTB M CIIOCOOOB 3aIlMThHI




I/IH(I)OpMaLII/II/I B JIOKAJIBHBIX BBIYHUCIUTCIIBHBIX CCTAX, CPCACTB 3allIUTHI OT
HCCAaHKIITMOHHWPOBAHHOI'O JOCTYIIA.

1.2. Ko1tn4ecTBO 4acoB, 0TBOJAMMOE HA OCBOCHHE NPO(EeCCHOHAIBLHOI0 MOLYJISI

Bcero 656 gac, u3z Hux
Ha ocBoeHne MJIK — 440 gacos, B TOM uucie
Ha pOMeEXyTouHy1o arrectanuto no MJIK — 36yacos,

Ha npakTuku — 180 yacos



2. CTPYKTYPA U COAEP KAHUE IMTPO®ECCHOHAJIBHOI'O MOAYJIsA
2.1. Crpykrypa npodeccuonanbHoro moayJasi [IM.02 3amura ungopmManum B aBTOMATU3UPOBAHHBIX CHCTEMAX MPOrPAMMHbBIMH U
NMPOrPaMMHO-ANNAPATHBIMHU CPeICTBAMM

O6beM npodeccuoHaIbHOI0 MOIYJIs, Yac.
K Oo6BeM Oo6yuenue nmo MJIK, B yac. [IpakTHKH
OBl obOpa3oBa B TOM YHCIIE
npocdeccuonan | HaumeHnoBanus pazaenos . npousBoacTBeH | Camocrosite
BHBIX 00X | MpoecCHOHAIEHOTO MOTYJIst TCIIBHOH BCETO, 1aGOpATOPHBIX | KypeoBast | yueOHas Hasl TIPAaKTHKa, JTBHAs
KOMITETCHITHIA POTPaM - cop | X pabora HPAKTH o cop pabotal
MBI, Jac. MPAKTUYECKHUX | (MPOEKT), | a, YacoB
3aHATHIA 4acoB
K 2.1 - Pazgen 1 monymns. [lpumenenue
IIK 2.6 MPOTPAMMHBIX ¥ TPOTPAMMHO- 232 180 3 30 50 B 40
OK 1-OK 10 aInmnapaTHbIX CPEICTB 3aIIUThI
HHGOPMAITUH
K 2.4 Paznen 2. Kpunrorpaduueckue 230 180 56 B 2 B 40
OK 1-OK 10 CpPEACTBA 3alIUTH HH(pOopMaIuu
[Ipon3BoaCTBEHHAs PAKTUKA
(o mpoduIIIo CrENUaIbHOCTH),
4acoB (eclid MpeayCMOTpeHa 108 108 —
WUTOTOBas (KOHIICHTPUPOBAHHAS )
NIPAKTHKA)
YuebHas npakTHka 72
IIpomesxyToUHast aTTecTaus2 24 - — — — — —
DK3aMeH I10 12 i B B B B B
1poheCCUOHAIILHOMY MOIYJIIO3
Bcero: 656 360 88 30 72 108 80

1IIpumepHas TeMaTHKa CaMOCTOSTEIBHBIX PabOT B paMKax 00pa30BaTeIbHOM MPOTrpaMMBbI IIAHUPYETCST 00pa30BaTEbHON OpraHU3ael ¢ COOTBETCTBUH C
tpedoBanmsimu GI'OC CIIO B npenenax oobeMa MpoheCCHOHATBHOTO MOJYJIS B KOJMYECTBE 4acOB, HEOOXOAMMOM JIJISl BHITIOTHEHHS 3aJ]aHui CaMOCTOSTETLHON
paboThl 00yYarOIINXCS, MPEAYCMOTPEHHBIX TEMAaTHYECKUM TJIAHOM U COZAEPIKaHHEeM Y4eOHOH TUCIUTUINHBIL.

2 Br16op popmBbI MPOMEKYTOUHOM aTTeCTallii B OCHOBHBIX 00pa30BaTeIbHBIX MTPOrpaMMax orpeaeisercs 00pa3oBaTelbHON OpraHu3aIueil caMoCTOsITENBHO.

3 Yacel Ha 3K3aMeH 10 MPo(ecCHOHATFHOMY MOAYITIO BBIACISIOTCS 32 CUET BApUATHBHON YacTH.



2.2. TemaTn4eckuii IJIaH U cofiep:kaHue npodeccnonaabHoro moay.s (IIM)

HaumenoBaHue pa3jae/io

AaBTOMaTU3HMpOBaHHasA
CuCTeMa

npodeccuoHaJIBLHOI0
monyas (TIM), Conep:xanue yueOHOro MaTepuaJia, JJadopaTtopHbie padoThl U NPAKTHYECKHE 3aHIATHS, Oo0bem
MEATHCIHILTHHAPHBIX caMoCTOsiTeJIbHAsi padoTa 00y4alouerocsi, Kypcorasi padéora (mpoeKr) 4acoB
kypcoB (MJIK) u Tem
1 2 3
Pa3nen 1 moayas. IlppumMeneHue nporpaMMHBIX H IPOrPAMMHO-ANNAPATHBIX CPEACTB 3aIMTHI HHGOpMAIIUT 232
M/IK.02.01. IIporpaMmMHBbIe M IPOrpaMMHO-aNNapaTHbIe CPeACTBA 3alIUThI HHGOpPMALUT 180
Pa3jen 1. OcHOBHBbIE IPUHIUIBI POTPAMMHON M POTPAMMHO-ANNAPATHON 3alIUTHI HH(OPMALMU
Tema 1.1. Ilpeamer n Coaepxanue 6
3aa44 IPOrPaMMHO- [TpeameT u 3aa4u MPOTPaMMHO-ANTIAPaTHON 3aIIMThl HHMOPMAITUH
anmapaTHoOM 3aIUThI OCHOBHBIE IOHATHS IPOrPAMMHO-AIIAPATHOM 3alUThI HHPOPMALIHH
uHpopmManuu Kiaccudukanust METOI0B M CPEJICTB MPOTPpaMMHO-aNapaTHON 3alIUThl HHGOPMAITUH
Tema 1.2. Ctanaaprsl Coaepkanue 4
0€e30MacHOCTH HopMatuBHBIE TPaBOBBIE AKTHI, HOPMATUBHBIE METOJIMYECKHUE IOKYMEHTHI, B COCTaB KOTOPBIX BXOAST
TpeOOBaHUS M PEKOMEHAINH IO 3allKuTe HHPOPMAIIUU POTPAMMHBIMU U MPOTPaMMHO-aNNapaTHEIMU
cpenctBamu. [Ipodmmm 3amuTel TPOrPaMMHBIX U IIPOTPAMMHO-ANIAPATHBIX CPEICTB (MEKCETEBBIX IKPAHOB,
CPENICTB KOHTPOJI ChEMHBIX MAIIMHHBIX HOCUTENEH nH(GOpMaluu, CPEACTB IOBEPEHHOI 3arpy3KHu, CPEICTB
AHTUBHPYCHOU 3aIIUTHI)
CrangapTsl 110 3amuTe HHGOPMAIIUHU, B COCTaB KOTOPBIX BXOAAT TPeOOBAaHUSI M PEKOMEHIALINH 110 3aIUTe
nHGOPMAIIMU IPOTPAMMHBIMH U TIPOTPAMMHO-aNMaPATHBIMK CPEJICTBAMH.
TemaTuka NPpaKTHYECKUX 3aAHATHI M JJA00PATOPHBIX PadoT 6
O0630p HOPMATHUBHBIX MPABOBBIX AKTOB, HOPMATHBHBIX METOAMYECKUX TOKYMEHTOB 10 3a11uTe HHHOpMAIUH,
B COCTaB KOTOPBIX BXOJISAT TPEOOBAHUS U PEKOMEHIAINH T10 3aIUTe HH(OPMALIUK TPOrPAMMHBIMU U
IIporpaMMHO-aNmnapaTHeIMU cpeacTBaMu. PaboTa ¢ copepkaHneM HOPMATHUBHBIX MMPABOBBIX aKTOB.
00630p cranmapToB. Pabora ¢ copepkaHreM CTaHIapTOB
Tema 1.3. 3amuimennas Coaepkanue 8

ABToMaTH3anus nporecca 00padoTKu nHGOpMaIuu

IlousTne aBTOMaTI/ISHDOBaHHOﬁ CHUCTCMBI.

Oco0eHHOCTH ABTOMATHU3HUPOBAHHBLIX CHUCTCM B 3allIlMIICHHOM HCIIOJIHCHHUM.

Ocuosuble BUab6l AC B 3aIHIIEHHOM UCIOJHEHUH.

MeTtoan! co3manus 0€30MacHBIX CHCTEM




MeTo1010THsI IPOCKTUPOBAHMS TapaHTUPOBAaHHO 3amuiieHHbIX KC

I[I/ICK]I)GHI/IOHHBIC MOJOCIN

MasnaatHele MOEIN

TemaTuka NPpakKTHYECKUX 3aAHATHI M JJa00PATOPHBIX PadoT

VYuer, 00paboTka, XxpaHeHue U nepeaada napopmaiuu B AUC

OrpanuyeHne JOCTYIIa Ha BXOJI B CUCTEMY.

Wnentudukanus 1 ayTeHTU(DUKALMS TTOIb30BaTEICH

Pasrpaanyenue gocryrta.

Perucrpanus coObITHII (ayauT).

KOHTpOJ’II) OECJIOCTHOCTH JaHHBIX

YHUYTOKEHHE OCTATOYHOM MH(GOPMALIHMH.

VYupasnenue nmonutukoi 6e3onacHoctH. [11abnoHBI 6€30macHOCTH

Kpunrorpaduueckas 3amura. O630p nporpaMm muppoBaHus JaHHBIX

YnpasaeHue noauTukoi 6e3onacHocTy. [11a610HBI 6€301acHOCTH

Tema 1.4.
JecTadunusupymomiee
BO3/IeliCTBHE HA 00bEKThI
3aIUTHI

Conep:kaHue

M CcTOYHMKH JIeCTa0MIN3UPYIOIIETr0 BO3ICHCTBHS HA 00BEKTHI 3aIlMThI

CnocoOblI BO3I€HCTBHS HAa HH(MOPMAITHIIO

[Tpu4rHBI ¥ YCIOBHS IECTA0MIN3UPYIOIIETO BO3ICHCTBHS Ha HH(MOPMAIIHIO

TeMaTHKAa NPAKTHYECKHUX 3AHATHIL M JIA00PATOPHBIX PadboT

PacripeiesicHre KaHAJIOB B COOTBETCTBHH C UCTOYHHKAMH BO3ACHCTBHS Ha WHPOPMAITHIO

Tema 1.5. IlpuHOMNBI
MPOrpaMMHO-aNNIAPATHOM
3alUTHI HH(POPMALMHU OT
HECAHKIIMOHMPOBAHHOI'O
aocryna

Coaepxxkanue

[ToHsiITHE HECAHKIIMOHMPOBAHHOTO JIOCTYIAa K MH(POPMAIIUH

OcHOBHBIE 10,1X01bI K 3amuTe nHpopmanuu or HCJI

Opranu3anys g0cTyna K (aiigaM, KOHTPOJIb AOCTyIa M pasrpaHUYeHUE T0CTYIIa, HEPAPXHUUCCKUI JOCTYII K
darinam. @ukcanus JJocTyna K daiaam

JloCTyII K TaHHBIM CO CTOPOHBI ITpoliecca

Oco0OeHHOCTH 3aIUTHI JaHHBIX OT m3MeHeHusl. [lludposanwue.

TemaTuka NPaKTHYECKUX 3aAHATHI M JJA00PATOPHBIX padoT

Opraausanus 10CTyna K ¢aitiam

O3HaKOMJICHHE C COBpPCMCHHBIMU IIPOTPaMMHBIMU U TPOTPAMMHO-alIlapaTHBIMA CPECACTBAMMU 3alIUTHI OT

HCJT

Pa3znea 2. 3amura aBTOHOM

HbIX ABTOMATH3HPOBAHHBIX CUCTEM

Tema 2.1. OcHOBEI
3alUTHI ABTOHOMHBIX
aBTOMATHU3HPOBAHHBIX

Coaep:kanue

Pabota aBToHOMHON AC B 3alIIUIIICHHOM PEXUME

Aunroput™ 3arpy3ku OC. IllTaTHble cpeACcTBa 3aMbIKaHUS CPEJIbI




CUCTEM

Pacmmpenue BIOS kak cpesicTBO 3aMbIKaHUSI MPOTPAMMHOM CPEJIbl

CucTteMbl TUIIa DIEKTPOHHBIN 3aMOK. D3 ¢ MPOBEPKOM LIETOCTHOCTHU MporpamMmHoi cpensl. [lonstue AM/I3
(moBepeHHAas 3arpy3Ka)

HpI/IMCHCHI/IC 3aKJIaJJ0K, HaIIpaBJICHHBIX HAa CHHXXCHHC Sd)(beKTI/IBHOCTI/I CpCACTB, 3aMbIKAIOIMUX CPCAY.

Tema 2.2. 3anura
NMPOrpamMm OT U3yUYeHHsl

Conep:kaHue

N3yuenue u obpatHoe nmpoektupoBanue 110

Cnoco0Ob1 n3ydenns I10: ctaTnyeckoe M JMHAMHYCCKOE H3YUCHHE

3a1a4u 3aIIKUThI OT U3YUYEHHMS U CITIOCOOBI MX PEIICHHUS

3amura oT OTJIaAKH.

3amuTa OT AM3acCeMOIMPOBAHMUS

3aH_II/ITa OT TPAaCCHUPOBKH I10 IIPCPHIBAHUAM.

Tema 2.3. BpenonocHoe
NMporpaMMHoe
odecrneueHue

Conep:kaHue

BpemoHocHOe mmporpaMMHOe o0ecrieueHrne KaK 0COOBIM BUJI pa3pyIIarONIUX BO3ACHCTBUI

Knaccudukanus Bpe1oHOCHOTO mporpaMMHOTo ooecnieueHus. Cxema 3apaxenus. CpeacTBa HeHTpan3aIuu
BpenonocHoro I10. ITpodunakTrka 3apakCHUs

ITouck cnenoB aktuBHOCTH BpegoHocHoro I10. Peectp Windows. OcHOBHBIE BETKH, COACpIKaIIUE
uHpopMmaruio o BpegornocHoM [10. JIpyrue o0beKTHI, coaepkamue nahopmanuto o BpegonocHom [10,
(aiinel prefetch.

Bbor-netsl. [Ipunnun GyHKIMoHMpOoBaHKs. MeTo bl 00HAPYKCHUS

Knaccudukanusi aHTUBUPYCHBIX cpeacTB. CUTHATYPHBIN U DBPUCTHYCCKUN aHAIN3

3ammTa OT BUPYCOB B "pydyHOM pekume"

OCHOBHBIC KOHICTIIHWH ITIOCTPOCHHUA CUCTEM aHTHBHDYCHOﬁ 3alIUThI HA IPCANPUATHH

TeMaTHKAa NPAKTHYECKHUX 3aAHATHUIL M J1A00PATOPHBIX PpadoT

[TpumeHeHus cpeacTB uccienoBanus peectpa Windows 17151 HAX0XKIEHUS CJIeI0B aKTUBHOCTH BPEJOHOCHOTO
110

Tema 2.4. 3amura
NMPOrpamMM M JaHHBIX OT
HECAHKIIHOHMPOBAHHOT'O
KONMPOBAHUS

Coaepxxkanue

HecaHnkimonupoBanHoe KonupoBaHue mporpamm kak Tan HCJL

IOpI/IZ[I/I‘-IGCKI/Ie ACICKTbl HCCAHKIIMOHUPOBAHHOI'O KOITMPOBAHUS IIPOTpaMM. 0611166 IOHATHEC 3allIMThI OT
KOIMUPOBAHMA.

[Tpussska [1Ok anmapaTHOMY OKPY>KEHHIO M HOCUTEIISIM.

3almTHRIC MEXaHU3MbI B COBPEMEHHOM IIPOrpaMMHOM oOecrniedeHun Ha npumepe MS Office

TeMaTHKAa NPAKTHYECKUX 3aAHATHIL M J1A00PATOPHBIX PadoT

3amuTa nHPOpPMAIMH OT HECAHKIIHOHUPOBAHHOTO KOIMPOBAHMUS C UCIIOJIb30BAHUEM CIICIIHATM3UPOBAHHBIX
MIPOrpaMMHBIX CPEACTB

3anTHEIE MEXaHU3MBI B IpWiIokeHusx (Ha npumepe MSWord, MSExcel, MSPowerPoint)




Tema 2.5. 3amura
uHpopManum Ha
MAIIUHHBIX HOCHTEJIfAX

Coaepxxkanue

[IpoGnema 3ammThl OTYYKAAEMBIX KOMIIOHEHTOB IT9BM.

MeTo1b1 32U ThI HHGQOPMAILIMK Ha OTYYXaaeMbIX Hocutelsix. [lludposanme.

CpencTBa BOCCTaHOBJICHHUS ocTaTouHOW mHGopManmu. Co3aaHue moceKTopHbIXx 00pa3zos HXKMJI.

[IpumeHeHue cpesiCTB BOCCTAHOBJICHHSI OCTATOYHON MH(GOPMAIIUU B CYJJ€OHBIX KPUMUHAIUCTUYECKUX
HKCIEepPTH3aX U MPH paccieloBaHUK MHIMAeHTOB. HopmaTuBHas 6a3a, JOKYMEHTUPOBAHHE PE3YIbTATOB

be3Bo3BparHOe yanenue qaHHbIX. [I[pUHITUIIBI ¥ aITOPUTMBL.

TemaTuka NpakKTHYECKUX 3aAHATHI M J1Aa00PATOPHBIX padoT

[TpuMeHeHue cpeacTBa BOCCTAHOBJICHHS OCTaTOYHOM MH(popManuu Ha nmpuMepe Foremost uimm ananora

[TpuMeHeHne cuenuaaIn3uPOBaHHOr0 IPOrPpaMMHO CPEICTBA ISl BOCCTAHOBIIEHHUS YAAJIEHHBIX (haiijioB

HpI/IMCHCHI/IC [nporpamMm ajis 663B03BpaTHOI‘O YAAJICHUSA JAaHHBIX

HpI/IMCHeHI/Ie InporpamMm JJisd HII/I(I)])OB&HPIS[ JaHHBIX HAa CbE€MHBIX HOCUTCIIAX

7 cemecTp

Tema 2.6. AnnapaTtHble
CpeAcTBa
HICHTU(PUKALMU U

Coaepxxkanue

TpeboBanwms K anmapaTHBIM CPEJCTBAM WICHTU(OHUKAIIMY U ayTCHTH(UKAIINY TTOJIb30BaTeNIeH, TPUMEHIEMbBIM
B O3 m AIIMJI3

ayTeHTHPUKATMHU YcerpoiictBa TouchMemory
noJb30BaTeJiei
Tema 2.7. CucremMbl Coaepkanue

00HApY:KeHMS aTaK U
BTOP KeHU I

COB u COA, otmmuus B pyHkmsix. OcHoBHbIE apxuTekTypsl COB

Hcnonp3oBanne ceTeBbIX cHU(depoB B kauectee COB

Anmapatsbiii komnoneHT COB

[Tporpammusbiii komnoHeHT COB

Mopenu cucteMbl oOHapyskeHus BTopxkeHui, Kiaccudukanuys cuctremM oOHapy K EHUsT BTOPYKCHHIA.
O6HapyxeHue curHatyp. O0HapyKeHHne aHoMaIuii. J[pyrue MeToipl 00HApYKCHHUSI BTOP)KCHHIH.

TeMaTHKa NPAKTHYECKHUX 3aAHATHIL M JIA00PATOPHBIX PadoT

MojenupoBaHue IPOBEACHHMS aTaku. M3ydeHrne HHCTPYMEHTAJIBHBIX CPEJCTB OOHAPYKCHHUS BTOPIKCHHMA

Pa3nea 3. 3amuTa nHGopMaLlK B JIOKAJIbHBIX CETAX

Tema 3.1. OcHOBBI
MOCTPOCHUSA
3aIUIIECHHBIX ceTel

Conep:kaHue

CeTI/I, pa60Ta10mHe 1O TCXHOJIOTHH KOMMYTallMH1 IIaKECTOB

Crex npotokoaoB TCP/IP. OcobeHHOCTH MapIIpyTH3AINH.

IlITaTHBIC CpeaCTBa 3alUThI HHPOpMaLuu creka npoTokosioB TCP/IP.

CpenctBa naeHTU(UKAIIMN U ayTCHTH(PUKAIIMKA HAa pa3HbIX YpoBHAX npoTokona TCP/IP, nocronncTsa,
HEJIOCTATKH, OTPAaHUYCHHUSI.

Tema 3.2. CpencrBa

Conep:kanue




opranusanuu VPN

BuptyanpHas yactHas ceTh. OyHKIMU, HA3HAYCHHUE, IPUHITUI ITOCTPOCHHS

Kpunrorpadudeckue u Hekpunrorpadhudeckue cpeactna opranuzauu VPN

YcrpoticTBa, oopaszytomue VPN. KpunromapuipyTi3aTop ¥ KpUITOPUWIBTP.

KpI/IHTOpOYTep. HpI/IHI_[I/IHBI, APXUTCKTYpa, MOACIb HAPYIIUTCIIA, JOCTOMHCTBA MU HCJOCTATKHU

Kpuntobunetp. [IprHIMIBI, apXUTEKTypa, MOJICIIh HAPYIIHUTEIIS, TOCTOMHCTBA U HEJIOCTATKH

TemaTuka NPaKTHYECKUX 3aHATHI M JJA00PATOPHBIX padoT

PazseptriBanne VPN

Pa3nen 4. 3amura nHGopMaLNK B CEeTAX 00IEro J0CTyna

Tema 4.1.00ecnieuenue
0e30macHOCTH
MeKCeTeBOro
B3aUMO/IeHCTBUA

Coaep:kanue

10

MeTo bl 3aIUTh HHGOPMAIMH IPH pad0Te B CETIX OOIIEro JOCTYIIA.

MexceTeBble OKpaHbI THUIIA firewall. I[OCTOI/IHCTBa, HCAOCTATKH, pCAIU3YCMbBIC ITOJUTUKHU 0e30IacCHOCTH

Ocnosnble TuMbI firewall. CumMMerpuuHbie 1 HecummeTpudable firewall.

Yposens 1. [TakeTHbIC PHIBTPHI

VYposens 2. OunbTparus ciryk0, MOUCK KIFOYEBBIX CJIOB B TEJIC TAKETOB HA CETEBOM YPOBHE.

YpoBeHs 3. Proxy-cepBepa IpHUKIaJHOT0 YPOBHS

OJIHOXOCTOBBIC U MYJIbTUXOCTOBBICfirewall.

OCHOBHBIE THITBI APXUTEKTYp MyJIbTHXOCTOBBIXfirewall. TpeGoBaHMs K KaKIOMY XOCTY UCXO/IS U3
ApXUTEKTYPHI ¥ BHIOJIHIEMBIX (PYHKIMI

TpeOoBanwsi MO cepTUDUKAIMUA MEKCETEBBIX IKPAHOB

TemaTuka NpaKTHYECKUX 3aAHATHI M JJA00PATOPHBIX PadoT

N3yuenuencpaBuenneapxutektyp Dual Homed Host, Bastion Host, Perimetr.

M3ydyeHune pa3audHbIX CIOCOOOB 3aKphITHS ""OMMacHbBIX" MOPTOB

Pa3nea S. 3amura ungopmanum B 6a3ax JaHHbIX

Tema 5.1. 3amura
uHpopmanum B 6a3ax
JAAHHBIX

Coaepxxkanue

10

OCHOBHBIE TUIIBI YTP03. MojiesIb HAPYIIHUTEIS

CpejctBa nacHTH(GHUKAIMY B ayTeHTH(OHUKAIMH. YTIPAaBICHUE JIOCTYIIOM

CpGI[CTBa KOHTPOJIA IEJTOCTHOCTHU I/IHd)OpMaLII/II/I B 0azax JaHHBIX

CpencTBa ayaurta v KOHTpOJis Oe3onacHocTd. Kputepun 3aniuieHHocT 0a3 JTaHHbIX

[TpuMmenenne KkpunrorpaduueCKux CPEACTB 3aIllUThl HH(DOPMALIMHU B 0a3aX JaHHBIX

TeMaTHKa NPAKTHYECKHX 3aAHATHIL M J1A00PATOPHBIX padoT

N3yuenne mexann3moB 3amuThl CYBJI MS Access

N3yuenue mratHbix cpeacTB 3anmThl CYBJ MSSQL Server

Paznen 6. MOHUTOPHHI CHCTEM 3alIIUThHI

Tema 6.1. MoHUTOPHHT
CHUCTEM 3alIUThI

Coaepxxkanue

10

Ilonstre u 060CHOBaHHE HGO6XOI[I/IMOCTI/I HCIIOJIB30BAHMA MOHUTOPHUHI'A KaK HGO6XOI[I/IMOI\/'I KOMITIOHCHTbI




CHCTEMBI 3alTUThl HHPOpMALIUK

OcoOeHnHoCTH (PUKCAIMK COOBITHIA, TOCTPOCHHBIX HA PAa3HBIX MPUHIIMIIAX: CETH ¢ KOMMYTAaIlUeld COeTUHEHUH,
ceTh ¢ kommyTtanuei nakeros, TCP/IP, X.25

KJ'IaCCI/Id)I/IKaI_[I/IH OTCJIEKMBAEMBIX COOBITHH. OCOOEHHOCTH IIOCTPOCHUA CUCTEM MOHHUTOPHUHIA

Ucrounnku napopmaiuu 1yisi MOHUTOPUHTA: CETEBBIE MOHUTOPHI, CTATUCTHYECKUE XapaKTEPUCTUKU
Tpaduka yepe3s MO, mpoBepKa pecypcoB 00IIEro MOJIb30BaHUs.

Knaccudukaims ceTeBbIX MOHUTOPOB

CucTeMsbl ynpaBieHus: COOBITHSIMA HHPOPMALIMOHHOM Oe3onacHocTH (SIEM).
0630p SIEM-cructeM Ha MEPOBOM M POCCHHCKOM PBIHKE.

TemaTuka NpakKTHYECKUX 3aHATHI M JJa00PATOPHBIX padoT 4
W3ydeHnue u cpaBHUTEIbHBINA aHAJIN3 PACIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha mpumepe RealSecure,
SNORT, NFR i 1pyrux aHaJioroB
[IpoBenenue ayauta JIBC ceTeBbIM CKaHEPOM
Tema 6.2. U3yuenune mep Coaep:xanue 2
3alUTHI HH(POPMALMHU B N3yuenne TpeboBaHui 0 3amuTe HH(OPMAIMK, HE COCTABIISIIONIEH rocy1apcTBEHHYO TaiiHy. V3yuenue
HH(OPMAIHOHHBIX Meroandeckux MokyMeHToB @PCTOK mo npuMeHEHHIO0 MEp 3aIlUTHI.
cucTreMax TemaTuka NPaKTHYECKUX 3aAHATHI M JJA00PATOPHBIX padoT 2
Br16op Mep 3amuTel HHGOpMaIHH 71 UX peaan3aiud B ”HPOPMAIIMOHHON cucteme. Beioop
COOTBETCTBYIOUIMX MPOTPAMMHBIX M MPOTPAMMHO-ANNapPaTHbIX CPEJICTB U PEKOMEH 1AM 110 MX HaCTPOMKeE.
Tema 6.3. U3yuenue TeMaTHKa NPAKTHYECKUX 3aAHATHIL M J1A00PATOPHBIX padoT 10

COBpEeMEeHHBIX
NPOrpaMMHO-
anmapaTHbIX
KOMILIEKCOB.

YcTaHoBKa M HACTPOWKAa KOMIUIEKCHOTO cpenicTBa Ha mpuMepe SecretNetStudio (yueOHas TUIICH3US ) HITH
JIPYTUX aHAJIOTOB

YcraHoBKa ¥ HACTPOHKA MPOTPAMMHBIX CPEJICTB OIIEHKH 3aIMIIIEHHOCTH U ay/IuTa MH()OPMAIMOHHOM
Oe3omacHOCTH, U3yueHrue QyHKIUN 1 HaCTPOHKa pekuMOB padoThl Ha npumepe MaxPatrol 8 wnu npyrux
aHaJIOr0B

M3yueHnne TUIIOBBIX penieHuil st moctpoeHus VPN Ha mpumepe VipNet Wian Apyrux aHajaoroB

W3ydeHrne COBpEeMEHHBIX CUCTEM aHTUBHUPYCHOMH 3allIUThHI Ha TPHUMEPE KOPITOPATUBHBIX PEIICHUI
KasperskyLab uiu aApyrux aHajaoros

Nzyuenune dpynkmuonana u obnacteit npumenenust DLP cucrem Ha npumepe InfoWatchTrafficMonitor nnu
JIPYTUX aHAJIOTOB

KypcoBasi pabora

IIpumepHasi TeMaTHKAa KYPCOBBIX padoT

Onenka 3¢ (HEeKTUBHOCTH CYIIECTBYIOIIUX MTPOrPAMMHBIX U ITPOTrPAMMHO-AIIAPATHBIX CPEJCTB 3aUTH HHGOPMAIIMHU C TPUMEHEHHEM
CIIEUATTM3UPOBAHHBIX HHCTPYMEHTOB U METO/1I0B (MHIUBUIyJIbHOE 3a/1aHHE)

0O030p 1 aHAJIU3 COBPEMEHHBIX MIPOrPAMMHO-AIAPATHBIX CPEACTB 3alUThI HHGOPMAIMK (MHIMBHIYyaTIbHOE 3aaHHUE)

Br100p onTHMAIBHOTO CPEACTBA 3alIUTH HH(popMaruu ucxons u3 meroandecknx pekomenganuii ®CTOK 1 uMeronuxcst HCXOIHBIX



https://www.infowatch.ru/products/traffic_monitor_enterprise

JIAHHBIX (MHIUBUIyaJIbHOE 3a/IaHHE)

[IpumeneHne mporpaMMHO-aNNapaTHBIX CPEICTB 3aIUTH HH()OPMAITUU OT PA3IMYHBIX TUIIOB YTPO3 Ha MPEANPUATHN (MHINBUYJIbHOES
3a/1aHKE)

[Tpobnema 3amuThl HHGOPMAIMK B 00JaYHBIX XpaHuaumax qanubeix u [{O/]ax

3amuTa cpei BUpTyaau3aluu

IIpumepHasi TeMaTHKA cAaMOCTOSITeJIbHOM padoThl npu ndydyenun MJK.02.01

W3yueHne HOBBIX TEXHOJIOTHI XpaHeHHUs HHPOpMALIUN

CratucTuKa U aHalnu3 KPyMHbIX yTeuek HH(opMaluu 3a roj

[Torck nHGOpPMAITK O HOBBIX BHIaX aTak Ha HHOPMAITMOHHYIO CUCTEMY

0O0630p COBpEeMEHHBIX TPOrPAMMHBIX U MPOTPAMMHO-ANNaPaTHBIX CPEJCTB 3AIIUThI

CpaBHUTENIBHBIN aHATIU3 COBPEMEHHBIX IPOTPAMMHBIX M MPOTPAMMHO-AIMAPATHBIX CPEJICTB 3aIUTHI

IIpuMepHBbIe BUABI CAMOCTOSITEILHBIX PA00OT NPHU M3y4eHUuM pasaesa 1 moay.s

Cucrematudeckas mpopadOTKa KOHCIIEKTOB 3aHATHH, YIeOHOUW U CIIEIMAIbHON TEXHUYECKOH JIUTepaTypsl (10 BOpocaMm K maparpadam,
rilaBaM yueOHBIX TOCOOUH, COCTaBICHHBIM MPEINO0/IaBaTEIeM)

[ToaroToBka K MpakTUYECKUM pabOTaM C UCTIOIH30BAHUEM METOIUYECKUX PEKOMEHIAIM MperoaaBatesns, 0hopMIeHHE TPAKTHUECKUX
paboT, OTYETOB K UX 3aIUTE.

Pabora Hag KypcOBBIM IPOEKTOM (paboToil): TUTaHMPOBAHKE BHITIOJIHEHHS KYPCOBOTO MTPpOeKTa (paboThl), onpeaeneHne 3aaad paboThl,
M3yYEHHE JUTEePaTYPHBIX HCTOYHUKOB, TPOBEICHUE MPEANPOSKTHOTO UCCIIEeIOBAHUSI.

Y4eOHas npakTuka no pasaenay 1 moayas

Buasi pador:

[TpuMeHeHne TPOrpaMMHBIX U TIPOTPAMMHO-AMIIAPATHBIX CPEACTB oOecTieyeHus MH(POPMAMOHHON 0€30MMacHOCTH B aBTOMAaTH3UPOBAHHBIX
cucTeMax

JlmarHocTrka, ycTpaHEHUE OTKa30B U o0ecrieyeHne paboToCIIOCOOHOCTH POTPAMMHO-aNIapaTHBIX CPEICTB 00eCTIeueHHs
nH(OpMAITMOHHOM 0€301MacCHOCTH

Onenka 3¢ (eKTUBHOCTH MPUMEHSEMBIX ITPOrPAMMHO-AIIIAPATHBIX CPEJICTB oOecrieueHust HHYOpMaIMOHHOK 6€3011acHOCTH
CocraBiieHHe TOKYMEHTAIIHMU 110 YYETY, 00paboTKe, XpaHEHHIO U nepeaade KoHpuaeHaIpHoi nHpopManun

Hcnonp30BaHue MPOrpaMMHOT0 o0ecriedeHus sl 00paboTKH, XpaHeHHS U Tepeiau KOHPHISHIMAaTbHON HHOpMaIiu
CocraBiieHHE MapIIpyTa ¥ COCTaBa MPOBEJICHUS Pa3IMYHBIX BUIOB KOHTPOJIBHBIX MPOBEPOK MPH aTTECTAIIMH OOBEKTOB, IIOMEIICHUH,
pOTpaMM, aJiTOPUTMOB.

YcrpaHeHne 3aMe4aHui 1o pe3ysbTaTaM MPOBEPKU

AHaIM3 ¥ COCTaBJICHHE HOPMATUBHBIX METOIMYECKHUX JIOKYMEHTOB TI0 00ECTIeYeHHIO HH(POPMAIIMOHHOM 0€301MacHOCTH MPOrpaMMHO-
anmnapaTHBIMH CPE/ICTBAMH, C YIETOM HOPMAaTHBHBIX ITPABOBBIX aKTOB.

[TpuMeHeHne MaTeMaTHYECKUX METOAOB JJIsl OLIEHKH KauecTBa U BRIOOpa HAWITydIIero MPOTPaAaMMHOTO CPEJICTBA

50




Paspnen 2 moayas. llpumenenne kpunrorpagpuuecKux cpeacTB 3alIUTHI HHpopMannu

232

M/K.02.02. Kpuntorpadpuyeckue cpeacTsa 3aliuThl HHGoOpMauuun 180
BBenenune Coaep:xkanne 2
[Ipenmer u 3agaun kpunrorpaduu. Mcropus kpunrorpapuu. OCHOBHbIE TEPMHUHbI

Pa3nen 1. MaTtemaTHyecKue OCHOBBI 3allIMThl HH(OPMAITUH
Tema 1.1. Conaep:xanue 28
Maremaru4ecKue 0OCHOBBI | DIeMEHThI TeOpUU MHOKECTB. [ 'pyIIIibl, KOJIbIA, MOJIS.
Kpunrorpaguu Hemumocts uncen. [Ipu3naku aeanMocTu. IIpocThie M cOCTaBHBIC YHCIIA.
OcHoBHas TeopeMa apudmernxu. HanbGonpimmii o0muit nenutens. Bzaumuo
npocteie yucaa. Anroputm EBkinaa gis Haxoxaeaus HOJI.
OtHomenus cpaBHUMOCTH. CBO#CTBa cpaBHEeHMI. MonyispHas aprubMeTHKA.
Knaccel. [lonnas u npuBenenHas cuctema BoiuetoB. OyHkuusa Dinepa. Teopema Depma-ditnepa. AIroputMm
OBICTPOTO BO3BEJICHHS B CTETICHb IO MOIYIIIO.
CpaBHeHus niepBoit crenenu. JInnelinbie 1nodaHToOBB ypaBHeHUs. PacimupeHHslid anroput™M EBkinza.
Kuraiickasi TeopeMa 00 ocTaTkax.
[IpoBepka yncen Ha MPOCTOTY. AJNTOPUTMBI T€HEPALIUH MPOCTHIX Yhcesl. MeToa nMpoOHBIX AeneHui. PemeTo
OpatoceHa.
Pa3znosxenue uncina Ha MHOXUTEIH. Anroput™mbl daktopusanuu. @akropusamnus @epma. Merox [lomnapa.
AnroputMmsl quckpeTHoro jgorapudmuposanusi. Meton Iommapaa. Meton [loppa.
ApudmMeTrdecKkre orepanui HaJ OOJbIIMMHI YUCIaMH.
DIUIMNTHYECKUE KPUBBIC U MIX IPUIIOKEHHUS B KpUNTOrpaduu.
TeMaTHKAa MPAKTHYECKHX 3aAHATHIA M JIA00PaTOPHBIX padoT 6
[Mpumenenne anroputma EBkimaa ais Haxoxaenus HOJI. Pemenne nuHEHHBIX TMO0GaHTOBBIX YpaBHCHUN
[IpoBepka ymcesn Ha MPOCTOTY
Pemenue 3a1au ¢ 3JIeMEHTaAMH TEOPUU YHCEIL.
Pa3pnen 2. Knaccuueckas kpunrorpadus
Tema 2.1. MeToabl Coaep:kanne 12
Kpunrtorpaguueckoro Kiaccudukaimsi OCHOBHBIX METOJIOB KpUIITOTpadruecKoi 3aimThl. MeTOIbl CAMMETPHUYHOTO MMU(POBAHUS
32U ThI HHGOPMaHH [Tudps! 3amenbl. IIpoctas 3aMeHa, MHOTOaI(haBUTHAS OJCTAHOBKA, MPONOPIIMOHAIBHBIA HIUGP
MeTtoip1 iepecTaHOBKH. TabauuHas epecTaHOBKA, MapUIPyTHAsi IepecTaHOBKA
INammupoBanue. ['ammupoBaHue ¢ KOHEYHOH M OECKOHEYHON raMMaMu
TeMaTuka NPpaKTHYECKUX 3AHATHH U JIa0OPATOPHBIX padoT 6




[IpuMeHeHHE KJIACCHUECKUX MH(POB 3aMECHBI

H]f)I/IMeHeHI/Ie KJIACCHYCCKHX H_II/I(prB NNEPCCTAHOBKHU

H‘pI/IMeHeHI/Ie MCTOJa raMMHPOBAHUS

Tema 2.2. Kpunroanayius

Conep:xanue

10

OcHOBHBIC MCTOJbI KPHUIITOAHATIMU3A. KpI/IHTOFpa(bI/ILIeCKI/IC aTaKu.

Kpunrorabudyeckas CTOMKOCTb. AOCOIIOTHO cTOMKUE KpunTocucTteMsl. [Ipunimnel Kupkxoddcea

HepCHeKTI/IBHBIe HaIllipaBJICHUA KPHUIITOAHAJIN34, KBaHTOBBIﬁKpHHToaHaHHB.

TeMaTHKka NPAKTHYECKHUX 3AHATHH U JIa0OPATOPHBIX padoT

10

KpI/IHToaHaJ'II/B I_HI/Id)pa HpOCTOfI 3aMCHbI MCTOAOM aHaJIn3a 4aCTOTHOCTH CMUMBOJIOB

Kpunroananns KjaaccHUecKuX MudPOB METOIOM IOJTHOTO repedopa KIIFdeh

Kpunroananus mudpa Brwkuaepa

Tema 2.3. IloTouHbIe
muGpbl 4 reHepaTopbl
NCEeBAOCTYYANHBIX YHCE

Coaep:kanne

OCHOBHBIC IPHHIIMIIBI TOTOYHOTO I poanus. ITpumenenue reaeparopos [1ICY B kpunrTorpabuu

MeTtoapl OTy4deHus TIceBIOCTyYaiHbIX nocnenoBarenbHocteit. JIKI, meron ®ubonauun, meronx BBS.

TemaTuka NMPAKTUYIECCKUX 3aHATHI 1 .]'IaﬁopaToprIX paﬁoT

[Ipumenenue meto10B renepanuu [1CH

Pa3nea 3. CoBpemenHass kpunrorpadus

Tema 3.1. KonupoBanue
uHopMmanuu.
KoMmnbloTepusanus
IU(ppoBaAHUS.

Conep:xanue

10

Konuposanue nnpopmaruu. CuMmBosibHOE KogupoBanue. CMBICIIOBOE KOAUpOBaHKe. MexaHu3aIus
mudposanus. [Ipeacrasnenue nabopmamyu B georndHoM koje. Tadmaura ASCII

Komnerotrepuszanus mudposanus. AnmnapatHoe U nporpaMMmHoe mudposanue CtaHnapTusamus
IIPOrpaMMHO-AINapaTHBIX KPUITOTpapUUECKUX CUCTEM M CpelCcTB. V3ydueHue coBpeMEeHHbBIX TPOTPaMMHBIX
U anmnapaTHbIX KpUOTOrpadUyecKuX CPeicTB

TemaTnka NpaKTHYECKUX 3aHATHH U JIA00PATOPHBIX padoT

KoaupoBanue nadopmarm

HporpaMMHaﬁ peain3anusa KIIaCCHYCCKUX IJ_II/I(l)pOB

N3ydenue peanuzaiiu KJIacCUYECKUX MN(POB 3aMeHbI U nepecTaHoBKU B iporpamme CrypTool win
aHajore.

Tema 3.2. CumMMeTpHYHBIE
cucTeMbl IIU(PPOBAHUSA

Conep:xxanue

O6mue ceaenus. CTpyKTypHasi cxeMa CUMMETPUYHBIX KPUMITOTpaPUIECKIX CUCTEM

OreuectBeHHble anroputMbl Marma u Kysneuuk u ctangaptsl 'OCT P 34.12-2015 u 'OCT P 34.13-2015.
Cummerpuunbie anroputmbel DES, AES, I'OCT 28147-89, RC4

TemaTnka NpakTHYeCKUX 3aHATHI U J1a00PaTOPHBIX padoT




W3ydenue nporpaMMHO# pean3aiii COBPEMEHHBIX CHMMETPUYHBIX HIH(POB

Tema 3.3.
AcuMMeTpHUYHbIE
cucTeMbl UG POBAHUSA

Conep:xanue

Kpunrocucremsl ¢ OTKpHITHIM KitouoM. HeobpatumocTts cucteM. CTpyKTypHas cxema IUQppoBaHUs C
OTKPBITHIM KIIFOUOM.

OneMEHTHI TCOPHUU YUCCII B KpHHTOFpa(bHH C OTKPBITBIM KIIKOYOM.

TeMaTuka NPaAKTHYECKHUX 3AHATHH U JIa0OPATOPHBIX padoT

HpI/IMCHCHI/Ie Pa3IMYHBIX aCUMMETPUYHBIX aJITOPUTMOB.

N3ydenue nporpaMmMHON peaau3aiuy aCUMMETPUYHOTo ainroputma RSA

Tema 3.4.
AyreHTHUKALHNA
JAHHBIX. DJIEKTPOHHAS
NOANHUCH

Conep:xxanue

Aytentudukanus naaaeix. O6mue noustus. DI1. MAC. OnnoHanpaBieHHbIC XeNI-PYHKITUN. AJTOPUTMBI
urpPOBOI NOANUCH

TeMaTuka NPaAKTHYECKHUX 3AHATHH U JIa0OPATOPHBIX padoT

[IpuMeHenne pa3nmuyHbIX (YHKIMN XEeITUPOBaHUS, aHAIN3 0COOEHHOCTEH Xemen

[IpuMeHeHne kpunTorpa@puIecKrux aTak Ha XemI-()yHKIHH.

N3yyenue nporpaMMHO-anmapaTHbIX CPEACTB, PEATU3yIOUINX OCHOBHbIE pyHKInu 11

Tema 3.5. Anropurmsl
o0MeHa KiIr04eil u
MPOTOKOJIbI
ayTeHTHUKALUT

Conep:xanue

AJNTOPUTMBI pacrpeesICHHs] KII0UYeH C MPUMEHEHUEM CUMMETPUYHBIX M aCHMMETPUYHBIX cxeM [IpoTokob
ayrenTudukanuu. Bzanmuas ayrentudukaiysi. OMHOCTOPOHHSS ayTeHTH(hUKALIUS

TemaTnka NpakKTHYECKUX 3aHATHIA U J1a00PATOPHBIX padoT

[Ipumenenue nporoxona Auddu-Xemmana Ay oOMeHa KirodamMu UG pPOBaHUS.

N3yyenue npuHIMIIOB pabOThl IPOTOKOJIOB ayTEHTU(PHUKAIUH C UCIIOJIb30BAHUEM JOBEPEHHON CTOPOHBI Ha
npuMepe npotokoiia Kerberos.

Tema 3.6. Kpunro3zammura
uHopManuu B ceTsaX
nepexayy JaHHBIX

Conep:xanue

AbGonenTckoe mmudpobanue. [lakeTHoe mmdpoBanue. 3anuTa MEHTPA TEHEPALNH KIIOYEH.
Kpunrtomapmpytuzarop. [lakeTHblil puiabTp

Kpunrorpaduueckas 3amura 6ecripoBOAHBIX cOeAMHEHUH B ceTsax ctanaapTa 802.11 ¢ ucnonb3oBanuem
npotokonoB WPA, WEP.

Tema 3.7. 3ammura
uHpopManuu B
3JIeKTPOHHBIX
IUIATeKHBIX CHCTEMAX

Conep:xxanue

[TpuHtume! GyHKIMOHUPOBAHUS AIEKTPOHHBIX IUIATEKHBIX CUCTEM. DJIEKTPOHHBIEC TUIACTUKOBBIE KapThI.
[TepcoHabHBIN WASHTUOHUKAIIMOHHBIA HOMEP

[Ipumenenue kpunTorpaguueckux NPOTOKOJIOB Ui obecriedeHus: 0€30MacHOCTH 3JIEKTPOHHON KOMMEPIIUH.




TeMaTHKa NPAKTHYECKUX 3aHATHI U J1a0OPATOPHBIX padoT

[Ipumenenne ayTeHTH(PUKALNY 110 OJHOPA30BEIM MApoJIsiM. Peanu3anys anropuTMoB CO3JaHHUS OJTHOPA30BBIX
mapoJiei

Tema 3.8. Komnblorepuass | Coaep:xanue

10

creranorpagus CkpbITas nepenada HHPOpMALUK B KOMITBIOTEPHBIX cucteMax. [Ipobiema ayTeHTHhUKAIN

MYJbTHMEAUHHON HH(pOpMaIUK. 3aluTa aBTOPCKUX IPaB.

MeToapl KOMIBIOTEpHOM cTeraHorpadun. Llndppossie BoasHbIE 3HAKU. ANTOpUTMBI BcTpanBanus L[B3

TemaTuka NMPAKTUYICCKUX 3aHATHIA 1 HaﬁopaToprIX paﬁoT

O0630p 1 cpaBHUTENBHBIN aHanu3 cymecTBytomiero [10 ams BcrpauBanus LIB3

Peanuzanus npoctedmumx creraHorpau4eckux aaropuTMOB

IIpumepHas TeMaTHKa caMoOCTOsITe1bHON padoTsl npu u3ydyennun MJ/1K.02.02
Hcropus pa3Butus kpunrorpaduu

[Iporpammuas peanuszanus KJacCUYeCKUX MUPpPOB

OnTumu3anus METOJJ0B YaCTOTHOTO aHaJIM3a MOHOAI(aBUTHBIX MH(POB.
[TporpammMHas peanu3anus KIacCUYECKUX MH(PPOB

MeTto b1 MexaHu3aIK UG POBAHUS

[ludpoBoe npeacTaBieHne pa3InuHbIX GopM HHPOpMALIUU

AHaan3 COBPEMEHHBIX CUMMETPUYHBIX KPUIITOAITOPUTMOB

AHanan3 COBpEMEHHBIX ACUMMETPUYHBIX KPUIITOAJITOPUTMOB
[TporpaMMHas peanu3ainus COBPEMEHHBIX KPUITOAITOPUTMOB
CpaBHMTENbHBIN aHAIN3 (QYHKIMNA XEITMPOBAHUS

AyTteHTuduxaius cooOueHui

3aKOHOJATEIBCTBO B 00JIACTH KPUITOTpapUUECKON 3alUThl HHOpMALUN
[lepcriekTHBHBIE HAPaBJIeHUs] KpUNTorpaduu

IIpumepHbIe BUABI CAMOCTOATEILHOM PAa00THI IPH U3YyYEeHUH pa3jesia 2 MOAYJIs

CuctemaTudeckas nmpopadoTKa KOHCIIEKTOB 3aHATHN, y9eOHOHN U CHIEIUAIbHOM TEXHUYECKOM JIUTepaTyphl (110 Bompocam K naparpadam,
rJ1IaBaM y4eOHBIX TOCOOUH, COCTABICHHBIM IIPETIO1aBaATEIIEM )

[TonroroBka K MpakTU4ECKUM paboTaM C HCIOJIb30BAHUEM METOINYECKUX PEKOMEHIalluii IpernoaaBares, ohopmieHue 1abopaTopHo-
IPAaKTUYECKUX paboT, OTYETOB K MX 3aILUTE.

YyeOHas npakTUKa pa3jaesa 2 MOAYJIst
Buasbi pabor:
Hcnonp30BaHre TUMOBBIX KPUNITOTPaQUUECKUX CPEJCTB U METOI0B 3alUTHl HHGOPMAIIUH, B TOM YHCJIE U ANEKTPOHHON MOIMTUCH

22

IIponsBoacreennas npaktuka no I1M.02
Buasl padort

108




— AHaju3 NPUHLIKIIOB MOCTPOSHUS CUCTEM MH(POPMALIMOHHOM 3aIIUTHI TPOU3BOACTBEHHBIX MTOIPA3/ICICHUH.

— TexHnueckas 3KCITyaTalus 3JIEMEHTOB MPOrPAMMHOM U anmapaTHOM 3alIUThl aBTOMATU3UPOBAHHOW CHCTEMBI.

— YyacTue B IMarHOCTUPOBAHHUH, YCTPAaHEHHH OTKAa30B U 00eCIIeYeHNH paboTOCIOCOOHOCTH NMPOrPaMMHO-AMIAPATHBIX CPENICTB
obecnieueHnst THPOPMAIIMOHHOHN 0€30TIaCHOCTH;

— AHanu3 3¢ (heKTUBHOCTH MPUMEHSEMBIX POTrPaMMHO-ANIAPATHBIX CPEICTB 0OecredeHrs HHPOPMALMOHHONW O€301TaCHOCTH B
CTPYKTYPHOM IOJpa3/ieTICHUN

— Yyactue B obecrieueHuu yuera, 00paboTKH, XpaHEeHUs U Nepesadn KoHpuIeHInanbHoi nHpopmManuu

— I[IpuMeHeHne HOPMAaTHBHBIX MPABOBBIX AKTOB, HOPMATHBHBIX METOIMYECKHUX IOKYMEHTOB IO 00eCIeueHNI0 MH()OpManOHHON
0€301acHOCTH IPOTrPaMMHO-aNNaPaTHBIMK CPECTBAMU IPU BBIITOJHEHUH 33124 MPAKTHKH.

Jk3aMeH 10 NpPodecCHOHAIbHOMY MOAYJII0

Bcero:

656




3. YCJIIOBUSA PEAJIM3ALIMU ITPOI'PAMMBI IPO®PECCUOHAJIBHOI'O MOAYJIA

3.1. /las peanu3anuy NporpaMMsl NpogeccHoHaIbHOr0 MOAYJISI JOJIKHBI ObITH
NMpeaycMOTPEeHbI CJIeAYIONIUe CreliaabHble MOMelleH s :

Peanuzanus mporpammsl IMpejanojaraeT Hajluuue y4eOHbIX KaOMHETOB — JIEKIMOHHBIE
ayJIUTOPUU € MYJbTUMEIUIHBIM  oOopyaoBaHueM; Jsabopatopuu «lIporpamMmmHBIX U
IpOrpaMMHO-aNNapaTHBIX CPeACTB oOecrieueHust HH(POPMAIIMOHHOM 0€3011acCHOCTHY.

O6opynoBanue y4yeOHOro kabmHeTa M paboymx MecT KaOWHeTa — JIEKIIMOHHAS
ayJUTOpuUs: MOCaouHbIX MecT - 30, pabodee MecTo IMpernoaaBaTelis, IPOEKTOp, MePCOHATBHBIN
KOMITIBIOTEP, KOMIIJICKT HpGBGHTaHHﬁ.

Ob6opynoBanue naboparopuu «IIporpaMMHBIX M MpPOrpaMMHO-AIMAPaTHBIX CPEICTB
oOecrnieueHns NHOOPMALIMOHHON O€30MaCHOCTI» U pabOYuX MECT JIabopaTOPHUH:

pabouune MecTa CTyJIEeHTOB, 000PYAOBaHHbBIE IEPCOHATIEHBIMU KOMITBIOTEPAMU;

nabopaTopHbIE yUeOHbIC MAKETHI;

pabouee MecTo ImpernojaBaTess;

y4eOHO-METOIUYECKOe 0OecTieueHue MOIYJIS;

MHTEpaKTUBHAs JOCKA, KOMIUIEKT MTPE3eHTaIHI;

AHTUBUPYCHBIC ITPOrpaMMHBIC KOMILJICKCHI;

IporpaMMHO-annapaTHble cpeactBa 3amutel uHpopmanuu ot HC/, OGnokupoBku
JIOCTYIIa U HApyLIEHU LEJIOCTHOCTH;

IIpOrpaMMHBIE M IIPOrpaMMHO-aIapaTHbIE CPEACTBa OOHApPYKEHHs aTak (BTOPIKEHUI),
IIOMCKA ySI3BUMOCTEM;

CpeACTBa YHUUTOXKEHUS OCTATOUHOW MH(POPMALIUHU B 3aIIOMUHAIONIUX YCTPOHCTBAX;

MIPOrpaMMHBIE CPEACTBA KPUIITOTpaPUUECKON 3alUThl HHPOPMAIIH.

3.2. UnopmanmnonHoe odecriedyeHue 00yueHust
3.2.1 OcHOBHBIE MEYATHbIE HCTOYHHUKH:

1. Bapuuer C.I'.,'oruapo B.B.,CepoB P.E. OcHOBBI coBpeMeHHOI kpuntorpaduu: yueod.
[Tocobue. — M.: T'opsiuas nmunus — Tenekom, 2017.- 175 c.

2. Hymkun A.B.,bapcykoB O.M.,Kpasuos E.B.,Cnasnos K.B. [Iporpammuo-anmnapatHasie
cpenctBa obecriedeHust nHGopMaImoHHou 6e3omnacHocT: yued. [Tocooue. — M.: [N'opsiuas
ymuus — Tenexkom, 2016.- 248 c.

3. HogwukoB B.K. OpranuszannonHoe u npaBoBoe obecrieueHrne nHPpopMarnoHHON
6e3onmacHocth: B 2-x wactax. Yacts 1. [IpaBoBoe obecneuenue nHpOpMaMOHHON
6e3onacHocTH: yueb. [Tocooue. — M.: MUOT, 2013. — 184 c.

4. Hosuxkos B.K. Opranuszanronsoe u mpaBoBoe o0ecrieyeHrne HHPOPMALMOHHOM
6e3onacHocTH: B 2-x yacTax. Yacts 2. OpraHu3aiinoHHOE 00ecrieueHUe
nHPOPMALMOHHOM Ge3omacHocTH: yueb.mocodbue. — M.: MUIT, 2013. — 172 c.

5. OpraHuzalroHHO-IIpaBoBoe o0ecreueHre nHHOPMaMOHHON 6€30MaCHOCTH:
yueb.mocodue 1y cTy . yupexxaeHuid cpea. mpod. oopazosanus/ E.b. benos, B.H.
[Ipxeropnunckuii. — M.: M3narenbckuii neHTp «Akanemusi», 2017. —336¢

6. HMBanos M.A., Uyrynkos 1.B. Kpunrorpadpudeckre MeToap! 3amiuThl HHPOPMALIUH B
KOMIThIOTEPHBIX CUCTEMAX M ceTsaX. YueOHoe nmocodue - Mocka: MUDU, 2012.- 400 c.
PexomennoBano YMO «SlnepHbie pU3UKa  TEXHOJIOTHI B KAUeCTBE Y4€OHOTO TOCOOHS
JUIS CTYJIEHTOB BBICHINX yUEOHBIX 3aBEICHHUIA.

7. Andépos A.IL, 3y6oB A.1O., Ky3emun A.C., Yepémymikua A.B. OcHoBBI kKpunrorpaduu
(yuebHoe mocobue). - M.: I'enmnoc APB, 2005. — rpud Munucrepcta oopazoanusi PO
IO TPYTIIE CIeNUaIbHOCTEH B 006JacT HHPOPMALIMOHHON O€301TaCHOCTH

8. MenbuaukoB B.I1., KneiimenoB C.A., [TerpakoB A.M.: MapopmanmonHas 6€301MacHOCTb U
3amuta nHGopmarmu M.: Akagemus, - 336 c. — 2012


http://techbook.ru/book_list.php?str_author=%D0%A1%D0%B5%D1%80%D0%BE%D0%B2%20%D0%A0.%D0%95.
http://techbook.ru/book_list.php?str_author=%D0%93%D0%BE%D0%BD%D1%87%D0%B0%D1%80%D0%BE%D0%B2%20%D0%92.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D0%B8%D1%87%D0%B5%D0%B2%20%D0%A1.%D0%93.
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%BB%D0%B0%D0%B2%D0%BD%D0%BE%D0%B2%20%D0%9A.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%9A%D1%80%D0%B0%D0%B2%D1%86%D0%BE%D0%B2%20%D0%95.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D1%81%D1%83%D0%BA%D0%BE%D0%B2%20%D0%9E.%D0%9C.
http://techbook.ru/book_list.php?str_author=%D0%94%D1%83%D1%88%D0%BA%D0%B8%D0%BD%20%D0%90.%D0%92.
http://www.iqlib.ru/search/author.visp?name=%D0%A7%D1%83%D0%B3%D1%83%D0%BD%D0%BA%D0%BE%D0%B2%20%D0%98.%D0%92.
http://www.iqlib.ru/search/author.visp?name=%D0%98%D0%B2%D0%B0%D0%BD%D0%BE%D0%B2%20%D0%9C.%D0%90.
http://www.iqlib.ru/publishers/publisher/2E8D62D948D8454A81119C1E552F17DE

9. Ianbrun B.®. 3amura nadopmaiyy B KOMIbIOTEPHBIX cucTeMax u cetsax Uzn-so: IMK
[Ipecc, - 2012

10. Karopun 10.0., PazymoBckuit A.B., CriuBak A.M. 3ammra nHGpOpMaun TeXHUIECKUMHU
cpenctBamu: Yuebnoe mocodue / [lox pegakuumeit 10.®. Katopuna — CI16: HUY UTMO,
2012.-416c.

3.2.2. JlonoJiHUTEIbHbIE MeYaTHbIE HCTOYHUKH:

1. Tloropenos b.A., CauxoB B.H. (pex.). CinoBapp kpunrorpau4eckux TepMUHOB. - M.:
MIITHMO, 2006. CnoBaps kpuntorpadudeckux TtepMuHoB. Ilom pen. B.A. IloropenoBa wu
B.H. CaukoBa. — M.: MIITHMO, 2006 r

2.  @epepanphbiii 3akoH oT 27 wuromst 2006 1. Ne 149-®3 «O6 wunHpopManmw,
MH(POPMAIIMOHHBIX TEXHOJOTHSX U O 3aIlUTe HH(POPMALIUN.

3.  ®enepanbublid 3akoH OT 27 utoiiga 2006 r. Ne 152-P3 «O nepcoHanbHbBIX TaHHBIX.

4.  @enepanbHblii 3akoH oT 27 pgekabps 2002 r. Ne 184-®d3 «O TexHHYECKOM
peryIupoBaHUN».

5. ®enepanbubiii 3akoH 0T 4 Masg 2011 r. Ne 99-®3 «O nuieH3UpOBaHUU OTIEIBHBIX
BUJIOB JICATEIBHOCTH.

6.  Oepepanbubiii 3akoH oT 30 mekabps 2001 r. Ne 195-@3 «Kogexc Poccuiickoit
®eneparyu 06 aIMUHUCTPATUBHBIX MPABOHAPYIICHUIX).

7. VYka3 Ilpesunenta Poccuiickoit @enepaunu ot 16 aBrycra 2004 r. Ne 1085 «Bonpocs!
denepanbHON CITYKOBI 110 TEXHHUYECKOMY U DKCIIOPTHOMY KOHTPOJTIOY.

8.  Vka3 Ilpesunenra Poccuiickoii @enepauuu or 6 mapra 1997 r. Ne 188 «O6
YTBEPKIACHUU MEPEUHs CBEJCHUM KOH(PUIEHIIMAIBHOTO XapaKkTepay.

9.  Vka3 IIpesunenra Poccuiickont @enepanuu ot 17 mapra 2008 r. Ne 351 «O mepax no
oOecnieueHno nHpopMmannoHHOU Oe3omacHocTu Poccuiickoit denepanyiv MpU HUCHOJIb30BaHUN
UH(POPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX ~ CeTel  MEXIyHapOJHOro  HMH(OPMAIMOHHOTO
oOMeHay.

10. TlonoxeHue o cepTUHUKAMM CPEICTB 3aAIUUTHl  MHGPOPMALUHU. Y TBEPKICHO
nocta"oByieHueM [IpaBurensctBa Poccuiickoit @enepanuu ot 26 urons 1995 r. Ne 608.

11. CocraB u coxmepxaHHe OpraHU3alMOHHBIX M TEXHUYECKHMX Mep MO 00ecreueHHIo
0€30MacCHOCTH MEpPCOHANBHBIX MaHHBIX MNpU HUX 00paboTke B HMH(OPMALMOHHBIX CHUCTEMax
NEepCOHANbHBIX JaHHBIX. YTBepxkaeHb! npukazoM @CTIK Poccun ot 18 despans 2013 r. Ne 21.

12.  Mepsl 3amurtbl MHQOpPMAMM B TOCYJApPCTBEHHBIX HH(OPMALMOHHBIX CHCTEMax.
VYrBepxnensl @CTIK Poccun 11 pepans 2014 r.

13. AnmunuctpatuBHbelii  permameHT @OCTOK  Poccunm 1o mperocTaBlIEHUIO
TrOCYy/JapCTBEHHOW YCIyrd IO JIMIEH3UPOBAHUIO JACSITEIBHOCTH IO TEXHMUYECKOH 3alluTe
KoHuAeHIHaIbHOU nHpopMaruu. YTBepxkaeH npukazom OCTIOK Poccun ot 12 urons 2012 r.
Ne 83.

14.  AnmunuctpatuBHbelii  permameHT @OCTOK  Poccum 1o mperocTaBlIEHUIO
rOCYJJapCTBEHHOHN YCIyTH IO JIULEH3UPOBAHUIO JESITEIBHOCTH MO pa3pabOTKe U MPOU3BOJICTBY
CPEJCTB 3allUThl KOH(pUAeHIMaIbHOU nHbopManuu. YTBepxkaeH npukazom @CTOK Poccun ot
12 nronst 2012 r. Ne 84.

15. CoeumanbHple  TpeOOBaHUS W PEKOMEHJAIMM 1O  TEXHMYECKOM  3aIluTe
koHpureHmaabHoi nHdopmaruu (CTP-K). YTBepxnens! npukasom I'ocrexkomuccun Poccun
ot 30 aBrycra 2002 r. Ne 282.

16. TpebGoBanus o 3aumre MHGOPMAIMM, HE COCTABJIAIOIIEH TIOCYJapCTBEHHYIO TaiiHy,
coJiepKalleiicss B TOCylapCTBEHHBIX HH(MOPMAIMOHHBIX CHUCTEMaX. YTBEP)KIEHbI IMPUKA30M
OCTIK Poccun ot 11 despans 2013 r. Ne 17.

17. TpeboBanus o 3amure HHGOPMAIUH, colepKameiicss B HHOOPMAIIMOHHBIX CHCTEMAax
obOmero monb3oBaHus. YTBepxkaeHsl mnpukazamu DCb  Poccum u  OCTOK  Poccum
ot 31 aBrycra 2010 1. Ne 416/489.



18. TpeboBanus k cucremMam OOHApYX EeHUs BTOpKeHUU. YTBepxkaeHb! mpukazom OCTOK
Poccun ot 6 nexadps 2011 r. Ne 638.

19. PykoBoasaumii 10KyMeHT. [ eonHpopMaMoHHble CHCTEMBbl. 3amuTa HHGOPMAIMH OT
HECaHKLMOHUPOBaHHOTO Joctyna. TpeboBanus mno 3amute nHpopmanuu. Y1eepxaeH @CTOK
Poccun, 2008.

20. PykoBomsmmii JOKYMEHT. 3aliuTa OT HECAHKIIMOHUPOBAHHOTO JIOCTyma K
uHpopmanuu. Yacte 2. Ilporpammuoe oOecrneueHne ©a30BBIX CHUCTEM BBOJA-BBIBOJA
MIEPCOHAIBHBIX ANEKTPOHHO-BBIUMCIUTENbHBIX MaluH. Kiaccudukanus no ypoBHIO KOHTPOJIS
OTCYTCTBHS HEACKIapupoBaHHBIX Bo3MoxHOcTed. YTBepkaeH D@CTOK Poccun 10 oxTsabps
2007 r.

21. TIlpuka3z ®AIICHU npu Ilpesunenre Poccuiickoii ®enepaunn ot 13 urons 2001 r.
Noe 152 «O06 yTBepKIAeHUU HMHCTPYKIHH 00 OpraHW3alid W oO0ecredeHuu Oe30MacHOCTH
XpaHeHus, o00paOOTKM M Tepefadd IO KaHajlaM CBSI3M C HCIOJb30BAHUEM CPEICTB
Kpunrtorpaguueckoi 3amuThl MHPOPMAIMU C OrPAHUYEHHBIM JOCTYNOM, HE cojepalien
CBECHMM, COCTABIIAIOLIUX FOCYAAPCTBEHHYIO TallHYy».

22. Ilpuka3 ®Cb Poccuu ot 9 denpans 2005 r. Ne 66 «O6 yrBepxkaenuu Ilomoxenus o
pa3paboTke, IIPOU3BOJICTBE, peannzanuu u JKCILTyaTaluu P POBATHHBIX
(kpunrorpauyecKkux) CpeaCTB 3aLIUTHl HHPOPMALTI.

23. TOCT P HUCO/M3K 13335-1-2006 WnbopmanmoHHas TexXHOJOrHs. MeTonsl u
cpeactBa obecnedenus OeszomacHocTu. Yacte 1. KoHmenumss W MoJenm MEHEIHKMEHTA
6€301acCHOCTH MH(POPMALIMOHHBIX U TEJIEKOMMYHUKAIMOHHBIX TEXHOJIOTUI

24. TOCT P UCO/MBK TO 13335-3-2007 MudopmarmonHas TexHonorus. Meronsl u
cpeactBa obecneueHus: Oe3omacHocTH. Yacth 3. Meroabl MeHeKMEHTa 0e30macHOCTH
MH(GOPMALIMOHHBIX TEXHOJIOTUI

25. TOCT P UCO/MBK TO 13335-4-2007 MupopmanmonHast TexHoJIorusi. MeToasl U
cpencTBa obecniedueHus 6ezonacHocT. Yacte 4. BoIOOp 3aIUTHBIX Mep

26. T'OCT P UCO/MDBK TO 13335-5-2006 MupopmarmonHast TexHoyiorusi. Metoasl U
cpenctBa obecrieueHus Oe3omacHocTU. Yacth 5. PyKoBOJACTBO 1O MEHEMKMEHTY 0€30MacHOCTH
CEeTH

27. TOCT P HUCO/MBK 17799-2005 HudopmanronHas texHosnorusd. IIpaxtuueckue
npaBuiIa yrnpaBieHUus: HHYOPMaIMOHHON 0€301aCHOCTbIO

28. TOCT P HUCO/M3K 15408-1-2008 WupopmanmoHHAss TEXHOJOTHS. MeTomsl u
cpencTtBa obecriedyeHus: OesomacHocTH. Kpurtepuum ouenkn 0e30macHOCTH HMHGOPMALMOHHBIX
texHosnoruil. Yacte 1. Beenenue u obmas Moaens

29. TOCT P HCO/MDBK 15408-2-2008 WudbopmannoHHas TeXHOJOTUS. MeToabl H
cpencTBa obecrieueHus: Oe3omacHOCTH. Kputepun oreHkH 0e301acHOCTH WH(OPMAIMOHHBIX
TexHonoruil. Yacte 2. @yHKIMOHATbHBIE TPeOOBaHUS 0€30MaCHOCTH

30. TOCT P HMCO/M3BK 15408-3-2008 WubopmanroHHAs TEXHOJOTHI. MeETOIbl H
cpenctBa obecrneueHus: OezomacHocTH. Kputepuu oneHku 0Oe30macHOCTH HH(POPMAIMOHHBIX
texHonoruil. Yacte 3. TpeboBanust 1oBepus kK 6€300aCHOCTH

31. TOCT P 34.10-2001. "Undopmannonnas texuonorus. Kpunrtorpadpuueckas 3ammra
uHpopmanuu. [Iporeccsl popMHUpOBaHUS U TPOBEPKH AIEKTPOHHON IH(PPOBOH moarucu"

32. TOCT P 34-11-94. "UndopmanuonHas texuonorus. Kpumnrorpaduueckasr 3ammra
uHpopmanuu. OyHKIUS XSMIHUPOBAHUS"

33. TOCT P 50922-2006 3ammura uHpopmanuin. OCHOBHbIE TEPMHHBI U OMpPEICICHHUS.
Poctexperynuposanue, 2006.

34. TOCT P 52069.0-2013 3amwmra wHpopmanuu. Cucrema crtaHmaaptoB. OCHOBHBIC
nosioxkeHusi. Poccranmapr, 2013.

35. TOCT P 51583-2014 3ammura uHdOpMaIuu. [Topsnok CO3JaHUsd
aBTOMATU3MPOBAHHBIX CUCTEM B 3alllMLICHHOM HcnoiaHeHuu. OOuue nonoxenus. Poccranapr,
2014.



36. TOCT P 51624-2000 3ammra uHpopmanuu. ABTOMAaTH3HPOBAHHBIE CHCTEMBI B
3amuieHHoM ucnosHernn. Oomue TpedoBanus. ['occranmapt Poccuu, 2000.

37. TOCT P 51275-2006 3amura uHpopmanuu. OO0bekT nHpopmaTuzanuu. PaxTopsl,
BO3/eiicTByIOMME Ha nHpopmanuio. O0miue nonoxenus. Pocrexperynuposanue, 2006.

38. TOCT P 52447-2005 3ammra wuHpopmanuu. TexHUKa 3alIUTHl HHPOpPMALUU.
Howmenxkiarypa noka3zaresnei kauecta. PoctexperynupoBanue, 2005.

39. TOCT P 50543-93 Koncrpykuuu 0azoBble Hecymme. CpelncTBa BBIYHCIUTEIBHON
TexHuku. TpeboBaHuss 1O oOOECHEeUeHUI0 3alMThl HWHGOPMALUKW U  3JIEKTPOMATrHUTHON
COBMECTHUMOCTH METOAOM 3KpaHupoBaHus. ['occtannapt Poccun, 1993.

40. TOCT P 56103-2014 3ammra uHpopMauuu. ABTOMaTU3UPOBAHHBIE CHCTEMBI B
3alIMIIEHHOM HcnofdHeHuu. OpraHuzanus W cojepikaHue paboT 1o 3alUTe  OT
MpEeIHAMEPEHHBIX  CHUJIOBBIX  JJEKTPOMAarHUTHBIX  Bo3AeiicTBuil.  OOmME  MOJIOXKEHHUS.
Poccrannapr, 2014.

41. TOCT P 56115-2014 3ammra uHpopMauuu. ABTOMaTU3UPOBAHHBIE CHCTEMBI B
3allMIIEHHOM  ucnojgHeHud. CpeacrBa  3alUMThl  OT  NIPEJHAMEPEHHBIX  CHJIOBBIX
3JEKTPOMAarHUTHBIX Bo3zaeicTBuil. O6mue TpedoBanus. Poccrannapr, 2014.

42. TOCT P HUCO/M3K 15408-1-2012 HndopmanmoHHas TeXHOJOrHs. MeTonsl Hu
cpenctBa obecrnieueHus: O6ezomacHocTd. Kputepuu onenHku Oe30macHOCTH HH(POPMAIMOHHBIX
texHonoruil. Yacts 1. Beenenue u obmas moaens. Poccranaapr, 2012.

43. TOCT P HCO/M3BK 15408-2-2013 HupopmanronHass TexHoJorus. Meroapl u
cpeacTtBa obecnieyeHus: OesomacHocTH. Kpurtepum ouenku 0e30macHOCTH HMHGOPMAIMOHHBIX
texHosoruii. Yacte 2. DyHKIMOHAIBHBIE TpeOoBaHUs Oe3omacHOCTH (TIPsIMOE MPUMEHEHHE
ISO/IEC 15408-2:2008). Pocctannapt, 2013.

44. Meronuka onpezeNeHusl aKTyalbHbIX yrpo3 0€30MacHOCTH MEPCOHAIbHBIX JAHHBIX
npu ux o0paboTke B HHGOPMALMOHHBIX CHUCTEMAax IMEPCOHAJBHBIX JaHHBIX. YTBEp)KICHA
OCTIK Poccun 14 derpans 2008 T.

45. COOpHMK BpEMEHHBIX METOAMK OLIEHKH 3alllUIIEHHOCTH KOH(HICHIMAIbHON
uH(OpMAIIMKM OT YTEUKH IO TEXHWYECKUM KaHalaMm. YTBepkaeHl octrexkomuccueit Poccun,
2002.

46. TOCT P 50922-2006 3amurta uHpopManuu. OCHOBHbIE TEPMHUHBI U OIpPEAEICHUS.
Pocrexperynuposanue, 2006.

47. TOCT P 51275-2006 3ammra unpopmarmm. O0bekT mHPOpMaTu3anuu. DakTopsl,
BO3/elcTBYIOIME HAa HH(popMaruto. O6mue nonoxxenus. Pocrexperynuposanue, 2006.

48. COOpHHK BpPEMEHHBIX METOAUK OIEHKH 3allMIICHHOCTH KOH(HUICHIIMATbHON
UHPOpPMALMU OT YTEUKHM IO TEXHUYECKUM KaHamaM. YTBepxkiaeHl ocrexkomuccueir Poccun,
2002.

49. TpeboBaHus o 3amuTe MHGOPMAIMM, HE COCTABISIOIIEH IOCYNapCTBEHHYIO TaifHY,
coJepKalIeiics B TOCYyNapCTBEHHBIX HH(OPMAIIMOHHBIX CHUCTEMax. YTBEPXKIEHBI IMPHUKA30M
OCTIK Poccum ot 11 depans 2013 r. Ne 17.

50. Mepsbl 3ammTel WHGOpPMAIMKA B TOCYNAPCTBEHHBIX HH(POPMALMOHHBIX CHCTEMaXx.
Yreepxaenslt ®CTIK Poccun 11 depans 2014 r.

51. Meroauueckue  peKOMEHJAMM 1O  TEXHMYECKOW  3amure  HH(popManuw,
cocTapsitoleil kommepueckyro Taiiny. YTBepxkaeHsl ®CTOK Poccun 25 nexabps 2006 r.

52. B) mnporpamMMmHOe OOecCHeueHHUe: CHEeLMATU3UPOBAHHOE MPOrpaMMHOE OOecredeHue
JUI TIPOBEPKH 3aIMIIEHHOCTH IMOMEUIEHUH OT YTeUuKM HMH(OpMalUM MO aKyCTUYECKOMY H
BUOPOAKyCTHUECKOMY KaHajlaM, CIELUUAlbHbIX MCCIEAOBAHUN CPEACTB BBIYUCIUTEIbHON
TEXHUKH;

53. 1) 0a3sl JaHHBIX, WH(POPMAIIMOHHO-CIIPABOYHBIE U  TIOUCKOBBIE  CHUCTEMBI:
www.fstec.ru; www.gost.ru/wps/portal/tk362.

3.2.3. Ilepnoanyeckue U31aAHNUS:



[98)

Chip/Yun: XXypHan 0 KOMNBIOTEPHOM TEXHUKE JUIs NPO(ECCHOHATIOB U ONBITHBIX
MOJI30BaTEIICH;

3ammra naopmanuu. Uucaiin: MHGopMamoHHO-METOANYECKUH Ky pHAI
Nudopmannonnas 6e3onacHocTh pernoHoB: HayuHo-npakTudeckuil xxypHai

Bonpocsr  kubepbe3onacHoctn.  Hayunblil, mnepuoguueckuii, HHGMOpMAIMOHHO-
METOAMYECKUN KypHan c 0a30BOM crenuanu3anuein B obiactu WHOOPMAIMOHHOM
6e3omacHoctr.. URL: http://cyberrus.com/

be3onacHocTh uHGOpManMOHHBIX TexHonorui. llepuoanueckuit peneH3upyeMblil
HayuHbIi xypHan HUAY MU®U. URL: http://bit.mephi.ru/

3.2.4. DJIeKTPOHHBbIE HCTOYHUKH:

I.

2.

A e

@®enepanbHas ciyk0a 1Mo TexHudeckoMmy U 3kcnopTHoMy KoHTpousto (OPCTOK Poccun)
www.fstec.ru

NudopmannonHo-cipaBoyHasi CHUCTEMa IO JOKYMEHTaM B 00JIaCTH TEXHHYECKOM
3anUThl HHpopMau www.fstec.ru

OO6pa3oBarenbHble MOPTAIbl MO PA3IMYHBIM HAMpaBICHUSIM 00pa30BaHUS U TEeMaTHKE
http://depobr.gov35.ru/

CnpaBouno-npaBoBas cuctema «KoncynsranT [Tnroc» www.consultant.ru
CrnpaBouHo-nipaBoBas cucreMa «l'apant» » www.garant.ru

®enepanbhblil nopran «Poccuiickoe odpazoBanue www.edu.ru

®denepanbHblil mpaBoBoii nopran «lOpunnyeckas Poccus» http:// www.law.edu.ru/
Poccuiickuit 6nomeTprudeckuii moptai www.biometrics.ru

Oenepanbubiii  mopran  «MH(pOpMAMOHHO- KOMMYHHKALMOHHBIE TEXHOJOTMH B
obpazoBanumn» htpp\\:www.ict.edu.ru

10. Caiit HayuHoii anekTpoHHOI 6ubnmorekn www.elibrary.ru


http://bit.mephi.ru/
http://www.fstec.ru
http://www.fstec.ru
http://www.consultant.ru
http://www.garant.ru
http://www.edu.ru/
http://www.biometrics.ru
http://www.ict.edu.ru/
http://www.elibrary.ru

4. KOHTPOJIb 1 OHEHKA PE3YJIBTATOB OCBOEHMUSA TPO®PECCHUOHAJIBHOI'O

MOAYJA
Kon n naumeHnoBanue
PO eCCUOHANBHBIX M OOITHX
KOMIICTEHITHIA, Kpurepuu onenku MeTtonsb! onieHKH
(hopmupyeMbIe B paMKax
MOJTYJISI
[IK 2.1. Ocy1iecTBasATh JleMOHCTpUpOBATh YMEHUS U TECTUPOBAHUE,
YCTaHOBKY U HACTPOUKY MPaKTUYECKHE HABBIKU B 9K3aMEH KBATH(DUKAITMOHHBIH,
OTJIEJIbHBIX MPOTrPAMMHBIX, YCTaHOBKE U HACTpOIiKe JKCIIePTHOE HAOII0IeHHE
MIPOrpPaMMHO-AMIAPATHBIX OTJENBHBIX MPOTPAMMHBIX, BBITIOJTHEHHSI TA0OPATOPHBIX
CPEJICTB 3alUThI MIPOrpaMMHO-AIIAPaTHBIX pabor,
uHpOpMaIUH. CpPEeACTB 3alMThl HH(POPMAIIUU 9KCIEpTHOE HAaOII0IeHNEe
BBITIOJTHEHUSI TPAKTUYECKUX
pabor,
OLICHKA peIICHUS
CUTYallMOHHBIX 3a/1a4,
OIIEHKa Ipoliecca u
PE3yNIbTAaTOB BBITOJHEHUS
BHJIOB paOOT Ha IMPAKTHUKE
[IK 2.2. OGecnieunBaTh JIeMOHCTpHUPOBATh 3HAHUS U TECTUPOBAHUE,
3amuTy HHQOpMAaILIUY B yMEHHS B 00ECIICUEHUH 3alIUThl | 9K3aMeH KBaJU(UKALMOHHbIH,
ABTOMATHU3HPOBAHHBIX uHpopMaInU B JKCHEePTHOE HAOII0IeHNEe
CUCTEeMax OTJEIbHBIMU aBTOMATHU3HPOBAHHBIX CUCTEMaxX | BBIMOJIHEHUS TaOOPATOPHBIX
MIPOrPaMMHBIMH, OTJICIBHBIMU TIPOTPAMMHBIMU, pabor,
MIPOrpaMMHO-AMNIAPaTHBIMU | IPOTPaMMHO-aNNapaTHbIMU JKCIIepTHOE HAOII0IeHHE
CpEICTBaMU. CpeaCcTBaMU BBITIOJTHCHHSI TPAKTUIECKUX
paoor,
OLICHKA pELICHUS
CUTYallMOHHBIX 3aj1a4,
OLIEHKa Ipolecca u
PE3yNIbTAaTOB BBIOJIHEHUS
BHJIOB Pa0OT Ha MPAKTUKE
[IK 2.3. Ocy1iecTBasATh BrimonHenue nepeuns padbot 1o TECTUPOBAHUE,
TeCTUpOBaHUE (DyHKITHIA TECTHPOBAHUIO (PYHKIUI 9K3aMeH KBaIH(UKAMOHHBIMH,
OTJIEbHBIX MPOTPAMMHBIX U | OTAEIbHBIX MPOTPAMMHBIX U JKCIIepTHOE HAOI0IeHHE
MPOrpaMMHO-aNMNapaTHbIX MpOrpaMMHO-aNMapaTHbIX BBITIOJIHEHHST Ta00paTOPHBIX
CPEJIICTB 3alUThI CPEICTB 3alIUThl HHPOPMAIIUU pabor,
uHpOpMaLUH. 9KCHEePTHOE HAOIIOIeHNEe
BBITNIOJTHEHUSI TPAKTUYECKUX
pabor,
OLICHKA peIICHUS
CUTYallMOHHBIX 3a/1a4,
OLICHKa Ipoliecca u
PE3YJIBTATOB BBITOJIHEHUS
BHJIOB paOOT Ha MPAKTHUKE




[IK 2.4. Ocy1iecTBasiTh
00paboTKy, XpaHEHHE U
nepeaady nHGOpMaLUu
OTPaHUYEHHOTO JOCTYyTIA.

HpOHBHSITB 3HaHWsA, HABBIKU U
yMEHHUs B 00paboTKe, XpaHSCHUH 1
nepeaaye HHGopMaIuu
OTpaHUYEHHOTO JOCTyIa

TECTUPOBAHUE,
9K3aMeH KBaIH()UKAIMOHHBIMH,
JKCIIEPTHOE HAOIIOICHIE
BBITTOJTHEHHSI Ta00paTOPHBIX
pabor,

JKCTIEPTHOE HAOIIOICHHE
BBITOJTHEHUS TIPAKTHUECKUX
pabor,

OLICHKA PEIICHUS
CUTYaIlMOHHBIX 3a]1ad,

OLICHKA Ipoliecca u
Pe3yJIbTaTOB BBHITOJTHEHHUS
BUJIOB Pa0OT Ha MPAKTHUKE

[IK 2.5. YHuuroxaTh
MHPOPMALINIO U HOCUTEIH
nHpopManuu ¢
HCIIOJIb30BAaHUEM
MIPOrPaMMHBIX U
MIPOrPaMMHO-AIIIAPATHBIX
CPEIICTB.

JleMoHCTpanus anropurma
MpoBeICHUs paboT 1Mo
YHUYTOKEHHIO HH()OpMALUH U
HocuTenel nHdopMaIu ¢
UCTIOJIb30BaHUEM IPOTPAMMHBIX U
NpOrpaMMHO-aNIapaTHbIX
CpencTB

TECTUPOBaHUE,
9K3aMeH KBaIU()UKAMOHHBIMH,
IKCIEPTHOE HAOIIOIeHUE
BBIMIOJTHEHUSI JTA00PATOPHBIX
pabor,

JKCIIEPTHOE HAOIIOICHIE
BBITTOJIHEHHSI TPAKTHYESCKIX
pabor,

OLICHKA PEIICHUS
CUTYallMOHHBIX 337134,

OLIEHKa TIpoliecca u
PE3yJIbTaTOB BBITIOJHEHHS
BUJIOB pa0OT HA MPAKTUKE

[IK 2.6. Ocy1ecTBasTh
PETUCTPAIIIO OCHOBHBIX
COOBITHIA B
aBTOMATH3UPOBAHHBIX
(nH(OPMAITMOHHBIX )
crcTeMax, B TOM YHUCIIE C
WCTIOJIb30BaHUEM
MPOTPAaMMHBIX U
IPOTrpaMMHO-aImapaTHBIX
CpeAcTB OOHApYKEHHUS,
MPEIYIPEKACHUS U
JTUKBUIALNY TTOCIIEACTBUN
KOMIIBIOTEPHBIX aTaK.

[IposABNATH 3HaHUS U YMEHUS B
3alIUTe aBTOMaTU3MPOBAHHBIX
(MH(OPMAITMOHHBIX) CHCTEM C
HCIOJIb30BAaHUEM ITPOrPAMMHBIX U
[IPOrpaMMHO-AMNIapPaTHBIX
cpeAcTB OOHapy KeHHUs,
MpenyNpexACHNS U TUKBUIAALUN
MOCTIEICTBUI KOMIIBIOTEPHBIX
aTax

TECTUPOBAHUE,
9K3aMeH KBaITH()UKAIMOHHBIMH,
JKCIEPTHOE HAOIIIOICHHE
BBIMOJIHEHHSI TA00paTOPHBIX
pabor,

IKCIEPTHOE HAOIIOICHUE
BBITIOJTHCHHSI PAKTUIECKUX
pabor,

OIICHKA PEIICHHUS
CUTYaIlMOHHBIX 3a]1ad,

OIICHKa IpoIriecca u
Pe3yJIbTaTOB BBHIIOJHEHUS
BHJIOB PaOOT Ha MPAKTUKE




JUCT UBSMEHEHUM U TONMOJIHEHUA, BHECEHHBIX B
PABOYYIO ITPOI'PAMMY

_IIM.02 BAITIUTA UTHOOPMAIINN B ABTOMATHU3NMPOBAHHBIX
CUCTEMAX IMTPOI'PAMMHGBIMU U ITPOTPAMMHO-AINTITIAPATHBIMUA

CPEJACTBAMMU

Ne 1 usmenenus, ot 26.08.2024r.

BbLJIO
OK 01. Bribupats criocoOb!I pemeHus 3a1a4d
npodeccHoHaTBHOM IeATeTFHOCTH,
MPUMEHUTENBHO K Pa3IHYHBIM KOHTEKCTaM.
OK 02. OcyuiecTBisTh NOUCK, aHATIU3 U
WHTEPIpeTauio HHPOPMaU1, HEOOXOTUMON AJIs
BBITIOJTHEHUS 337124 PO(ECCHOHAIBHOM
JIeSITEILHOCTH.
OK 03. IImanupoBaTh U peain30BHIBATH
cOOCTBEHHOE MPOPECCUOHATLHOE U INYHOCTHOE
pasBUTHE.
OK 04. PaboTtaTh B KOJUIEKTUBE U KOMaHJIE,
3¢ PEKTHBHO B3aUMOJICHCTBOBATH C KOJUIETaMH,
PYKOBOJCTBOM, KIIMEHTAMHU.
OK 05. OcyuiecTBisTh YCTHYIO U MUCbMEHHYIO
KOMMYHHUKAIIMIO Ha TOCYAAPCTBEHHOM SI3BIKE C
Y4€TOM OCOOEHHOCTEH COIMaIbHOTO U
KYJIETYPHOTO KOHTEKCTA.
OK 06. IIposBasaTh Tpaxk IaHCKO-TTATPHOTHUIECKYIO
MO3UIIHIO, IEMOHCTPHUPOBATH OCO3HAHHOE
MOBE/ICHNE Ha OCHOBE TPaJULIMOHHBIX
o011eueIoBeYecKiX IIEeHHOCTEH, TPUMEHSITh
CTaHapThl AHTUKOPPYIIIIHMOHHOTO TTOBEACHUSI.
OK 07. ConeficTBOBaTh COXpaHEHHUIO
OKpYKaroIIel cpesibl, pecypcocOepekeHuto,
3¢ (peKTUBHO NEeHCTBOBATH B UPE3BBITAMHBIX
CUTYaIUsAX.
OK 08. Hcnone3oBath cpeacTBa pruzndeckoit
KYJIBTYPHI TSI COXPAHEHUS U YKPETUIEHUS
3JI0POBBS B Mpo1ecce MpoPeccnoOHaTbHON
JEeSITENbHOCTH U TIOAIepKaHusl He0OX0AUMOTO
ypOBHS (GU3NIECKON TOATOTOBIEHHOCTH.
OK 09. Mcrionb30Bate HHPOPMAITMOHHBIE
TEXHOJIOTHHU B MPO(ECCHOHATBHOM esITeNbHOCTH.
OK 10. ITonp30BaThes npodeccHoHanbHOR
JIOKYMEHTAIINEeH Ha TOCYAapCTBEHHOM H
WHOCTPAHHOM SI3BIKAX.
OK 11. Ucnonp30Bathk 3HaHUs 10 PUHAHCOBON
TPaMOTHOCTH, TUTAHUPOBATh
MPEeINPUHAMATEIBCKYIO IEATEIbHOCTD B
npodeccuoHaEHOH cdepe.

CTAJIO
OK 01. Brioupars crmocoObI pereHus 3amad
npodecCHOHATLHON e TeTbHOCTHA TPUMEHUTEIHHO K
Pa3IUYHBIM KOHTEKCTaM;
OK 02. Ucnonb30BaTh COBPEMEHHBIE CPEICTBA MTOKCKA,
aHaM3a ¥ MHTEPIPETay HHPOPMAIUU U
WHPOPMAaIMOHHBIE TEXHOJIOTHH JIJIsI BHITTOIHEHHUS 33144
npodecCHOHANBHON e TeIbHOCTH;
OK 03. [TmanupoBaTh U pean30BBIBATE COOCTBEHHOE
npodecCHOHANBEHOE ¥ TMYHOCTHOE Pa3BUTHE,
MPEANPUHUMATEIBCKYIO IESTEILHOCTD B
npodeccuoHabHON cdepe, UCII0IB30BaTh 3HAHUS 110
MPaBoOBOH M (PMHAHCOBOI IPaMOTHOCTH B Pa3IHYHBIX
KHU3HEHHBIX CUTYalusX;
OK 04. DddexTrBHO B3aMMOEHCTBOBATE U PabOTATh B
KOJIJIEKTHBE ¥ KOMaH/IE;
OK 05. Ocy1miecTBIsITh yCTHYIO M TUCBMEHHYIO
KOMMYHHKAIIHIO HA TOCYapCTBEHHOM s13bIke Poccuiickoi
denepanyu ¢ y1€TOM 0COOEHHOCTEH COMMAIBHOTO 1
KyJIbTYPHOTO KOHTEKCTa;
OK 06. IIposiBIATE TpakJaHCKO-ATPUOTUYECKYIO
MO3ULHIO, IEMOHCTPUPOBATh OCO3HAHHOE IIOBEACHHUE Ha
OCHOBE TPAJUIIMOHHBIX POCCHICKHUX TyXOBHO-
HPaBCTBEHHBIX IIEHHOCTEH, B TOM YHCJIE C YUYETOM
rapMOHHM3ALMN MEXHATMOHABHBIX U MEKPETUTHO3HBIX
OTHOUIEHUH, IPUMEHATh CTaHIAPThl aHTUKOPPYILIUOHHOTO
MIOBEICHUS;
OK 07. ConeiicTBOBaTh COXpaHEHHIO OKPYXKArOIIel cpepl,
pecypcocOepexeHnI0, TPUMEHSITh 3HAHNS 00 N3MEHEHHH
KJIUMaTa, IPUHIUIIB OEPEXITUBOTO MTPOU3BOICTBA,
3¢ PEeKTUBHO JCHCTBOBATH B YPE3BBIYAHHBIX CUTYAIHSAX;
OK 08. Hcronb30Bath cpeacTBa (PU3MUECKON KYIBTYPhI
JUTS COXPaHEHUS M YKPETJICHHSI 3I0POBBS B IIpoIIecce
npodecCHOHANTLHON NeSTETbHOCTU U MO ICPKaHUs
HEO0X0IMMOTO YPOBHS (PU3NUECKON TOATOTOBICHHOCTH;
OK 09. [Tonp3oBaThcs IpoheccHOHATBPHON JOKYMEHTAIMEH
Ha TOCYJapCTBEHHOM M MHOCTPAHHOM SI3bIKaX.




OcHosanue: npukas Munnpocsemenns Pocenn ot 03.07.2024 Ne464 «O BHecennn H3IMEHEeHHH B
denepaibHEIe TOCYIAPCTREHHBIE 00pa3oBaTe/IbHBIC CTAHAAPTHI CPEIAHETO NPOdECCHORATEHOTO
ofpasosanusy (3apernctTprposaso B Muntocte Pocernn 09.08.2024 Ne79088):

TNpenacenarens TTLK A / PapkaGosa AH.




