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1. OBIIASI XAPAKTEPUCTUKA PABOUYEM ITPOT'PAMMBI
MMPO®ECCHUOHAJIBHOI'O MOAYJIAA

IIM.01 SKCIIVIYATALIUSA ABTOMATU3UPOBAHHBIX (MH®OPMALIMOHHDbIX)

CUCTEM B 3AIIIMIITEHHOM UCITOJIHEHUHU

1.1. Heab ¥ muiaHupyembie pe3yJbTaThl 0CBOeHHS PO ecCHOHAIBHOT0 MOTYJIS

1.1.1. B pe3ynbTrare usyueHus: npodeccuoHalIbHOTO MOMYJIS CTYACHT JIOJDKEH OCBOUTH OCHOBHOM

BUO ACATCIBHOCTHU 3Kcnﬂyamaz4u}z asmomamusupoeanHblx (qubOpMal/!MOHHblx) cucmem 6

sauyyeHHomM ucnoiHeruu 1 COOTBETCTBYIOIINEC EMY HpO(I)eCCI/IOHaHBHLIC n O6I.I.II/I€ KOMIICTCHIIUU

Kon HaumeHoBaHue BUIOB 1eITeJIbHOCTH U NPOdecCHOHATbHBIX KOMIIeTeHIHI

BA1 IKeIIyaTalusi  aBTOMATH3HPOBAHHBIX  (MHPOPMALMOHHBIX) CHCTEM B
3aLUIIEHHOM MCIOJTHEHUH

I[IK 1.1. | Ilpou3BOguTh yCTAaHOBKY M HACTPOWKY KOMIIOHEHTOB aBTOMAaTH3UPOBaHHBIX
(uH(pOpPMAIIMOHHBIX) CHCTEM B 3alllMIIEHHOM HCIIOJIHEHUH B COOTBETCTBUU C
TpeOOBAHUSAMH SKCIUTYaTaALlMOHHOM JJOKYMEHTAIUH.

IIK 1.2. | AaMuHHCTpUpOBaTh MpPOrpaMMHbIE W  [POTrPaMMHO-ANNapaTHblE  KOMIIOHEHTBI
aBTOMAaTU3UPOBAHHON (MH(POPMAIIMOHHOI) CUCTEMBI B 3AIUIIIEHHOM HCIIOJIHEHUH.

IIK 1.3. | O6ecneunBaTh OecrniepeOoitHyr0 pabOTy aBTOMATH3WPOBAHHBIX (MHGOPMAIIMOHHBIX)
CUCTEM B 3allMIICHHOM MCIOJHEHMM B COOTBETCTBUM C  TpeOOBaHUAMMU
HKCIUTyaTallMOHHON JOKYMEHTALUH.

[IK 1.4. | OcymecTBiATh MPOBEPKY TEXHUUYECKOTO COCTOSHHS, TEXHHMYECKOE OOCIYyXHBaHUE U

TEKyIIUil PEMOHT, YCTPaHATh OTKa3bl M BOCCTAHABIMBAaTH pPabOTOCHIOCOOHOCTH
aBTOMAaTU3UPOBAHHBIX (MH(POPMALIMOHHBIX) CUCTEM B 3alUILIEHHOM HUCIIOJIHEHUH.

1.1.2. O01me KOMIeTeHI MM

Kon HanMeHnoBaHue BUIOB JeATEJIbHOCTH H PO ECCHOHANBHBIX KOMIIETEHIIUI

OK 1. | Boibupath ciocoOsl perieHus 3a1a4 npopecCHOHaTbHON AeSTeIbHOCTH, TPUMEHUTEIBHO
K Pa3IMYHBIM KOHTEKCTaM.

OK 2. | OcymecTBasiTh NOUCK, aHAIU3 U HHTEPIIPETALIMIO HHPOPMAIIH, HEOOXOTUMOM JUIs
BBINOJIHEHMS 3a/1a4 IPOPECCUOHATIBHOMN 1EATEIBHOCTH.

OK 3. | [InanupoBaTh U peaar30BbIBaTh COOCTBEHHOE MPO(ECCHOHAIBHOE U IUYHOCTHOE
pasBUTHE.

OK 4. | PaGoraTh B KOJUIEKTUBE U KOMaH[E, 3(p(HEKTUBHO B3aUMOICHCTBOBATH C KOJUIETAMH,
PYKOBOJICTBOM, KJIIMEHTAMHU.

OK 5. | OcymiecTBIsATh YCTHYIO ¥ MIMCBMEHHYI0 KOMMYHHKAIIAIO Ha TOCYIaPCTBEHHOM SI3BIKE C
Y4€TOM 0COOEHHOCTEH COLMAIBHOIO U KYJIbTYPHOI'O KOHTEKCTA.

OK 6. | IIposBIATH rpaxk/1aHCKO-NATPUOTUYECKYIO MTO3UIUIO0, IEMOHCTPUPOBATh OCO3ZHAHHOE
MOBEJICHHE Ha OCHOBE TPAJAUIIMOHHBIX O0IIEUETI0BEYECKUX IEHHOCTEH.

OK 7. | ConelicTBOBaTh COXpaHEHHIO OKPY KAIOLIEH cpeabl, pecypcocOepexerno, 3(h(HeKTHBHO
JIEMCTBOBATH B UPE3BBIYANHBIX CUTyaLUsIX.

OK 8. | Ucnonb3oBath cpencTBa GpU3MUECKON KYJIbTYphI ISl COXPAaHEHUS M YKPEIUICHUS 3/I0POBbS

B Tporiecce MpodhecCuOHaTBHON NeITeTFHOCTH U TIOIIEPIKaHe HEOOXOIUMOTO YPOBHS
¢bu3nYeCcKOil MOATOTOBICHHOCTH.




OK 9. | Ucnonp3oBaTh HHPOPMALMOHHBIE TEXHOJIOTHH B TPOPECCHOHATBHOMN 1EATEIIbHOCTH.

OK 10. | ITomb3oBaThCs MpohecCHOHAILHOW JOKYMEHTAIMEH Ha rOCy1apCTBEHHOM M HHOCTPAHHOM
SI3BIKAX.

OK 11. | [Tonp3oBatbes mpodecCHOHATBHOM TOKYMEHTAIlMe Ha TOCYJapCTBEHHOM M HHOCTPAaHHOM

SA3bIKa

1.1.3. B pesynbTare ocBoCHUS MPO(EeCCHOHAIEHOTO MOTYJISl CTYJCHT JIOJIKEH:

HNmern

NPaKTHYeCKU

OIIbIT

| YCTAHOBKM M HACTPOMKH  KOMIOHEGHTOB  CHCTEM  3allUThl  MH(DOPMAIHH
aBTOMAaTH3UPOBAHHBIX (MH(POPMAIMOHHBIX) CUCTEM;

| aIMMHHCTPHPOBAHHUS ABTOMATH3HPOBAHHEIX CUCTEM B 3alIMIICHHOM UCIIONHCHHUI;

| SKCIUTyaTanuM KOMIIOHEHTOB CHCTEM 3aliMTHl MH(OPMAIMH aBTOMATH3MPOBAHHBIX
CHCTEM;

| IMAarHOCTHKM KOMIIOHEHTOB CHMCTEM 3alMThl MH(MOPMAIHH aBTOMATH3MPOBAHHBIX
CHCTEM,  YCTpaHEHHs  OTKa3oB W  BOCCTaHOBIEHHA  PabOTOCIOCOOHOCTH

| aBTOMATH3MPOBAHHBIX (MHGOPMALMOHHBIX) CUCTEM B 3aLUHMIICHHOM HCIIOIHCHUH

yMeTb

OCYILIECTBIATH KOMILJIEKTOBAHUE, KOH(HTYypHpOBaHHE, HaCTPOUKY
aBTOMATHU3UPOBAHHBIX CUCTEM B 3all[UIICHHOM WCIIOJIHEHUM KOMIIOHEHT CHCTEM
3alUThl THPOPMAIMH aBTOMATU3UPOBAHHBIX CUCTEM;

i OpraHU30BbIBATh, KOH(YUTYPHUPOBATH, TPOU3BOIUTE MOHTAXK, OCYIIIECTBIISTh
JUAarHOCTHKY M yCTPaHSITh HEHCIIPABHOCTH KOMIIBIOTEPHBIX CETeH, paboTaTh C

| CETEBBIMU MPOTOKOJIAMHU PasHBIX YPOBHEH;
OCYIIECTBISITh  KOHOUTYPUPOBAHUE, HACTPOWKY KOMIIOHEHT CHUCTEM  3allWThI
WHQOPMAIH aBTOMATU3UPOBAHHBIX CHCTEM;

| POM3BOIMTH YCTAHOBKY, AJANTALMIO M CONPOBOXKICHHE THIIOBOTO MPOrPAMMHOIO
obecrieyeHusi,  BXOIAIIETO B COCTaB  CHCTEM  3alllUThl  WH(pOpMAIUH
aBTOMaTPISPIpOBaHHOfI CHUCTEMBbI

| HACTpamBATh M YCTPAHATH HEHCIPABHOCTH POrPAMMHO-AMIAPATHEIX CPEICTB 3aIIHTHI

| MHpOPMAIUK B KOMIBIOTEPHBIX CETAX 10 3a/[aHHBIM IIPaBHIIaM;

| obecnieunBaTh pabOTOCIOCOOHOCTD, 0OHAPYIKUBATH U YCTPAHSTH HEHCIIPABHOCTH

3HAThb

COCTaB M MPUHIUIIBI pA0OTHl ABTOMATHU3UPOBAHHBIX CUCTEM, OIEPAIMOHHBIX CUCTEM U

| cpex;
[IPHHIIUIIBI pa3paboTKu aJITOPUTMOB [Iporpamm, OCHOBHEBIX [IPHEMOB
MPOrpaMMHUPOBaHMSI;

" Momenu 6a3 JIaHHBIX;

i MPUHIIMITBI TOCTPOCHUS, HU3NUECKUE OCHOBBI PA0OTHI Mepu(EPUIHBIX YCTPOICTB;

~TeopeTI/IquKI/Ie OCHOBBI KOMITBIOTEPHBIX CETCH M MX alllapaTHBhIX KOMIIOHEHT, CETEBBIX
MOJIEJICH, IPOTOKOJIOB ¥ MPUHIIMIIOB aJIPECaIlny;

~n0psm01< YCTaHOBKM M BBOJa B JKCIUTyaTallMIO CPEICTB 3allUTHl WHGOpPMAIVH B
KOMITBIOTEPHBIX CETSIX;

~anHumnm OCHOBHBIX METOJIOB OpraHM3allMd U TPOBEACHUS TEXHUYECKOI'O
o0CTyXKMBaHHUS BBIYMCIUTEIBHON TEXHUKHM W JIPYIHMX TEXHUYECKUX CPEICTB
MH(MOpPMAaTHU3ALMH.

1.2. KosimuecTBO 4aCOB, 0TBOAUMOE HA OCBOCHHE NPO(PEeCCHOHATBLHOI0 MOAY IS

Bcero 591 uac, 3 HUX
Ha ocBoeHue MJIK — 391 yacoB, B TOM 4HClIE

Ha NpoMexyTouHyo arrectanuo no MJIK — 10 gacos,

Ha npakTuk — 200 yacos




2. CTPYKTYPA U COAEPKAHUE ITPO®PECCHUOHAJIBHOI'O MOAYJIA
2.1. CtpykTypa npo(ecCHOHAJIBLHOI0 MOLYJISI

O6BeM npodeccHOHATLHOI0 MOAYJIs, Yac.
O6BeM O06yuenne no MJIK, B yac. TIpakTuku
Konmpr o6 B B TOM YHCJIE
pa3oBa
npodeccronan | HammeHoBaHUs pa3ienoB IpodecCHOHATEHOTO . CamocrosT
TEJIbHOU Kypcosag yueOHas IIPOU3BOICTBEHHAS
BHBIX OOIIHAX MO BCETO, 71a00paTOPHBIX U elpHast
. MIPOrpaMMBl, pabota TpaKTUKa, MpaKTUKa, 1
KOMITETEHIIUN 4acoB MIPaKTUIECKHUX pabora
gac. N (poexT), 4acoB 4acoB
3aHATHH
qacoB
K 1.1. MJIK.01.01 OnepanuoHHbIE CUCTEMBI 108 78 36 - — 18
OK 1-OK 11| MJIK.01.02 ba3bl qaHHbBIX 108 78 40 18
MJIK.01.03 Cetu u cuctemsl nepenadu 68 54 20 17
uHpopmaiuu
IIK 1.2, M/IK.01.04 DkcrutyaTanus
[IK 1.3, aBTOMAaTU3MPOBAHHBIX 182 144 30 26
K 1.4 (nH(pOPMAIIMOHHBIX) CHCTEM B
OK 1-0K 11 3alMUIIICHHOM HUCIIOJIHCHUN
MJK.01.05. DkcrmyaTanust
o yara 182 144 60 - _ 2%
KOMITBIOTEPHBIX CETEN
IIpousBoacTBeHHAs MPaKTHKA (IO IPOQHITIO
CIIEITUATHFHOCTH ), 9aCOB (eCITH 216 106 106 _
MPeIyCMOTPEHA UTOTOBAs
(KOHLIEHTPUPOBAHHAS) IPAKTHKA)
IpoMe:kyTOYHAS ATTECTALUS? 68 68 — - - - -
DK3aMeH 110 TPOPECCHOHATBEHOMY 18 18 B _ _ _ 100
MOJTYJIEO
Bcero: 882 498 186 - 106 106 -

TIpuMepHast TeMaTHKa CaMOCTOSTEIBHBIX PaboT B paMKaX 00pa3oBaTeIbHOM MPOTrpaMMBbI IUIAHHPYETCsl 06pa30BaTENbHOM OpraHu3alKeil ¢ COOTBETCTBHH ¢ TpeboBarmamu OI'OC
CIIO B mpenenax o6bpeMa mpodecCHOHATHHOTO MOIYIS B KOJIMYECTBE YacOB, HEOOXOANMOM JUISI BRIITOJTHEHUS 3aJaHUH CaMOCTOSATEIEHONW paboThl 00yJaromuxcs, IpeayCMOTPEHHBIX
TEMaTHYECKHUM IIJIAHOM H COAEPKaHNEM yueOHOH NUCIUIIINHBIL.

2 Bb1O0p (hopMbI MPOMEXKYTOUHOM aTTECTallMK B OCHOBHBIX 00Pa30BaTelIbHBIX MPOrpaMMax OIpeeNseTcss 00pa30BaTeNbHON OpraHu3alei.



2.2. Temamuueckuii nnaun u cooepicanue npogheccuonanvno2o mooyas (IIM)

HaumenoBanue
pa3aesioB U TeM

npodeccuoHaJIbLHOI0 Conep:xxanue y4yeOHOro MaTepuaJa, JadopaTopHbie padoThl M PAKTHYECKHE 3aHATHS, Oo0bem
moayas (IIM), CaMOCTOSITe/IbHASA padoTa 00yYaroumuxcst 4acoB
MEKIN CHUTITHHAPHBIX
kypcoB (M/IK)
1 2 3
Pa3zjnen 1 moaysisi. YCTaHOBKA M HACTPOIIKA ABTOMATU3UPOBAHHBIX (MHGOPMAIIMOHHBIX) CMCTEM B 3aIIIUIIIEHHOM HCIOJTHEHUH 177
M/AK.01.01 OnepanuoHHbIe CHCTEMbI 78
Pa3zpgen 1. DiieMeHTHI TeOpPHH ONEPANHMOHHBIX cucTeM. CBOMCTBA ONEPALMOHHBIX CHCTEM
Tema 1.1. OcHOBBI Conep:xanue 6
TEOPUU OTIEPALIMOHHBIX Onpenenenue onepauoHHON cucteMbl. OCHOBHBIE OHATHS. VIcTOpUS pa3BUTHS ONEPALIMOHHBIX CHCTEM.
CUCTEM Bunpt onepanmonnsix cuctem. Knaccnukaius onepaioHHBIX CUCTEM IO Pa3HBIM IPU3HAKAM.
OnepannoHHas cucteMa Kak nHTepdeiic Mexay IporpaMMHBIM U anmnapaTHeIM obecriedeHreM. CucTeMHbIe
BbI30BBL. MccnenoBanus B 00J1acTH ONEPaIiMOHHBIX CUCTEM.
Tema 1.2. Mamuaso- Conep:xkanue 8
3aBHCHMBbIE U MAIIUHHO- 3arpy3uuk OC. Mnunmanuzauus annapatHeix cpeacts. [Ipouecc 3arpy3ku OC.
HE3aBUCUMBIE CBOMCTBA [Tepenocumocts OC. MammunHo-3aBucumMbie Moayian OC. 3agaun OC no ynpaBjieHHUIO onepalusiMi BBOa-
OIIEPAIHOHHBIX CUCTEM BbIBOJIa. MHOrOCI0MHas MOJIENb MOJCUCTEMBI BBOJA-BbIBOIA. [IpaiiBepsnl. [logaep:xka onepauunii BBOJa-
BBIBOJIA.
Pabota c daitmamu. daiinoas cucrema. Bunpl daiinoBsix cucteM. @usznueckas opranuzanus aitioBoi
cuctembl. Turbl daiinoB. daitoBbie onepalyy, KOHTPOJb A0CTyMa K (paitiam.
TemaTnka NPaKTHYECKUX 3aHATHI U JJAa00PATOPHBIX padoT 8
Buptyansusie mamunsl. Coznanue, Mmoaudukanus, padorta
Ycranoska OC
Co3nanue U u3ydeHue CTPYKTYphI pa3/iesioB KECTKOIO JUCKA
Omneparuu ¢ dainamu
Tema 1.3. MoaynbHas Coaepxxanue 2




CTPYKTYypa OlepaiiOHHbIX
CUCTEM, IIPOCTPAHCTBO
10JIb30BATENS

Dk3o0s1po. Mojens kimeHT-cepBep. Pabora B peskume monib3oBatesnst. PaboTra B KOHCOIEHOM PEXHIME.
O00109KH OTIePAITMOHHBIX CUCTEM.

TemaTuka NpakTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

Pa6ota B KOHCONBEHOM U IpaUUECKOM peKHUMax

Tema 1.4. Ynpasnenue
MaMATBIO

Conepxanue

OcHoBHoe ynpaBieHue namaTeo. [lonkauka. BupryanpHas maMsaTb. AIrOpUTMBL 3aMEILIEHUS CTPAHUL.
Bompocsr pa3paboTku cucTeM CO CTpaHUYHOM opranu3anueit namsata. Bompock! peanmsanuu. CerMeHTanus
IHaMATHu

TemaTuka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

MOHI/ITOpI/IHr 3a UCII0JIb30BAHUEM ITaMsATH

Tema 1.5. Ynpasnenue

Conepxanue

npoleccamu, [Tonstue nporuecca. [lonstre noroka. [lonsaTue npuopurera U oyepeau MpoIeccoB, OCOOCHHOCTH
MHOTOITPOIIECCOPHBIE MHOTOITPOIIECCOPHBIX CUCTEM. MeXIpoIiecCopHOE B3auMo/IeiicTBHE
CUCTEMBbI [TonsiTre B3auMoOI0KUPOBKU. Pecypchl, oOHapykeHHe B3auMoOI0KUpoBOK. M30eranue B3auMoOI0KHPOBOK.
[TpenorBpamieHue B3auMoOI0KHPOBOK
TemaTuka NpakKTHYECKUX 3aAHATHH 1 JIa0OPATOPHBIX padoT
VYnpasieHue npoueccamm»
Habmronenue 3a UCIIONB30BaHUEM PECYPCOB CUCTEMBI
Tema 1.6. Conep:xanue

Bupryanuzanusa n
00JIaYyHBbIE TEXHOJIOTUH

TpeboBanusi, mpuMeHsieMble K BUpTyainu3amnuu. [ unepsuzopsl. TexHomoruu 3QpGeKTUBHON BUPTYaTU3aINH.
Bupryanuzanus namsati. Bupryanusanus BBoJa-BsiBoAa. BupTyanbsHble yerpoiicTBa. Bonpocst
JTUICH3UPOBAHUS

O06nayHbIe TEXHOJIOTHUHU. HccnenoBanus B obyactu BUPTyaJIn3aliuu U 00J1aK0B

TemaTuka NMPaKTUIECCKUX 3aHATHI 1 naﬁopaTopnblx paﬁoT

N3ydenue npumepoB BupTyanbHbix MaunH (VMware, VBox)

Pa3znen 2. be3onacHoCTh ONePauMOHHBIX CUCTEM

Tema 2.1. IIpunuunst
MOCTPOEHUS 3aIlUThI
uHpOpMaIny B

Conepxanue

[Tonstue 6e3omacHoctu OC. Knaccudukanus yrpo3 OC. ctounuku yrpo3 HHPOPMALMOHHOM O€30MaCHOCTH U
00BeKTHI Bo3aeicTBus. [Topsmok obecnieuenus: 6e30macHOCTH HH)OPMAITUH MTPH SKCILTyaTaIluH OTIepallHOHHBIX




OINCPalIMOHHBIX CUCTEMAX

cucreM. LlItaTabie cpenctBa OC 11 3aUThl HH(OPMAIHH.

AyTeHTHUUKAIHS, aBTOPH3AILNS, ayIHT.

TemaTuka NPpaKTHYECKUX 3aAHATHH U J1a0OPATOPHBIX padoT

ynpaBHeHI/Ie YUCTHBIMU 3alTUCAMU MOJIL30BaTeNIed U AOCTYIIOM K peCypcaM

Ayaut cOOBITHIA CUCTEMBI

I/IsyquHe IOTATHBIX CPCACTB 3allIUTLL I/IH(bOpMaI_[I/II/I B OIICPAIMOHHBIX CUCTEMAX

Pazpnen 3. OcobeHHocTH padoThl B COBPEMEHHBIX ONEPANMOHHBIX CHCTEMAX

Tema 3.1. OnepanyoHHbIe
cucteMbl UNIX, Linux,
MacOS u Android

Conep:xkanue

0630p cucremsl Linux. ITponeccol B cucreme Linux. Ynpapinenue mamsaTeio B Linux. BBoa-BBIBO B cucTeMe
Linux. ®aiinosas cuctema UNIX.

Omnepanuonnbie cucteMbl cemeiictBa Mac OS: ocobeHHOCTH,
MIPEUMYIIECTBA U HEJOCTATKH.

Apxurekrypa Android. ITpunoxxenus Android

TemaTuka NpakTHYECKUX 3aAHATHH 1 J1a0OPATOPHBIX padoT

Coznanne quctpuObroTHBalLinux. YcTaHOBKA.

Pa6ora B OC Linux.

Tema 3.2. OnepannonHas
cucteMa Windows

Conep:xanue

Crpykrypa cuctemsl. [Ipouecce u noroku B Windows. Ynpasnenue namstbio. BBoa-BeiBox B Windows.

TemaTuka NpakTHYECKUX 3aAHATHI 1 J1a0OPATOPHBIX padoT

YcraHoBKa 1 nepBUYHast HacTpoiika Windows.

Tema 3.3. CepBepHble
OICPpaliMOHHBIC CUCTCMBbI

Conepxanue

OcnoBHoe Ha3zHaueHHe cepBepHbIX OC. Ocobennoctu cepBepHbix OC. Pacnipenenennbie (hailioBbIe CHCTEMBI.

TemaTuka NpakTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

Pabota c cereBoii ¢aitnnoBoii cucTeMoH.

Pa6ota ¢ cepBepnoit OC, nanpumep, AltLinux.

IIpumepHas TeMaTHKa camMocTosiTe1bHONM padoTsl npu n3ydyennu M/IK.01.01
1. Co3ganue BUPTyaIbHON MAIIHHEIL.

VYcranoBka OnepaHHOHHOﬁ CHUCTCMBI.

2
3. Amnamms xypHana ayauta OC Ha pabodem MecTe.
4. W3yuycHHe aHATMTHYECKUX 0030POB B 00JIACTH MOCTPOSHUS CUCTEM 0€30IaCHOCTH OTIEPAI[HOHHBIX CHCTEM.
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IIpomexyrounas arrecranmusa no MJIK.01.01
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MJIK.01.02 ba3bl JaHHBIX 78
Pazgea 1. OcHoOBBI TeopuM 0a3 JaAHHBIX
Tema 1.1. OcHOBHEIE Conep:xkanue 4
MOHSITHSI TeOpUU 6a3 [TonsiTre 6a3bl naHHBIX. KOMIIOHEHTHI CUCTEMBI 0a3 TaHHBIX: JaHHBIE, allllapaTHOe 0OecIeueHue,
JNaHHbIX. MoJenu JaHHBIX | IporpaMMHOE obecriedeHne, moib3oBarenn. OJHOMOIb30BaTeICKUE M MHOTOIIOJIB30BATEIBCKUE CUCTEMBI 0a3
naHHBIX. IHTEerpupoBaHHbIe 1 001ue nanHbie. OOBEKTHI, CBOMCTBA, OTHOIICHUS. [[eHTpann3oBaHHOE
yIpaBjeHUE JAaHHBIMU, OCHOBHBIC TPEOOBAHUSI.
Mopenu nanubix. Mepapxuueckue, ceTeBbie U PEIISIIMOHHBIC MOJICIIA OpTaHU3aIH TaHHbBIX.
[TocTpensioHHbBIE MO/IETU TaHHBIX.
TepmuHonorus pensunoHHbIX Mozenei. Knaccuduxamms cymnocteit. /[Benaaunars npasun Kogna mis
OTpeeNICHUs] KOHIICTIIUN PENSIIUOHHON MOJIEIH.
Tema 1.2. OcHOBBI Conep:xanue 2
PENSILIMOHHON anreopbl OCHOBBI pensIMOHHON anreOpsl. TpaguIOHHBIC OTIepalluy Hal OTHOIICHUIMH. CIieIiaTbHbBIE OIepaIiH HaJT
otHomIeHUssMA. OTiepaliiy HaJl OTHOIICHUSIMH JIOTIOJTHEHHBIC [IeiiToM.
TemaTuka NpakTHYECKUX 3aAHATHH 1 J1a0OPATOPHBIX padoT 2
Omnepanuu Hal OTHOIICHUSIMH
Tema 1.3. bazoBbie Conep:xanue 2
MIOHATHUSA U bazoseie nonstuss CYB/l. OcnoBubie PpyHkium, peanusyembie B CYBJl. OcrnoBubie komnoHneHTsl CYB/] u ux
KJ1acCU(UKALIUS CUCTEM B3aumoeiicraue. Untepdeiic CYB/I. SAsbikoBbie cpenacrBa CYB/. Knaccupukauus CYB/l. CpaBHuTenbHas
yIpaBjeHus: 6azaMu xapakrepuctuka CYB/I. 3nakomctBo ¢ CYB/] (o BEIOOpPY)
TAHHBIX
Tema 1.4. Conep:xkanue 2
enoctHocTh naHHbIX Kak | [ToHSATHE 1IETOCTHOCTH ¥ HEIPOTUBOPEUNBOCTH TaHHBIX. [IpuMepsl HapyIIeHUs [IETOCTHOCTH U
KIIIOYEBOE MOHsATHE 6a3 HENPOTUBOPEUNBOCTHU JaHHBIX. [IpaBuiia U orpaHuYCHHUS.
JTAaHHBIX
Paspnen 2. [IpoexTupoBanue 6a3 JaHHBIX
Tema 2.1. Conep:xkanue 2
Nudopmanronusie Tuns! nHbOpMaIMOHHBIX MoAenel. Jlornueckue Moaenu AaHHbIX. OU3NYECKUE MOJIENN JaHHbIX.
MOJIENH PENALUOHHBIX 0a3 | TeMaTMKa NPAKTHYECKHUX 3aHATHI H J1a60PATOPHBIX PadoT 2




JaHHBbIX

[TpoektupoBanue UHDOIOTHUSCKON MOJIEIH JaHHBIX

Tema 2.2. Hopmanuzauus
TaOIUI] PETSIIUOHHOMN
0a3el JaHHBIX.
[IpoekTupoBaHue cBsizei
MeX1y TaOIUIaMH.

Conep:xanue

HeoOxonumocTs HOpManu3anuu. AHOMaJIUK BCTaBKH, yaajaeHus 1 oOHoBIeHus. [IpuBeaeHne Tabauisl K
MepBOH, BTOPOH M TpeThbeil HopManbHBIM (popMmaM. JlanpHeias Hopmanu3anus Tadaui. YeTBepTas u nsartas
HopMasbHbIe hopMbl. [IpuMeHeHne mporecca HopMalu3aluu.

TemaTnka NpaKTHYECKUX 3aHATHI U JJAa00PATOPHBIX padoT

[TpoexTHpoBaHuEe CTPYKTYpPbI 0a3bl JAHHBIX

Tema 2.3. Cpexactsa
aBTOMAaTHU3alnu
MIPOCKTHPOBAHUS

Conepxanue

CASE-cpenctBa, CASE-cuctema u CASE-texnonorus. Knaccuduxarus CASE-cpencts. ['paduaeckoe
npencTaBieHue Mojaeneil mpoektupoBanus. UML. JluarpamMma CymHOCTb-CBSI3b, IarpaMMa OTOKOB JIaHHBIX,
Juarpamma mpereeHTOB UCTIOIb30BaHusl.

TemaTnka NpaKTHYECKUX 3aHATHI U JJAa00PATOPHBIX padoT

[TpoexTrpoBanue 6a3bl NaHHBIX ¢ Hcnonb3oBaHneM CASE-cpencT

Pa3zpen 3. Opranuszanus 6a3 JaHHBIX

Tema 3.1. Co3nanue 6a3bl
JAHHbIX.
ManunynupoBanue
JTAHHBIMU.

Conep:xanue

Co3nanue 6a3bl qaHHbIX. PaboTta ¢ TabnumaMu: co3naHue TabauIbl, ©3MEHEHHE CTPYKTYPbI, HATIOJTHEHUE
TaOIUIIBI TAHHBIMU. YTIPABJICHHUE 3aITUCAMHU: T00aBICHUE, peJaKTUPOBAHKE, yIallieHne n HaBuranusa. PadoTa ¢
0a30ii JaHHBIX: BOCCTAHOBIIEHUE U cxkaTue. OTKpbITHE U MoauuKanusa qaHHbIX. KoMaHpl XpaHeHus,
no0aBieHMs, peAaKTUPOBAHUS, YaIEHUsI U BOCCTAHOBJICHUS JaHHbIX. HaBuramus no Habopy JaHHBIX.

TemaTnka NpaKTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

Co3nanue 6a3bl nanHbix cpeactBamu CYB/I. Pabota ¢ Tabnunamu: qo6aBneHue, peJakTHpOBaHUE, yAaJICHNUE,
HaBUTAIMS 110 3aITHUCSM.

Tema 3.2. IHIeKCEHL.
CBsi3u MEXTy TaOJIUIIAMH.
O0BenuHEHNE TAOIINIT

Conep:xanue

[TocnenoBarenbHbIi TOUCK AaHHBIX. COPTHPOBKA M PHIIbTpalius TaHHBIX. IHIEKCUpOBaHKe TaOIHIl.
Pasznuynble UMb HHAEGKCHBIX (aiinoB. Paboune ob6nactu u nceBaoHuMbl. CBsi3b Tabmaui. O0bennHeHne
Ta0JINLI.

TemaTnka NpaKTHYECKUX 3aHATHI U JJa00PATOPHBIX padoT

Co3ganne B3auMOCBS3€El

CopTupoBKa, MOUCK U (GUIBTPALUS TaHHBIX

Croco0On1 00beIHEeHUs TaOIHI]




Pa3nen 4. Ynpagsienue 6a30i JaHHBIX ¢ moMoIlb10 SQL

Tema 4.1.
CTpyKTypHpOBaHHBIN
s13bIK 3anpocoB SQL

Conep:xkanue

OO11as XxapakTepUCTHKA SI3bIKa CTPYKTYPHUPOBAaHHBIX 3anipocoB SQL. CTpyKTypbl U TUIIBI HaHHBIX. CTaHAApPTHI
s3pika SQL. Komanab! onpeeneHus JaHHBIX 1 MAHUITYJIUPOBAHUS JTaHHBIMU.

TemaTnka NpaKTHYECKUX 3aHATHI U JJa00PATOPHBIX padoT

Coznanue 0a3bl JaHHBIX ¢ ToMolblo komaua SQL. PegaktupoBanue, BCTaBKa U yJaJleHUE JTaHHBIX
cpenctBamu sizbika SQL

Tema 4.2. OnepaTopsl u
¢bynkuuy s3pika SQL

Conep:xanue

Crpyxkrypa komanasl Select. Ycnosue Where. Onepatopsr u pyHKIIMU IpoBepKH yciaoBuid. Jlorndeckue
orneparopsl. ['pynmosbie GyHkiwm. OyHKIUM 1aThl 1 BpeMeH!n. CHMBOJIBHBIE (DYHKITHH.

TemaTuka NPpaKTHYECKUX 3aAHATHH 1 J1a0OPATOPHBIX padoT

CO3I[3.HI/IC H UCIIOJIb30BAHHUC 3aIlIPOCOB. rpyrIHI/IpOBKa " arp€rupoBaHuC JaHHBIX

KoppenupoBaHHbIE BIOKEHHBIE 3aIIPOCHI

Cosznanue B 3ampocax BblUKCIsEMbIX 1osel. Micnonp3oBanue yciaoBuii

Paszgea 5. Opranu3anus pacnpenaejJéHHbIX 0a3 TaHHBIX

Tema 5.1.
ApXUTEKTYpbI
pacrpenieneHHbIX 0a3
TAHHBIX

Conepxanue

ApPXUTEKTYpbI KIIHEHT/cepBep. JJoCTOMHCTBA M HEAOCTATKU MOJIeNIeH apXUTEKTYPbl KIIMEHT/CepBeEp U UX
BiusiHUE Ha QyHKIMoHNpoBaHue ceTeBbiXx CYB/I. IlpoexTrpoBanne 6a3bl JaHHBIX O] KOHKPETHYIO
apXHUTEKTYypy: KIMEHT-CepBEP, pacipeesieHHbIe 0a3bl JaHHBIX, MapajuleIbHas 00padoTKa JaHHBIX.

OTnuuust 1 MpEeuMyIIeCTBa yIaJeHHbIX 0a3 JaHHBIX OT JIOKAJBHBIX 0a3 naHHbIX. [IpenMytiecTBa, HEAOCTATKH U
MECTO MPUMEHEHHUS JBYX3BEHHON U TPEX3BEHHOUN apXUTEKTYpHI.

TemaTuka NpakTHYECKUX 3aAHATHH 1 JIa00OPATOPHBIX padoT

anaBneHI/Ie AOCTYIIOM K 00BeKkTaM 0a3bl JaHHBIX

Tema 5.2. CepBepHast
4acThb PACIPEACICHHON
0a3bl JaHHBIX

Conep:xanue

[TnarupoBanue u pa3zsépreiBanne CYB/] ais paboThl ¢ KIIMEHTCKUMHU MPHIIOKESHUSIMU

TemaTuka NpaKTHYECKUX 3AHATHI U J1aDOPATOPHBIX padoT

VYcranoBka CYB/I. Hactpoiika komnoneHToB CYB/I.




Tema 5.3. Kimmenrckas
4acTh PACIPEACICHHON
0a3bl JaHHBIX

Conep:xanue

[TnarmpoBanue npwioxenunit. Opranuzanus naTepdeiica ¢ moap30BaTeIeM. 3HAKOMCTBO ¢ MaCTEPAMH U
KOHCTPYKTOpPaMH TIPH MTPOEeKTHPOoBaHUH (HopM 1 oTdeToB. TuIBl MeHI0. PaboTa ¢ MEeHIO: co3/iaHue,
MoauUKaITHsI.

Hcnonp3oBanue OGLCKTHO-OpI/IeHTI/IpOBaHHHX SA3BIKOB ITPOTpaMMUPOBAHUSA IJIs1 CO3JaHUA KIMEHTCKOH 4acTH
0a3bl JaHHBIX. TeXHOIOTuu AOCTYIIA.

OnTtumusanus npousBoauteabHoctu padorsl CYB/I.

TemaTuka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

Coznanne GpopM 1 0TUETOB

Coznanue meHro. ['eneparus, 3amyck.

[TpodunupoBanue 3apoCOB KIMEHTCKUX MPUIIOKECHHUH.

Pa3znen 6. AnMUHHCTpHpOBaHMe U 0€30MIACHOCTH

Tema 6.1.
O0ecnieuenue
[IEJIOCTHOCTH,
JOCTOBEPHOCTH H
HETPOTUBOPEYHBOCTH
TaHHBIX.

Conepxanue

VYrpossl nienoctHoctd CYBJl. OcHOBHBIC BUIBI M PUYHWHBI BO3HUKHOBEHUS yTPpo3 1eI0CTHOCTH. CITocoObI
npotuBoaeiicTus. [IpaBuna, orpannyeHus.

[TonsTre xpanuMoii npouenypsl. JIoCTOMHCTBA U HEAOCTATKU MCIOIB30BaHUS XPaHUMBIX mpoueayp. [lonstue
TpUrrepa. SI3bIk XpaHUMBIX IPOLEAYD U TpUrrepoB. KackagHsie Bo3aecTBYs. Y IIPaBIEHUE TPAH3AKLUAMH U
K3IIMpoBaHue namsaTH. [lepexBat UCKITIOUUTENBHBIX CUTYAIMH 1 00paboTKa OIIMOOK

TemaTuka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

Pa3paboTka XxpaHUMBIX IPOLEAYDP U TPUTTEPOB

Tema 6.2. MexaHn3Mbl
3alUThl HHQOPMALIUY B
CUCTEMaXx YIIPaBJICHUS
0a3aMM JaHHBIX.

Conep:xkanue

CpenctBa naentupukanuu u ayreHTudukanuu. O6mue ceenenns. Oprannzanus Bzaumozeiictsus CYB/l u
6a3oBoif OC. CpenctBa ynpasieHusi 10cTynoM. OCHOBHbIE MOHATHUS: CYObEKThI U OOBEKTHI, IPYTIIIbI
M0JIb30BaTENeH, MPUBUWIETHH, POJIU U NIPEICTABICHHS. SI3bIKOBBIE CPE/ICTBA pa3rpaHUUEHHs JOCTyma. Buel
MIPUBUJIETHI: IPUBHIIETUN 0€30MaCHOCTHU M JocTymna. KoHnenuus u peanu3aus MeXaHu3Ma poJiei.
CooTtHomenue mpaB gocrtymna, onpeaensiembix OC u CYB/I.

CpenctBa 3amuTthl HHGOpMAIMH B 6a3aX TaHHBIX

TemaTuka NpakTHYECKUX 3aAHATHI 1 J1a0OPATOPHBIX padoT




YnpasreHue npaBaMu JOCTyna K 6a3aM JaHHBIX

Tema 6.3. Konuposanue u | Coaep:xanue

NEPEHOC JAHHBIX. Co3nanue pe3epBHbBIX KONMUH Beeil 0a3bl JAHHBIX, )KypHaJla TPAaH3aKIHH, a TAKXKe OJHOTO WIM HECKOJIbKUX
Boccranosnenue nanHbIX | (aitnoB wim ¢aiinoBsix rpymnm. [lapamiennsm onepanuii MoanGUKaIMU JaHHBIX U KOTUPOBAaHUS. THITBI

BoccranoBiienre JaHHbBIX

PE3CPBHOIO KOIIUPOBAHUA. YHpaBHeHI/Ie PE3CPBHBIMU KOIIUAMMU. ABTOMaTI/I3aI_II/I$I MponeccoOB KOIMMUPOBAHUA.

TemaTuka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

Ayaut nansbIx ¢ nomouibto cpeacts CYB/] u tpurrepos

Pe3epBHOE KOMpOBaHKE U BOCCTAHOBJICHHE 0a3 JaHHBIX

IIpumepHas TeMaTHKa CAaMOCTOATEIbHOI padoThl npu n3yyenuun MJIK.01.02

BeinonHeHye HHAMBUIYaIbHOTO 3a1aHus 10 TeMe «IIpoexTupoBanue nHdonorndeckoit Moaenu 6a3bl JaHHBIX.

BeImoHeHre HHAMBUIYIIBHOTO 3a1aHus 10 TeMe « HopManu3anust OTHOIIEHHI.

[MoaroroBka pedeparos Ha Temy «Pazsutue CYB/I» (konkperHoit CYB/I).

BrinonHenne MHAMBUYaIbHOTO 3aaaHus 10 TeMe «Co3nanue 6a3bl qaHHbIX. Co3fanue Tabaul. OpraHu3anus MeKTaOIMUHbIX CBsA3EiD
BrimmotHeHrEe MHIWBUTY ATEHOTO 3aaHus 10 TeMe «OpraHu3aimmsi 3aIpoCcoBy.

BeinonHeHyne HHAUBUIYAIbHOTO 3aaHus 10 TeMe «Co3/1aHue MoIb30BaTeNIbCKOro mpuoxkenus cpeactsamu CYBJ».

Pa30op cuHTaKCcHCa XpaHUMBIX MPOLEIYP U TPUTTEPOB.

e A i

[Moxroroeka pedeparor no Teme «OpraHu3aiys U KCI0JIb30BaAHUE MEXaHM3MOB 3aIIUThI 0a3bl TaHHBIXY.
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IIpome:xyTounasi arrecranust mo MJIK.01.02
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IIpumepHbIe BUBI CAMOCTOSITE/ILHBIX PA0OT NpHU U3yYeHNH paszaena 1 Mmoay.st

CucremaTudeckasi mpopadoTKa KOHCIIEKTOB 3aHSATHH, YI€OHOM U CHIEIIMAIEHON TEXHIUYECKOH JINTEpaTyphl (110 BOpocaM K maparpadam,
rJIaBaM y9eOHBIX MTOCOOWH, COCTaBICHHBIM TPEIO1aBaTEIIeM )

[ToaroroBka K MpakTUYECKUM pabOTaM C UCIIOIH30BAHUEM METOIUYECKUX PEKOMEHAAINI MperoaBatess, opopMIIeHHE TPAKTUIECKUX
paboT, OTYETOB K MX 3aIIUTE.

Y4yeOHas npakTuka pasjgenaa 1 moayJs
Buasl pador

1. Ycranoska mporpaMMHOTO 06eCH€‘lCHI/IH B COOTBETCTBHUHU C TEXHUUECKOU HOKYMCHTaHHCﬁ.

2. Hactpoiika mapameTpoB pabOTHI MPOTPAMMHOTO 00ECIIEYEeHNsI, BKIFOYast CHCTEMBI YITpaBlieHUs 0a3aMu TaHHBIX.
3. Hacrpoiika KOMITOHEHTOB TTOICUCTEM 3aIUTH HHPOPMAIIUH OTIEPAIIMOHHBIX CUCTEM.

4 anaBneHHe YUCTHBIMU 3aITUCAMU HOJ'IL3OBaTeJ'I€ﬁ.

25




YN aw

PaboTa B onepanoHHbIX CHCTEMaX ¢ COOJIOIEHIEM ICHCTBYIOINX TPeOOBaHUH 110 3a1uTe HHQOpMAaIIHH.

YcraHoBKa OOHOBJIEHHUS IPOrPAaMMHOTO 00ECTICUEHUSL.

KoHTpoIb 11e10CTHOCTH MOACUCTEM 3aIUTH HHGOPMAIIUH OTICPAIIMOHHBIX CUCTEM.

BrinonHeHne pe3epBHOr0 KOMUPOBAHHUA U aBapUHHOT'O BOCCTAHOBIICHHSI PA0OTOCTIOCOOHOCTH ONEPALIMOHHOM CUCTEMBI 1 0a3bl JaHHBIX
Hcronp30BaHne MpOrpaMMHBIX CPECTB JUIS apXUBHUPOBAHUS HH(POPMALINHL.

Pasnen 2 moayJisi. AAMHMHUCTPHPOBAaHHE ABTOMATH3HPOBAHHBIX (MH(GOPMAIMOHHBIX) CHCTEM B 3allIMILIEHHOM HCIOJIHEHUHU 289
MJIK.01.03 CeTn u cucTtemMbl nepeaauyn uHGpopManuu 54
Pa3zgea 1. Teopusi TeJIeKOMMYHUKAIMOHHBIX ceTel
Tema 1.1. OcHOBHBIE Coaepxanue 4
noHsATus v onpenenenus | Knaccuduxanus cucreM cBsizu. CooOIeHNs M CUTHAJIBL. BUIBI 3IeKTpOHHBIX cUTHAI0B. CHeKTpaibHOe
npeacrasieHne curHanos. [lapameTpsr curnanoB. O6beM U HHOOPMAITMOHHAS] EMKOCTh CUTHAJIA.
Tema 1.2. [Ipunuunsl Coaepxxanue 2
nepefauu vHGopManuu B | HasHaueHne v MpUHIKIIBI Opranu3aiuu ceteit. Kimaccudukarus ceteit. MHOroypoBHEBBIi moaxo 1. [IpoTokoi.
CETSIX U CUCTEMAX CBS3H Wutepdeiic. Ctek npotokonoB. TenekoMMyHHUKAIIMOHHAS Cpe/a.
Tema 1.3. Tunossie Conep:xanue 4
KaHaJIbl [Iepeiau U Ux Kanan nepegaun. CeTeBoii TpakT, rpyInoBoi KaHaj nepefadn. AnmnapaTypa HUPPOBbIX IUIE3HOXPOHHBIX
XapaKTePUCTUKU cucteM nepenadn. OCHOBHBIE TAPAMETPHI M XapaKTEPUCTUKHU CUTHAJIOB. Y IPOLIEHHAS CXeMa OpraHUu3aluu
ka"aia TY
TemaTnka NPaKTHYECKUX 3aHATHI U J1Aa00PATOPHBIX padoT 2
Pacder nporyckHOH CIOCOOHOCTH KaHaa CBS3U
Paznen 2. CeTu nepeaaqyu JaHHbIX
Tema 2.1. Apxurextypa u | Comep:kanue 4
HNPUHLUIBI paOOTHI CrtpykTypa u XapakTepucTuku ceteil. CriocoObl KOMMYTAallUU U Tiepefiaun JaHHbIX. Pacnipenenenue GpyHkunit
COBPEMEHHBIX CETeH II0 CUCTEMAM CETH U apecalys MakeTos. MapipyTusanus U yrpaBlIeHHE IOTOKAMHU B CETSAX CBS3H.
nepeaavn NaHHbIX [TpoToKkoubl ¥ UHTEPQEHCH yIpaBICHUS KaHAIAMH U CEThIO Mepejauu IaHHbBIX.
TemaTnka NpaKTHYECKUX 3aHATHI U JJa00PATOPHBIX padoT 12

Kondurypuposanne cereBoro natepdeiica padbodeit cTaHIum

Kondurypuposanue cereBoro nHTepdeiica MmapmpyTusaropa 1o npotokory IP

Koppexmust mpobiem untepdeiica MapupyTusaropa Ha (pu3nyeckoM U KaHaJIbHOM YPOBHE

JluarHocTuka 1 pasperieHue npoodsieM ceTeBOro ypoBHS




JlnarHocTuka 1 paspemieHue npoosieM NpOoTOKOJIOB TPAHCIOPTHOTO YPOBHS

JlmarHocTrka u pa3pemnieHue npooyieM MPOTOKOIOB MPHUKIIAIHOTO YPOBHS

Tema 2.2. becipoonubie | Comep:kaHue 2
CUCTEMBI epelaun becnipoBoubie kaHamb! cBs3u. becnipoBoaubie cetn Wi-Fi. [IpenmymiectBa u o6nacts npuMenenus. OCHOBHbIE
JTAHHBIX AJIeMEHTHI OecipoBOAHBIX ceTeil. CTanmapThl OecripoBoAHbIX ceTeil. Texnomorus WIMAX
TemaTnka NpaKTHYECKUX 3aHATHI U JJa00PATOPHBIX padoT 4
Hactpoiika Wi-Fi mapmpytuszaropa
Tema 2.3. CoToBBIC U Conepxanue 2
CITyTHUKOBBIE CUCTEMBI [Tpunnumne! pyHKIMOHUpOBaHUS cucTeM coToBoi cBsi3u. Ctanmaaptel GSM u CDMA. CriyTHUKOBBIE CUCTEMBI
nepeaavyu JaHHBIX.
IIpumepHas TeMaTHKa camMocTosiTe1bHON padoTsl npu n3yvyennu MJ/IK.01.03
1. Hacrpoiika Wi-Fi Mmapmpytusaropa
2. W3yuyeHHe CETEBBIX YTHIHUT 12
3. Kouogurypupopanue ceteBoro narepdeiica
4. MapmpyTnsauI/m " YHIpaBJICHUC ITOTOKAMHU B CCTAX CBA3U
Ipome:kyrounas arrecrauus mo M/K.01.03 2
M/K.01.04. DxcruryaTanusi aBTOMAaTH3MPOBAHHBIX (MH(OPMALMOHHBIX) CHCTEM B 3a1MIIEHHOM HCIIOJITHEHUH
HanmeHnoBanue Coaep:xanue yueOHOro MaTepmnasa, 1a00paTopHblie padoThl M NPAKTHYECKHE 3AHATHSA,
Pa3/1esIoB U TeM caMoOCTOSITe/IbHAS YueOHast padoTa 00y4aroumuxcs, KypcoBasi padbora (IIpoeKr)
npogeccnoHaIbHOTO Oonem
4acos
moayJsa (IIM),
MEKIUCHUIITHHAPHBIX
kypcos (M/IK)
144
Tema 4.1. OcHOBBI HH- Copaep:xkanne 4
(opMaHMOHHBIX CHCTEM | [JoHATHE aBTOMATH3MPOBAHHOM (MHPOPMAIMOHHOM) cucTeMbl. Knaccudukanus. OTimuuuTenbable yepthl FBC
KaK 00beKTa 3alUThI. Han0oJIee YacTo UCIOB3yEeMbIX KiIacCu(UKaIUii: 110 MacmTady,B 3aBHCUMOCTH OT XapaKTepa
MH(GOPMAILIMOHHBIX PECYPCOB, 110 TEXHOJIOTHUH 00pabOTKU TaHHBIX, IO CIOCO0Y TOCTYTA, B 3aBUCUMOCTH OT 2

OpraHM3allK CUCTEMBI, TI0 XapaKTepy UCHOIb30BaHUS HHPOpMALIMH, IO chepe MPUMEHEHHUS.




[Tpumepsr obnacreit npumenenust AUC. Ilpoueccst B AUC: BBoa, 00paboTKa, BEIBOJ, 0OpaTHas CBSI3b.
OcHOBHBIE OCOOCHHOCTH COBpEeMEHHBIX TPoeKToB AVC. DinekTpoHHBIN ToKyMeHTooOopoT. TpeGoBanus K
AWC: THOKOCTB, HaJIEKHOCTH, 3PPEKTUBHOCTD, OE30MTACHOCTH

Tema 4.2. JKusHeHHBIH
IUKJI
ABTOMATU3HPOBAHHBIX
cucreM

Conep:kaHue

10

[Tonsrtue xu3znennoro uukina AUC. Ipoueccel )xu3nennoro mukina AVC: ocHOBHBIE,
BCIIOMOTaTeJIbHbIE, OPTraHU3ALIMOHHBIE.

Craguu xxusHenHoro nukina AVUC: monenupoBanue, yripaBieHue TpeOOBaHUSMH, aHAIU3 U IPOEKTUPOBAHUE,
yCTaHOBKa U colpoBoxaeHue. Mojenu xusHeHHoro nukia AVC.

3aza4yu 1 dTansl IPOEKTUPOBAHMS ABTOMAaTU3UPOBAHHBIX CUCTEM B 3alIUILIEHHOM MCIIOJIHEHUU. MeTonon0ruu
npoektupoBanus. Opranuzanus padoT, GyHKIUU 3aKa34MKOB U
pa3pabOTYMKOB.

Tpe6OBaHI/IH K aBTOMAaTU3HUPOBAHHBIX CUCTCM B 3allIUIICHHOM HCIIOJIHCHUU. PaboTel
Ha CTaAuAX U dTalax Co3JaHrd aBTOMATU3UPOBAHHBIX CUCTEM B 3alllUIIICHHOM UCIIOJITHCHHUU

TpeboBanwms 10 3a1UTE CBEJCHUHN O CO3/ITaBaéMON aBTOMATHU3MPOBAHHON CUCTEME.

Tema 4.3. Yrpo3bl 0e3-
OIACHOCTH UHGOpPMALUH
B aBTOMaTH3HPOBAHHBIX
cucreMax

Conep:kanue

IloTeHnMaabHEIC YI'PO3bI 0€30IaCHOCTH B ABTOMAaTU3UPOBAHHBIX CUCTCMaXx.

HcTounuku u 00BEKTHI BO3ACHCTBHS yrpo3 Oe3omacHocTH nHpopManuu. Kpurepun kiraccudukanuu yrpos.

MeTo1bl OIICHKH OITACHOCTH yIpo3. BaHK TJaHHBIX yrpo3 0€301acHOCTH HH(POPMAIIHH.

[TonsTHE YSI3BUMOCTH yIpo3bl. Kitaccudukanus ys3BUMOCTEH.

IIpakTHYecKHe 3aHATHSA

IIpakTuyeckoe 3anatue Ne 1. KareropupoBanue nHOOPMAIIMOHHBIX PECypCOB

IIpakTuyeckoe 3ansaTue Ne 2. AHanu3 yrpo3 6€30macHoCTH HH(GOpMAaILIUN

pakTnyeckoe 3ansitue Ne 3. [loctpoenue moaenu yrpo3

Tema 4.4. OcHOBHbBIE
Mepbl 321U THI
uHpopmMauum B
ABTOMATU3HPOBAHHBIX
cucremMax

Conep:xkaHue

OpFaHI/ISaHI/IOHHble, IIPaBOBLIC MCPBI 3allIUThI I/IH(l)OpMaIII/II/I B aBTOMATHU3UPOBAHHBIX CUCTEMAX

[TporpamMMHoO-anmapatHble, KpUnTorpadpuieckue, TEXHUNUECKUE MEePHI 3aIUThH MHPOPMAIIUH B
ABTOMAaTU3MPOBAHHBIX CHCTEMAaX

N S IR E N S LI O LSRN S R-CY i Yy )

HopMatuBHo-npaBoBas 0a3a ajis onpee/ieHUs Mep 3allUThl HHPOPMAI[MK B aBTOMATH3HPOBAHHBIX
MH()OPMAIIMOHHBIX CUCTEMAaxX M TpeOOBaHUH K HUM

Coaepxxkanue
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Tema 4.5. Conep:kanuen Wnentudukanus ¥ ayTeHTU(GUKALNS CYOBEKTOB JOCTYHa U O0BEKTOB AOCTYIIA. 2
IOPSII0K IKCILTYATALHE YpaBiaeHue T10CTyIIOM cy6E,eKTOB JIOCTYIIa K 00BEKTaM JOCTYIIA. 2
AC B 3aIIIIeHHOM OrpaHuyYeHHE TPOrPaMMHOM CPe/IbL. 2
3aruTa MalMHABIX HOCUTENICH HHGOPMAIHHI 2
HCIIOTHEHUH Perucrparust coObITHI 6€301aCHOCTH 2
AnTtHBUpYCcHas 3anuTa. OOHapyKEHUE TPU3HAKOB HAIMYHUS BPEIOHOCHOTO MPOrPaMMHOTO O0ECIICUEHUSI.
Peanusarnus antuBupycHoOU 3amuTel. OOHOBIEHUE 0a3 TaHHBIX 2
MIPU3HAKOB BPEJIOHOCHBIX KOMIIBIOTEPHBIX IPOrPaMM.
OOHapy:xeHue (IpeaoTBpallleHNe) BTOPKEHUI 2
Kontposnb (ananuz) 3amumieHHocTr uHbopMaruu. ObecniedeHne 1eI0CTHOCTH WH- )
(hopMalMOHHOM cucTeMbl U nH(popManuu. O0ecreueHre JOCTYITHOCTH HH(POPMAIUN
TexHonoruu BupTyanusanuu. Llenb cozmanus. 3agaud, apXUTEKTypa U OCHOBHBIC )
dbyakuun. [IpeuMyIiecTBa OT BHEIPEHUS.
3amuTa TEXHUYECKUX CPeICTB. 3amuTa HHPOPMAIIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MepeIadu )
JIAHHBIX
Pe3epBHOE KOMMMPOBaHKWE U BOCCTAHOBJICHUE JIAHHBIX. 2
ConpoBOXKJIEHHE aBTOMATH3UPOBAHHBIX CUCTEM. 2
Tema 4.6. 3amura uH- Coaep:kanue 4
dopmamuu B pacnpere- MexaHU3MBI U METOBI 3alTUTHl HHPOPMAITUHN B PACTIPE/ICIICHHBIX aBTOMATH3UPOBAHHBIX CUCTEMAX.
JIeHHBIX ABTOMATH3HPO- ApXUTEKTypa MEXaHU3MOB 3aIlIUTHI PaCIpe/IeJICHHBIX aBTOMATU3HPOBAHHBIX 2
CHCTEM.
BaHHBIX CHCTEMAaxX
AHanM3 U CUHTE3 CTPYKTYPHBIX U (PYHKIIMOHAIBHBIX CXEM, 3alUIIEHHBIX aBTOMaTH3UPOBAHHBIX )
UH(GOPMAIIMOHHBIX CUCTEM.
Tema 4.7. OcobeHHocTH Coaep:xanue 4
pa3paGoTku OO0mue TpeOOBaHMUS IO 3aIUTE MEPCOHATBHBIX TaHHBIX. COCTaB U COACPKAHUE OpraHU3aIlHBIX U
HHGOPMAIHOHHBIX TEXHUYECKUX MEp MO 3aluTe MHGOOPMAIIMOHHBIX CUCTEM NEPCOHAIBHBIX JTAHHBIX. 2
CHCTEM TepCoHANbHBIX [Topsimok BeIOOpa Mep 1Mo obecreueHno 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX. TpeOoBaHMsI 1O 3aIUTe )
MIEPCOHAJIbHBIX JIAHHBIX, B COOTBETCTBUHU C YPOBHEM 3aIUIIEHHOCTH.
AaHHBIX IIpakTHYecKHe 3aHATHSA 4
IIpakTnyeckoe 3ansaTue Ned. Onpenenenus yposHs 3amuinenHocta UCII /I u Be16op mep 4
1o obecneyennro besonacHocty I1/1H.
Tema 4.8. OcodeHHOCTH Coaep:xanue 6
IKCILTyaTAIMH ABTOMA- Ananu3 nHGOpPMAMOHHONW MHPPACTPYKTYPbl aBTOMAaTU3UPOBAHHON CHCTEMBI U €€ )

0€30IaCHOCTH.




TH3UPOBAHHBIX CUCTEMB

MeTo/1b1 MOHUTOPHHTA U ayINTa, BBISBICHUS YTpo3 HH()OPMAIIMOHHON 0€3011acHOCTH

3aIIMIIEHHOM HCHOJI- ABTOMATHU3MPOBAHHBIX CHCTEM. 2
e — Coneprxanue u MOPSOK BBIIONHEHUA paboT mo 3anuTe HHPOPMAIUH TPU MOJICPHHU3AIIH )
ABTOMATHU3MPOBAHHON CHCTEMBI B 3AITUIIICHHOM HCIIOJTHCHUH
Tema 4.9. Axmunuctpu- | Coaepxanue 6
pOBaHHe aBTOMATH3H- 3anaun 1 QyHKIUU aAMUHUCTPUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM. ABTOMAaTH3alMs YIPaBICHUS
POBAHHBIX CHCTEM ceTpi0. Opranuzanusi aJIMUHHUCTPUPOBAHUSI ABTOMATHU3UPOBAHHBIX CHCTEM. 2
AMUHUCTPATUBHBIN MepcoHan U paboTa ¢ MOIb30BATENAMU. Y IPaBICHUE, TECTUPOBAHHUE U IKCILTyaTalus )
ABTOMATHU3UPOBAHHBIX CUCTEM.
MeTtopl, criocoOBI U CpeIcCTBa 00ECIIeUeHNS OTKa30yCTOMYMBOCTH aBTOMATU3UPOBAHHBIX CUCTEM. )
Tema 4.10. Copep:xanue 2
JesiTeIbHOCTD ConeprxaHue U MOPSIAOK JIEATEIbHOCTH IEPCOHANIA IO IKCIUTYaTallly 3aIlHUIIEHHBIX aBTOMATU3UPOBAHHBIX
nepcoHaIa no CHCTEM U IOJICHCTEM 0E€30IIaCHOCTH aBTOMAaTH3HPOBAHHEIX cucTeM. OOLKMe 003aHHOCTH aIMHHUCTPATOpa
IKCILTyaTalnuu MH(GOPMAIIMOHHOM 0€30MaCHOCTH aBTOMATU3HUPOBAHHBIX CHCTEM. 2
aBTOMATU3UPOBAHHBIX
(uHpopMAMOHHBIX)
CHCTEM B3aAUIUIIIEHHOM
HCMOJTHEHUH
Tema 4.11. 3ammura or Conep:kanue 16
HECAHKIMOHUPOBARHOTO ™ - pHpre npuHiumbl 3amuTel oT HCJI. OcHoBHbIe cioco6st HCJl. OcHoBHBIE
aoctyna K MHQOPMAUMH | yapvapenus obecriedenns 3amuTsl ot HCJL. 2
OcCHOBHBIE XapaKTEPUCTUKU TeXHUYECKUX cpeacTB 3amuThl oT HCl. Opranuzanus )
pabot 1o 3anmute ot HC/IL.
Kinaccudukanust aBToMmaTU3UpOBaHHBIX cUcTeM. TpeboBanus o 3ammute nHpopmaruu ot HCI mus AC )
Tpebosanus 3amumenHocTd CBT or HCJI k mHbopManmu 2
TpeboBanwMs K Cpe/ICTBAM 3aIHUTHI, 00ECIIEYMBAIOIINM O€3011aCHOE B3aUMO/ICHCTBHE
ceteit OBM, AC nmocpeacTBOM YIIpaBICHHUS MEKCETEBBIMU MMOTOKAMH UH(OpPMAIINK, U PEaTU30BaHHBIX B BUC 2
MD
Tema 4.12. C3U ot HCJ Coaepxanue 12
HasnaueHune u OCHOBHBIE BO3MOKHOCTH CHUCTEMBI 3aIIUTHI OT HECAHKIIHOHUPOBAHHOTO JIOCTYIA. )
ApXuTeKTYpa U cpejcTBa yrpasicHus. OOIme IPUHIUIILI YIPABICHHUS.
OcHOBHbIE MEXaHU3MBbI 3aIIUTHI. YIpaBiieHue ycrporictBamMu. KoHTposb anmnapar- >

HOM KOH(pUryparu KoMmnbioTepa. M30upareapHoe pa3rpaHHUCHHE JIOCTYIA K YCTPOHCTBAM.




YnpasieHue J0CTYIIOM U KOHTPOJIb ITe4aTy KOH(HIeHIMaIbHOH nHpopmanuu. [IpaBuna paboTsl ¢
KOH(UICHIMATBHBIMU pecypcamu. HacTpolika MexaHu3Ma MOJTHOMOYHOTO YIIPaBJICHUS JOCTYIIOM.

Hactpoiika perucrpauuu coObITHH. YTpaBieHUE pPeXUMOM ITOTOKOB. YIIpaBJIeHUE
PEKUMOM KOHTPOJISI ITeYaTH KOH(DUICHIIMAIBHBIX TOKYMEHTOB. YTIpaBiieHue rpudaMu KOH-
(buIeHIMATBHOCTH.

OO0ecneueHne HEIO0CTHOCTH HHDOPMALIMOHHON CUCTEMBI U HH(DOpMaIUU

[{enTpain30BaHHOE YNPABIECHUE CUCTEMOM 3alIUThI, ONIEPATUBHBIA MOHUTOPHUHT U
ayauT 0€30IaCHOCTH

\S)

IIpakTHUYecKkne 3aHATHSA

IIpakTyeckoe 3auaTue Ne5. Ycranoska u Hactporika C3U ot HCJI

IIpakTuyeckoe 3anaTue Ne6. 3anura BXo/1a B cucteMy (MACHTH(GUKALMS U ayTeHTUDUKAIINS
TOJIH30BATENICH )

IIpakTuyeckoe 3anaTue Ne7. PasrpanndueHune JoCTyIa K yCTpOHCTBaM

IIpakTnueckoe 3ansaTie Ne§. Yipasienne JOCTyIOM

Tema 4.13.
JKemiyaTamus cpeacTn
3allUThI HH-(POPMALMHU B
KOMIIBIOTEPHBIX CETAX

Coaepxxanue

[
CAESR ST SR E N Y

HOpHI[OK YCTaHOBKHU U BBOJIA B OKCILTyaTalluIO CPCACTB 3allIUThI I/IH(I)OpMaI_II/II/I B KOMIIBIOTCPHBIX CCTAX.
HpI/IHHI/IHBI OCHOBHBIX METOJI0OB OpraHu3anuvn U MpOBCACHNA TEXHUYCCKOI'O O6CJ'IY)KI/IB3HI/I5I
BBEIUMCIIMTEIbHON TEXHUKU U APYIux TCXHUYCCKUX CPCACTB I/IH(i)OpMaTI/BaI_[I/II/I

JInarHoCcTHKa KOMITOHEHTOB CHCTEM 3aIUTHl HHPOPMAIMK aBTOMATH3HPOBAHHBIX CHCTEM, YCTPaHEHHE
OTKa30B ¥ BOCCTaHOBJIEHHE Pab0OTOCTIOCOOHOCTH aBTOMAaTU3MPOBAHHBIX (MH()OPMAITMOHHBIX) CUCTEM B
3aIIMIIEHHOM HconHeHny. HacTpoiika n ycTpaHeHre HeMCIPAaBHOCTH MTPOTPaMMHO-AIIIapaTHBIX CPE/ICTB
3aIIUThI I/IH(bOpMaLII/II/I B KOMIIBIOTCPHBIX CCTAX I10 3aJaHHBIM IIpaBHJIaM

Tema 4.14.
JoxkymeHTanus Ha
3alMIaeMYyI0
ABTOMATU3HPOBAHHYIO
cUCTEMY

Coaep:kanne

OCHOBHBIE HKCIITyaTallMOHHBIE TOKYMEHTHI 3aIIUIIEHHBIX aBTOMAaTH3UPOBAHHBIX CU-CTeM. Pa3paboTka u
BEJICHUE DKCIUTyaTallMOHHOW JOKYMEHTAIUH 3aIALIICHHBIX aBTOMATH- 3UPOBAaHHBIX CUCTEM. AKT BBOJA B
JKCIUTyaTalMI0 Ha aBTOMATU3UPOBAHHYIO CUCTEMY. TEeXHUYECKUI NTACIIOPT Ha 3alUIIACMYIO0
aBTOMATH3MPOBAaHHYIO CHCTEMY.

IIpakTHYeCcKHe 3aHATHSI

IIpakTuueckoe 3ansaTue Ne9. OpopmieHrnE OCHOBHBIX IKCIUTYyaTallMOHHBIX JOKYMEHTOB Ha
ABTOMATU3HPOBAHHYIO CUCTEMY.

BHaeayauTopHasi (camocTosiTe/IbHAS) yueOHAst padoTa NPU U3YYEHUH pa3jiesa
3anonHeHue padodelt TeTpaau st caMocTosATeNbHBIX padboT mo MJIK.01.04 8 C1O na mutarpopme Moodle
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IIpumepHas TeMaTukKa caMocTosiTeIbHON padoTsl npu n3yuyennu MJIK.01.04

1. Pa3paboTka KOHLEMIUY 3aIIUThl aBTOMAaTU3UPOBAHHOMN (MH()OPMAIIMOHHOM) CUCTEMBI

2. Ananm3 6aHKa JaHHBIX yTrpo3 6e30macHOCTH HHPOpMaIUN




3. Anamu3 xxypHana ayaura OC Ha pabouem mecTe

4. [ocTpoeHre CBOAHON MATPHUIILI YTPO3 aBTOMATU3HPOBAHHON (MHPOPMAITMOHHO ) CHCTEMBI

5. AHanmM3 MOJUTUK 0€301aCHOCTH MH(OPMAITMOHHOTO 00HEKTa

6. M3ydyeHne aHanUTUYECKUX 0030pOB B 00JIaCTH OCTPOEHUS CUCTEM 0€30IaCHOCTH
7. AHanmM3 MPOrpaMMHOTO 0OeCTIeYeHHs B 00JIaCTH OTpe/IeTICHUsT PUCKOB HH()OPMAITMOHHOM 0€301MaCHOCTH U TTPOCKTUPOBAHHUS

0e301acHOCTH HH(POPMAITHH

M/K.01.05. OxkcrmuryaTanusi KOMIBIOTEPHBIX ceTel 144
Pazgea 1. OcHOBBI Nepeaayu JAHHBIX B KOMIILIOTEPHBIX CETAX
Tema 1.1. Conep:xkanue 2
Mopenu cereBoro Mognens OSI. Yposuu monenu OSI. B3aumogeiictsue Mexay ypoBHsaMH. HKancymsus naHHelx. Onucanue
B3aMMOJEICTBUS ypoBHel monenu OSI.
Mognens u crek nporokosioB TCP/IP. Onucanne yposueit mogenu TCP/IP.
TemaTnka NpaKTHYECKUX 3aHATHI U J1Aa00PATOPHBIX padoT 2
W3ydeHne 21eMEeHTOB KaOebHOM CHUCTEMBI.
Tema 1.2. Conep:xanue 2
®u3nveckuil ypoBeHb [TonsiTre nuHMK U KaHana cBsi3u. Cur"anel. OCHOBHBIE XapaKTEPUCTUKH KaHaJla CBA3H.
monesu OSI Metoabl COBMECTHOTO UCITOJIB30BAaHUS CPEbI ITepeaaun KaHana cBs3u. MybTUIUIEKCUPOBAHUE U METO/IbI
MHOECTBEHHOT'O JOCTYIIA.
OnTOBONOKOHHBIE JTMHHUH CBSA3H
Crannaptel kabeneit. DnekTpuyeckas MpoBOJIKA.
becnipoBogHas cpena nepegadm.
TemaTuka NpakTHYEeCKUX 3aHATHI U J1a00PATOPHBIX padoT 2
Co3znanue ceTeBoro kadesi Ha OCHOBE HedKpaHupoBaHHOU BuTOM mapsl (UTP)
CBapka ONTHYECKOTO BOJOKHA
Tema 1.3. Conep:xanue 2
Tononorus [Tonstue Tononoruu cetu. CereBoe 0b6opynoBanue B Tonojoruu. O630p CETEBBIX TOMOJIOTHIA.
KOMIIBIOTEPHBIX CEeTel TemaTnka NpaKkTHYeCKUX 3aHATHI U J1Aa00PATOPHBIX padoT 4

Pa3paboTka TOmoiaoru cetu HeOOIbIIOTO NPEANPUATUS

ITocTpoeHne 0THOPaHIOBOM CETH



http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1696
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1694
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1702
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1723
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1730
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1725

Tema 1.4.

Conepxanue

Texunonoruu Ethernet

O030p TEXHOJIOTHI MOCTPOSHHUSI IOKATBHBIX CETEH.

Texnomorust Ethernet. ®u3nyeckuii ypoBeHb.

Texnonorus Ethernet. KananbHb1i1 ypoBeHb

TemaTuka NMPaKTUIECCKUX 3aHATHI 1 naﬁopaTopanx paﬁoT

Nzyuenue agpecamnuu kanaasHOTO ypoBHA. MAC-anpeca.

Tema 1.5. TexHosIornu

Conep:xkanue

KOMMYTallun

AJ'IFOpI/ITM IIpO3pavyHOro MocCrta. MeTtopl KOMMYTAalluu. TexHonoruu KOMMYTaluu 1 MOACIIb OSI.

KoHcTpyKTHBHOE HCIIOJTHEHHE KOMMYTAaTOpoB. PH3nYeckoe CTEKMPOBAaHHE KOMMYTaTopoB. [IporpammHuoe
obecrie4yeHre KOMMYTaTOPOB.

OOm1re MpUHIUITBI CETEBOTO Au3aitHa. TpexypoBHEBas uepapXruuecKkasi MOAEIb CETH

Texnonorus PoweroverEthernet

TemaTuka NpakTHYECKUX 3aAHATHI 1 J1a0OPATOPHBIX padoT

Coznanne KOMMYTHPYEMON CETH

Tema 1.6. CereBoit

Conep:xanue

nporokoi [Pv4

CereBoit ypoBenb. [Ipotokon IP Bepcuu 4. O0mue GyHKITUN KITACCOBOM U OSCKIIACCOBOM aIpecaliny.
Brinenenne agpecos.

MapuipyTtuzanus nakeros [Pv4

Hp OTOKOJbI JUHAMUYECKOH MapaIpyTHu3anun

TemaTnka NpaKTHYECKUX 3aHATHI U JJa00PATOPHBIX padoT

N3yuenne IP-agpecannu.

Tema 1.7. CxopocTHbIE U

Conep:xanue

OeCTpOBOHBIC CETU

Cets FDDI. Cetp 100VG-AnyLAN
CBEpXBBICOKOCKOPOCTHBIE CETH
becnipoBoansbie ceTtn

TemaTnka NpaKTHYECKUX 3aHATHI U J1Aa00PATOPHBIX padoT

Hactpoiika 6ecripoBOTHOTO CETEBOTO 000PYAOBAHHUS

Pa3zgen 2. TexHoaoruu Ko

MMYTAaUMHM U MAapuIpyTU3auum coppemeHHbIX cereil Ethernet

Tema 2.1.

Conep:xkanue

OcHOBEI KOMMYTallunu

@OyHKIIMOHUPOBAHHE KOMMYTATOPOB JIOKAJILHOU CETH. APXUTEKTYpa KOMMYTaTopoB. TuIbl HHTEp]EHcoB



http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1777
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1774
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1773
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1776
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1775
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1779
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1797
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2053
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=1900
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2054

KOMMYTaTOpOB.
VYnpapiieHue NOTOKOM B MONYAYIIIEKCHOM U AYIUIEKCHOM PEXKUMaXx.

XapakTepHUCTHUKH, BIUSIOUINE HAa TPOU3BOIUTEILHOCTh KOMMYTAaTOpOB. O030p (hyHKIIMOHATBHBIX
BO3MOXHOCTE KOMMYTaTOPOB

TemaTrka NpakTUYECKUX 3aHATHIA U 1a00paTOPHBIX paboT

PabGora ¢ ocHOBHBIMU KOMaHJaMH1 KOMMYTATopa.

Tema 2.2.
Hauanbnas HacTtpoiika
KOMMYyTaTopa

Conep:xanue

CpenctBa ynpasienusi kommyTtatopamu. [loakimrouenue Kk KoHconu uaTepdeiica KoMaHAHOW CTPOKHU
koMmmyTartopa. [Togkmouenue k Web-uatepdeiicy ynpasieHus KoMMyTaTopa.

HavanpHas koHbuUrypamus KoMmMmyTaTopa. 3arpy3ka HOBOro mporpaMMHOT0 00ecTieueHus] Ha KOMMYTaTop.
3arpy3ka 1 pe3epBHOE KOMMPOBaHKUE KOH(PUTYpAIIMH KOMMYTaTopa.

TemaTnka NpaKTHYECKUX 3aHATHI U JJAa00PATOPHBIX padoT

Komanp1 00HOBIIEHHS TPOTPAMMHOTO 00ecrieueHus] KOMMYTaTopa U
COXpaHEHHUs/BOCCTaHOBIICHHSI KOHPUTYPAIIIOHHBIX (DailIoB

Komannp! ynpaBnenus tadiaunamu kommyTtanuu MAC- u [P-
aapecoB, ARP-Tabmuipt

Tema 2.3.
BupTtyansHbie JOKalbHbIE
cetu (VLAN)

Conep:xanue

Tunst VLAN. VLAN nHa ocHoBe noptoB. VLAN Ha ocHoBe cranznapta IEEE 802.1Q. CraTtuueckue n
nunamuueckne VLAN. IIporokon GVRP.

Q-in-Q VLAN. VLAN Ha ocHoBe noptoB u npotokonoB — cranfapt IEEE 802.1v. ®yHkuus
TrafficSegmentation

TemaTuka NpakTHYECKUX 3aAHATHH 1 J1a0OPATOPHBIX padoT

Hacrpoiika VLAN Ha ocHoBe ctangaprta IEEE 802.1Q

Hactpoiika npotokona GVRP.

Hacrpoiika cermenranuu Tpaduka 6e3 ucnons3oBanus VLAN

Hacrpoiika pynkmun Q-in-Q (Double VLAN).

CamocrosTensHas padora o coznanuto JIBC Ha ocHoBe ctanaapra IEEE 802.1Q.

Tema 2.4.
OYHKIIUN TTOBBIIICHUS
HAJIE)KHOCTU U

Conep:xkanue

[Tporoxon Spanning Tree Protocol (STP). Ys3Bumoctu npotokomna STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.
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MPOU3BOAUTCIIBHOCTU

JononHuTtenbHble (QYHKIUH 3aLIUTHI OT MeTeNlb. ATPErHpOBAHNE KAaHAJIOB CBS3H.

TemaTnka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

Hactpoiika mpotokonoB cBs3yromero aepea STP, RSTP, MSTP.

Hacrtpoiika ¢yHKImu 3ammThl oT oOpa3oBanus nereiab LoopBackDetection

ArperupoBaHue KaHaJOB.

Tema 2.5.
AJnipecaiiusi CETeBOTO
YPOBHS M MapIIPyTH3AIUS

Conep:xkanue

00630p anpecaruu ceTeBoro yposHs. @opmupoBanue mojaceteii. beckimaccosas anpecarus [Pv4. CriocoOsr
koH(urypanuu [Pv4-aapeca.

[Tpotokoun [Pv6. ®opmupoBanue uaeHTuukaropa uatepeiica.
Crnioco6w1 koH(purypamuu [Pv6-anpeca.

[Tnanuposanue noxacereit IPv6. IIporokon NDP.

[TonsiTue Mmapurpytuzanuu. JMCTaHIMOHHO-BEKTOPHBIE TPOTOKOIBI MapiipyTuzanuu. [Iporokon RIP.

TemaTuka NpakTHYECKUX 3aAHATHIH 1 J1a0OPATOPHBIX padoT

OcHOBHbBIE KOH(UTYpalluy MapIIpyTU3aTOpa.

Pacmmpennsie KOHQUTypanuyu MapIpyTU3aTopa.

Pa6ora ¢ mpotokonom CDP.

Pa6ota ¢ nmpotokosniom TELNET. Pa6ora ¢ nmporokonom TFTP.

Pa6ota ¢ mpoTokosiom RIP.

Pab6ota ¢ nporokosnom OSPF.

Kondurypuposanue ¢pynkuun mapmpyruzatopa NAT/PAT.

Kondurypuposauue PPP u CHAP.

Tema 2.6.
KauecTtBo 06cmyxuBanus

(QoS)

Conep:xanue

Monenu QoS. Ilpuopuresanus nakeroB. Knaccuduxanus nakeroB. MapkupoBka NakeToB.

VYnpasieHue neperpy3kaMd ¥ MEXaHU3MbI 00CTYXKHUBaHUsS ouepeneid. MexaHu3M MpeaoTBPaIeHHS
neperpy3ok. Kontposb nosocs! nponyckanus. [Ipumep HacTtpoiiku QoS.

TemaTuka NpakTHYECKUX 3aAHATHH 1 J1aDOPATOPHBIX padoT

Hacrpoiika QoS. Ilpuoputusanus tpaduka. YnpapieHHe NOI0COH MPOIMYCKaHUS

Tema 2.7.
OyHKIHH 00ecTeYeHUs

Conep:xanue

Cnucku ynpasienust 1octynoM (ACL). DyHKIHUUA KOHTPOJIS HAJl TOJAKIIOYEHUEM Y3JI0B K TOpTaM



http://learn.dlink.ru/mod/lesson/view.php?id=445&pageid=1109
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1183
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0€30IaCHOCTH U
OFpaHI/I‘-ICHI/ISI I[OCTyr[a K
CeTH

KOMMYTaTOpa.

Aytenrudukarus noas3zoBateneit 802.1x. 802.1x Guest VLAN. ®@ynkiuu 3ammtsl LITY komMmmyTatopa.

TemaTnka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

Crnucku ynpasnenus noctynom (AccessControlList)

KoHTposb Ha moAKIIOYEHUEM y3J10B K TTopTaM KommyTtatopa. @yukmus PortSecurity.

KoHTtposb Haj noakIoYeHneM y3ia0B k noptam kommyraropa. @ynxmus [IP-MAC-Port Binding

Tema 2.8.
MHoroaapecHas
pacchlka

Conep:xanue

Anpecanus MHOroapecHoi IP-pacceeuikun. MAC-aapeca rpynmnoBoi pacChbUIKH.

[Tonnucka u oOcayXKUBaHUE TPYIIL. YIIpaBiIeHUE MHOT0aIPECHON pacchUIKON Ha 2-M ypoBHe Moaenu OSI
(IGMP Snooping).®yukiust IGMP FastLeave.

TemaTuka NpakTHYECKUX 3aAHATHH 1 J1a0OPATOPHBIX padoT

OtcnexxuBanue Tpadruka MHOTOAAPECHON PACCHUIKH.

OtcnexuBanue Tpaduka Multicast

Tema 2.9.
QYyHKINN yIPABICHUS
KOMMYTaTOpPaMH

Conepxanue

VYnpapneHue MHO)KeCTBOM KOMMYyTaTopoB. [Iporokos SNMP.

RMON (Remote Monitoring). ®yukuus Port Mirroring.

TemaTuka NpakTHYECKUX 3aAHATHH 1 J1a0OPATOPHBIX padoT

@DyHKIMM aHAJIN3a CETEBOTO TpaduKa.

Hacrpoiika mporokona ynpasieHus tonosiorueit cetu LLDP.

Pasnen 3. MexcereBble 3KpaHbI

Tema 3.1.

OCHOBHBIE TIPUHITUTIBI
CO3/IaHMs HAJEKHOM U
6e3omacHoi UT-

UHPPACTPYKTYPHI

Conep:xanue

Knaccudukanus cereBoix atak. Tpuama 6e3onacuoit UT-uHGpacTpyKTyphI.

VYrpasnenue KoHGUTypanusiMu. Y TIpaBJIeHHE UHIMICHTaMH. VICTIoIb30BaHke TpEeThel JOBEPEHHOM CTOPOHHI.
Kpunrorpadguieckne MmexaHu3Mbl 0€3011aCHOCTH.

Tema 3.2.
MexcereBble DKpaHbl

Conep:xanue

TexHomornu MexxceTeBbIX IKpaHOB. [lonuTrka MexxceTeBoro 3kpana. MexxcereBble SKpaHbl C BO3SMOKHOCTIMU
NAT.

Tomonorus ceTu Npu UCIOIB30BaHUU MEXKCETEBbIX HKpaHOB. [T1annpoBaHue U BHEIPEHNE MEKCETEBOTO
JKpaHa.




[ImarupoBanme MPOU3BOAUTEILHOCTH M 30HBI ICHCTBHS OCCIPOBOIHOMN CeTH

TemaTnka NpaKTHYECKUX 3aHATHI U JJAa00PATOPHBIX padoT 4
OCHOBBI aIMUHUCTPUPOBAHUS MEKCETEBOTO KpaHa
CoenuHeHne AByX JOKAJIbHBIX CETEH MEXKCETEBBIMU SKPAaHAMHU
Co3znanue MoMUTUKK 0€3 MPOBEPKU COCTOSTHUS.
Co3maHue MONUTHUK A7 TpaauMoHHOro (M ucxozsmero) NAT.
Co3pmanue nmonuTHK A58 1ByHarnpasieHHoOro (Two-Way) NAT, ucnons3ys meron pinholing
Tema 3.3. Conepxanue 2
Cuctemsl oOHapyxeHus 1 | OcnoBHoe HazHauenue IDPS. Croco6sr knaccudukanuu IDPS. Beioop IDPS. JlomonHuTensHbIe
MPEAOTBPALLEHUS MHCTPYMEHTAJIbHBIE CPEACTBA.
HPOHUKHOBEHHMI TpeboBanus opranuzanuu K pyHkunonuposanuto IDPS. Bosmoxunoctu IDPS. Pa3septriBanue IDPS.
CunpHbIE CTOPOHBI M OTpaHUYEeHHOCTH [DPS.
TemaTnka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT 2
OOHapy»xeHue 1 IpeI0TBpaIICHUE BTOP>KSHUM.
Tema 3.4. Conep:xanue 2
[Tpuopuruzanus tpaduka | Co3qaHue albTEPHATUBHBIX MAPIIPYTOB AOCTYIA B HHTEpHET. [IpropuTu3anus tpaduka.
U CO3/1aHne TemaTnka NpaKTHYeCKUX 3aHATHI U J1Aa00PATOPHBIX padoT 1
AJIPTCPHATUBHBIX Co3nanue abTepHATUBHBIX MAPUIPYTOB C UCIIOJIB30BAaHUEM CTATUYECKOW MapIIpyTHU3aLUN
MapIpyToB
IIpumepHas TeMaTHKA caMOCTOATeIbHOM padoThl mpu u3yyenun MJ/IK.01.05
1. dusmueckoe KOAWPOBAHUEC C UCITIOJIL30BAHUEM MAHYCCTECPCKOTI'O KOa
2. Jlormdueckoe KOAMPOBAHUE C UCTIOIL30BAHUEM CKPEMOITHPOBAHUS
3. TloakmoueHue KIMEHTa K OECIIPOBOJHOM CETH B MHPPACTPYKTYPHOM PEKUME
4. Omuenka 0ecITpOBOIHON JTUHHUH CBS3H
5. IlpoexTupoBanusi OECIIPOBOTHON CETH
6. Coop na(popManMy O KITMEHTCKUX YCTPOHCTBAX 26
7.
8.

[TpennpoekTHOE 00CIEIOBaHNE MECTa YCTAHOBKH OECIIPOBOJHON ceTn

9. OGecnieueHne 0TKa30yCTOWYNBOCTH B OECIIPOBOIHBIX CETAX

10. PexumMbl pabOTHI M OpraHU3aIUs TUTAHUS TOYEK JTOCTyTa

11. Cermenranust 6eclipoBOJHOM ceTH

12. Hactpoiika QoS




13. IoctmpoekTHOE 00CIeIOBaHNE U TECTUPOBAHUE CETH

IIpome:xyrounas arrecranus nmo MJ/IK.01.05 12
IIpumepHbIe BBl CAMOCTOSITEILHBIX PA0OT NPH U3YYEeHUU pa3aesia 2 MOayJis
CucremaTnueckasi mpopabOTKa KOHCIIEKTOB 3aHATHI, y4eOHOM U CHealbHON TEXHUUECKOH JINTEepaTyphl (110 BompocaM K mnaparpadam,
rj1laBaM y4eOHbIX T0COOUH, COCTaBICHHBIM MIPEIOIaBaTeNEM)
Y4yeOHasi NpaKkTUKA pa3jaesa 2 MOLYJIs 50
Buabi pador
1. HpOBCI[eHI/Ie ayauTa 3alllUIICHHOCTH aBTOMaTH?»HpOBaHHOﬁ CHUCTCMBHI.
2. YcraHOBKa, HACTPOWKA ¥ IKCIUTyaTaITHs CETEBBIX OTEPAITMOHHBIX CHCTEM.
3. III/IaI‘HOCTI/IKa COCTOSIHHA ITOACUCTEM 6630HaCHOCTI/I, KOHTPOJIb HAarpy3Ku U pe)KUMOB pa6OTI:I CceTeBOM OHepaHHOHHOﬁ CHUCTEMBI.
4. Opranuzamus padoT ¢ yAaJeHHBIMI XPAHWINIAMH TAHHBIX U 0a3aMu JaHHBIX.
5. Opraausanus 3aiuIieHHoN epeIadu JaHHBIX B KOMITBIOTEPHBIX CETSX.
6. BrImonHenne MOHTa)ka KOMITBIOTCPHBIX ceTeﬁ, OopraHuvs3anus u KOHq)I/IprI/IpOBaHI/Ie KOMIIbIOTCPHBIX CCTCﬁ, YCTAHOBJICHHUC U HaCTpOﬁKa napamMeTpoB
COBPEMECHHBIX CETEBBIX ITPOTOKOJIOB.
7. OcymecTBiIeHNe TUaTHOCTUKH KOMITBIOTEPHBIX CETEH, ONpeieieHNe HeNCIPaBHOCTEH U cO0EB TOACUCTEMBI OE30IaCHOCTH U YCTPAaHCHUE
HeHCHpaBHOCTeﬁ.
8. 3amonHeHHe OTYETHOM JTOKYMEHTAIMH 10 TEXHUYECKOMY OOCITy’KHBaHUIO U PEMOHTY KOMITBIOTEPHBIX CETEH.
IIponsBoacTBeHHAsI IPAKTHKA 108

Buasbi pador:
1. VYwuactue B yCTaHOBKE W HACTPOWKE KOMIOHEHTOB aBTOMATH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEM B 3aIIUIIIEHHOM HCIIOTHEHUH B COOTBETCTBHH
¢ TpeOOBaHUSIMH IKCILTYyaTAIMOHHOW JOKYMEHTAIIHN
OOcCTy»XUBaHUE CPEIICTB 3AMUTH HHPOPMAITUN IPUKIAHOTO U CUCTEMHOTO ITPOTPaAaMMHOTO 00ECTICUCHUS
HacTtpoiika mporpaMMHOro obecredeHus ¢ coOM0IeHIeM TpeOOBaHUH TI0 3aliTe HHPOPMAITIH
HacTtpoiika cpeicTB aHTUBUPYCHOM 3aIlIUTHI AJ11 KOPPEKTHON pa0dOThI MPOrpaMMHOI0 00SCIICUEHHS 10 3aaHHbIM 1a0I0HaAM
HHCTpyKTaXK MOTB30BATENEH O COONIOACHIH TPEOOBAHMIA 10 3aIUTe HHPOPMAITUX TP padoTe C IPOTPAMMHEIM 00ECTICYCHHEM
HacTtpoiika BCTpOEHHBIX CPEACTB 3alIUTH HH(POPMALINK IPOTPAMMHOTO O00eCTIeYeHHS
[TpoBepka QyHKIIMOHMPOBAHUS BCTPOCHHBIX CPEJICTB 3alIUTHl HH()OpMAIMK TPOTrPaMMHOTO 00eCTIedeHuUs
CBoeBpeMeHHOE 00HAPYKEHUE TPU3HAKOB HATMYHS BPEJOHOCHOT'O IIPOTPAMMHOTO 00eCTIeYeHHUS

e N

9. OOcnyKMBaHUE CPENICTB 3alIUTHI MHPOPMAIMK B KOMIIBIOTEPHBIX CHCTEMAaX U CETSIX

10. OGcy>KMBaHUE CUCTEM 3aIIUTHl HH)OPMAIUU B aBTOMATH3HPOBAHHBIX CHCTEMAX

11. Yyactue B IpOBEICHUN PETIaMEHTHBIX paboT MO AKCILTyaTallii CUCTEM 3aIUThl HHPOPMALIUK aBTOMAaTH3HPOBAHHBIX CHCTEM
12. TIpoBepka pabOTOCIOCOOHOCTH CHCTEMBI 3aIUTHI HHPOPMAIIUN aBTOMATH3UPOBAHHOH CHCTEMBI




13. KoHTponb COOTBETCTBUS KOHPUTYPALIMU CUCTEMBI 3alIUTHl HH(QOpMAIMK aBTOMAaTU3UPOBAHHOW CHCTEMEBI €€ SKCIUTYaTalldOHHON TOKYMEHTaIN
14. KoHTponb cTaOMIIBHOCTH XapaKTEePUCTUK CHCTEMBI 3allUThl HHPOPMAIIUH aBTOMAaTH3UPOBAHHOMN CUCTEMBI

15. Benenne TexHHYECKOH JOKYMEHTAIMHU, CBA3aHHON C AKCIUTyaTallled CHCTeM 3aIlnThl HH()OPMALUU aBTOMaTH3MPOBAHHBIX CUCTEM

16. Yyactue B paboTax 1mo 00eCeyeHHIO 3aUThl HH()OPMALUKU MPH BEIBOAE U3 SKCIUTyaTallil aBTOMAaTH3HPOBAHHBIX CHCTEM

IK3amen no npogeccuonanbHomy mooysio (0emMoHCmpayuoOHHbLl IK3AMeH)

18

Bcezo

882




3. YCJIOBUSA PEAJIMBALIIUA ITPOI'PAMMBI IPO®PECCUOHAJIBHOI'O MOAYJIA

3.1. las peanu3anuy nporpaMMsl NpogeccuoHaIbHOr0 MOAYJISA J0JIKHBI ObITH
NpeayCMOTPEeHbI cJieAyIolHe creuaJbHble OMelleHUs:

Peanuzanuss mporpaMMbl mpejnojaraeT Haiauuue ydeOHoro kaOuHeTa, JiabopaTopuil
MH(GOPMAIIMOHHBIX TEXHOJIOTHH, MPOrpaMMHUPOBaHUs U 0a3 JaHHBIX, CETEH U CUCTEM Mepeaadn
uHbOpMaIK, MPOTPAMMHBIX U MTPOrPAMMHO-AMIAPATHBIX CPEACTB 3Tl HH(OPMALINH.

Ob6opynoBanue yueOHOro kabuHeTa U pabouux MecT KaOMHeTa:

pa6oqee MECTO IperogaBaTeiis,

II0CaI0OYHBIE MECTa IS 00yJaIOITIXCS;

ayJIMOBU3YaJIbHBIM KOMILIEKC;

KOMIUIEKT 00y4aroIero Marepuaia (KOMILUIEKT IIPEe3eHTaIHi ).

O6opynoBanue 1a00paTOpPUH B pabOUUX MECT JIa00paTOpuu HHGOPMAITMOHHBIX
TEXHOJIOT Ui, IPOrpaMMUPOBaHUsI U 0a3 JAHHBIX:

B pa60‘II/I€ MecTa Ha 0a3e BHIYMCIUTEIbHOM TCXHHUKHU, TOAKIKYCHHBIC K JIOKAJIbHOM
BBIUMCIIUTENBHON ceTH 1 HH()OPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHON ceTn MHTepHeT;
,ZlI/ICTpI/I6YTI/IB YCTaHaBHHBaeMOﬁ OHGpaL{HOHHOﬁ CHCTEMBI,

BUPTYyaJIbHASI MAIIHA I PaOOTHI ¢ OTIEPAIMOHHON CHCTEMOH (THIIEPBU30D);

CYB/;

CASE-cpencTBa i poeKTUPOBaHMS 0a3bl TaHHBIX;

MHCTPYMEHTAJIBHAS CPENA POrPAMMUPOBAHNS;

MaKCT NPUKIIAAHBIX IPOTPaMM.
OO6opyaoBanue J1a0OpaTOPUH M pabOUUX MECT JTabOpaTOPUU CETEH M CUCTEM TIepenadn
uH(popMaIuu:

B pa6que MecTa Ha 0a3e BHIYMCIUTEIbHOM TCXHHUKHU, TOAKIKYCHHBIC K JIOKAJIbHOM
BBIUMCIIUTENHHON ceTH 1 HH()OPMAITMOHHO-TEIIEKOMMYHHUKAIIMOHHON cetn HTepHEeT;
CTCHObI ceTeit nepeaavyu JaHHbIX;

CTPYKTYpUpOBaHHAs KaOeNbHasK CUCTEMA;

AMYJIATOP (AMYJISATOPBI) AKTUBHOT'O CETEBOI'0 00OPY/I0BAHUS;

IpoOrpaMMHOC obecreyeHrne CETEBOTO O60py,[lOBaHI/I$L
O6opynoBanue 1a00paTopuu U pabouux MecT J1abopaTOPUU NPOrPaMMHBIX U IPOTrPAMMHO-
anmnapaTHbIX CPECTB 3alUThl HHPOPMAIIH:

B pa60‘II/I€ MecTa Ha 0a3e BHIYUCIUTEIbHOM TCXHHUKHU, TOAKIKOYCHHBIC K JIOKaJIbHOM
BBIUMCIIUTENBHON ceTH 1 HH()OPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHON ceTn IHTepHEeT;
AHTUBHUPYCHBII IPOrpaMMHBINA KOMIIJIEKC;

MIpoTrpaMMHO-aIIIapaTHBIC CPEICTBA 3aIUTH HHGOPMAIIUN OT HECAHKITHOHUPOBAHHOTO JTOCTYTIA,
6HOKI/IpOBKI/I J0CTyIla U HAPpYHWICHUA HEJTIOCTHOCTHU.

3.2. UndopmanuonHoe odecrneyenne 00yuyeHus

3.2.1. OcHOBHBIE NIeYaTHbIC HCTOYHUKHU

1. KXnganos C.A., UBanoBa H.IO., Mansxuna B.I'. OnepanuoHHbIE CHUCTEMBI, CETH U
UHTEpHET-TexHoJoruu — M.: M3narensckuii neHTp «Axaagemus», 2014.

2. KoctpoB b. B. , Pyukun B. H. Cetm um cucremsl mnepenaun uHGopmammu — M.:
W3narenbckuii neHTp «Akanemus», 2016.

3. Kypuno A.Il., Munocnasckas H.I'., CenaropoB M.IO., Toncroii A.U. Ynpasnenue
prckamMu HHGOPMAITMOHHON 0€30MaCHOCTH.- 2-¢ u3/.- M.: ['opsiuas nuHus-Tenexom, 2014.



4. MenbuukoB /. MadopmarmonHas 6e30macHOCTb OTKPBITHIX cucteM.- M.: ®opym, 2013.

5. Omudep B., Omudep H. KommproTepubie cetu. [IpuHIMIBI, TEXHOIOTHUH, TMPOTOKOJIBI.
YueOnuk, 5-e uznanue — [utep, 2015.

6. Cunnnipin C.B. , baraes A.B. , Hamorun H.}O. Omnepammonnsie cucremsl — M.:
H3narenbckuii neHTp «Axagemus», 2013.

7. Ckpunauk JI. A. OOmme BOMPOCHI TEXHUYECKOW 3amuThl WH(OpMaiuu: ydeOHOe
nocobue / Ckpumauk J[. A. —M.: UnTepHer-YHuBepcurer Mupopmanmonubix TexHomorui
(MHTYUT), 2016.

8. Tanenbaym 3., Ya3epost JI. Komnbrorepusie cetu. 5-¢ uza. — [urep, 2013.

3.2.2. JlonoJTHUTEIbHbIE eYaATHbIE HCTOYHUKHU:

1. BezdoroB A.A., SxoBneB A.B., MaprembsHoB HO.®. be3omacHOCTH oOrepanmoHHBIX
cucteM. M.: I'emuoc APB, 2008.

2. bopucoB M.A. OcCoO€HHOCTH 3aIUTHI IEPCOHATBHBIX JAHHBIX B TPYJIOBBIX OTHOIIICHUSIX.
M.: JIubpokom, 2012. — 224 c.

3. bpoiino B.JI. BeluncnurenbHble CUCTEMBI, CETH M TEIEKOMMYHHKAIUU: Y4YeOHUK st
BY30B. 2-¢ u3a. - CII6.: ITutep, 2006 - 703 c.

4. I'ybenkoBA.A.MupopmanronHas 6€301MacHOCTh BEIYUCIUTENBHBIX ceTel: yued. mocodue
/' A. A. T'y6enkos. - Caparos: CI'TVY, 2009. - 88 c.

5. Heviten X. M., Hewiten I1. JIx., Yodpuec . P. Onepanmonusie cuctembl. Yacth 1.
OcHoBbl U npuHIUIbl — M.: bunom, 2011. — 1024 c.

6. Hewiten X. M., Hewiren II. JIx., Yoduec /. P. Onepanmonnsie cucremsl. Yactp 2.
Pacnipenenennsie cucreMsl, ceTH, 6e3omacHocTb — M.: bunom, 2011. — 704 c.

7. UBanoB B.U., I'opauenko B.H., IlomoB I'.H. [ludpoBbie u aHaIOTrOBBIE CHCTEMBI
nepenaun: YueOHuk.-M.: ['opsiuas nunus-Tenekom., 2008

8. Kodnep M., Linux. [TonHoe pykoBozactso — [Turep, 2011. — 800 c.

9. Kynmakos B.I'., Tarapup M.B., u gp. HWuadpopmanmonHas 0e30MacHOCTb
TEJIEKOMMYHUKALMOHHBIX cUcTeM. YueOHoe nocodue.-M.: Paguo u cBsa3b, 2008

10. Jlamonmaa O.P. OcHOBBI ceTeBOW 0e30MacHOCTH: KpHUNTOrpaduIecKre aarOpuTMbl U
MIPOTOKOJIbI B3aUMOJEHCTBUs: Y4ueOHoe nmocobue.- 2-e u3f., ucnp.- M.: UurepHer-YHuBepcurer
NT; BUHOM. Jlaboparopus 3nanmii, 2007.- 531 c.

11. Mak-Knap C., Ckem6peit JIx., Kyprin [I. Cekpersl xakepoB. bezomacHocTs cereid —
rOoTOBbIE pelieHus, 4-e u3a. — M.: Bunbsmc, 2004. — 656 c.

12. Mamok A.A., Iasuzun C.B., Iloroxxun H.C. BBexenue B 3amuty HMHQOpMaLuU B
aBTOMAaTH3UPOBAHHBIX cucTemax: Yueb. IlocoOue mis Bys3oB.- 3-e uzn., crep. M.: T'opsiuas
nuauA, 2005.- 147 c.

13. Ilapteixa T. JI., [TonoB U. N. OnepainyionHble CUCTEMBI, Cpebl U 000JI0UYKHU: y4eO. moc.
st ctynentoB CIIO — M.: @opywm, 2013. — 544 c.

14. IInaTonos, B. B. IIporpammHo-amnmapaTHbie cpeacTBa obecrnedeHusi HHPOPMAITMOHHON
0€301aCHOCTH BBIUMCIUTENBHBIX CeTeil: YueO. mocoOue Ay cTyA. BbIcI. yuel. 3aBeaeHuit / B.
B. IInaronos. — M.: Akanemus, 2006. — 240 c.

15. PyccunoBuu M., Conomon /[I., Buytpennee ycrpoiictBo MicrosoftWindows. OcHoBHbIE
MOACUCTEMBI onepaliuoHHon cucrtemsl — [lutep, 2014. — 672 c.

16. Cesepun B. KomruiekcHast 3amurta wHGOpManmu Ha npennpustud. M.: Topoper,
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http://www.ozon.ru/brand/4006831/
http://irbis.sstu.ru/cgi-bin/irbis64r_72/cgiirbis_64.exe?Z21ID=&I21DBN=IZDUN&P21DBN=IZDUN&S21STN=1&S21REF=10&S21FMT=fullw&C21COM=S&S21CNR=20&S21P01=3&S21P02=0&S21P03=A=&S21COLORTERMS=0&S21STR=%D0%93%D1%83%D0%B1%D0%B5%D0%BD%D0%BA%D0%BE%D0%B2%20%D0%90.%20%D0%90.
http://www.ozon.ru/brand/858561/

3.2.3. Ilepnoanyeckue U31aHNUSA:

1. XKypunanbt Chip/Yun: XypHan 0 KOMIBIOTEPHOW TEXHUKE IS MPOGECCHOHANIOB U OIMBITHBIX
MOJIb30BaTENEH;

2. Kypnans 3amuta nabopmannu. Uucain: MadopManmoHHO-METOAMIECKII Ky pHAI

3. HNudopmanronnas 6€30MacHOCTb peTHOHOB: Hay4HO-IPpaKkTHUECKU Ky pHAT

4. Bompocel kubepbezonacHocTi. HaydHseiid, nepuoamyeckuii, nH)OPMAIMOHHO-METOINIECKHIA
KypHan c¢ 0a3oBoil cnemmanu3anued B oOmact  mH(popManmoHHOW Oe3omacHoctH.. URL:
http://cyberrus.com/

5. be3omacHocTh HWH(DOPMAITMOHHBIX TexXHOJOTHHA. [lepromuyueckuii pereH3upyeMblii HayJHBIH
xypraan HUAY MU®U. URL: http://bit.mephi.ru/

3.2.4. DNeKTPOHHbIC HCTOYHHUKH:
1. I/IH(l)OpMaL[I/IOHHO—CHpaBO‘{HaH CUCTCMA IO MJOKYMCHTaM B 00JIaCTH TEXHUYECKOM 3allUThI
nHpopmarun www.fstec.ru

N

WudopmarnmonHslil mopTai mo 6e3onacHoctd www.SecurityLab.ru.

98]

OOpazoBaTeibHbIE NOPTAJBl 1O PAa3IMYHBIM HANpaBJICHUSM O0Opa3oBaHHS M TEMaTHKE
http://depobr.gov35.ru/

Poccuiickuii bnomerpruueckuii mopran www.biometrics.ru

Caiit xxypHana UuadopmarmonHas 6e3onacHocTs http://www.itsec.ru —

Caiit HayuHoii anekTpoHHOI 6uOImoTeku www.elibrary.ru

CnpaBouHo-1ipaBoBasi cucteMa «['apanT» » www.garant.ru

CnpaBouHno-nipaBoBast cucteMa «Koncynsrant [Imroc» www.consultant.ru

© XNk

QdenepanpHast ciyx0a MO TEXHHYECKOMY M 3KcrmopTHoMy KoHTponto (DPCTOK Poccun)

www.fstec.ru

10. ®enepanpubiii optan «MHGOPMAIMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJOTHU B 00pa3oBaHUM»
htpp\\:www.ict.edu.ru

11. ®enepanbHbIil mopTan «Poccuiickoe oOpa3oBanne www.edu.ru
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUSA
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

Kox nu Haumenosanue
PO eCCUOHAITBHBIX 1
00X KOMITETCHIIHUH,
dbopMHupyeMbIE B paMKax
MOJTYJIS

Kputepuu onenku

MeToab!I OlIEHKHU

[IK 1.1. IlpousBoautsb
YCTaHOBKY U HACTPOUKY
KOMIIOHEHTOB
ABTOMATHU3UPOBAHHBIX
(MH(OPMAIIMOHHBIX)
CHUCTEM B 3aILHALICHHOM
VICTIOJTHEHHH B

JIeMOHCTpUpPOBATh YMEHUs
YCTaHOBKH U HaCTPOUKHU
KOMIIOHEHTOB
aBTOMATHU3HPOBAHHBIX
(MHMOPMAITMOHHBIX) CHCTEM
B 3aIUIICHHOM UCIIOJIHCHUH
B COOTBETCTBUHU C

TEeCTUPOBAHUE,
IK3aMEH
KBUTH(DUKATTMOHHBIH,
JKCTIEPTHOE HAOIIOICHNE
BBITIOJTHEHUS JTAOOPATOPHBIX
paoor,

IKCIIEPTHOE HAOIOICHHE

COOTBETCTBUU C TpeOOBaHUSIMU BBITIOJTHEHUS MPAKTUYECKUX

TpeOOBaHUSIMU JKCIUTyaTallMOHHOU pabor,

SKCIUTyaTallMOHHOM JIOKyMEHTAIUU OLICHKA PEIICHUS

JIOKyMEHTAIUH. CUTYAIIMOHHBIX 3a]1a4,
OLIEHKa Ipoliecca u
PEe3yIBTATOB BBITIOJHEHUS
BHJIOB pabOT Ha IIPAKTUKE

IIK 1.2. [IposiBnenue ymenus u TECTUPOBAHUE,

AIMUHUCTPUPOBATH MPaKTUYECKOIO OIbITa JK3aMEH

POrpaMMHBIC U aJIMUHHUCTPUPOBAHUS KBTU(DUKAITTMOHHBIH,

IIPOrpaMMHO-
anmnaparHble
KOMIIOHEHTBI
ABTOMAaTU3UPOBAHHON
(nHpOPMAITMOHHOH)
CUCTEMBI B 3aLIUILEHHOM
VCIIOJTHEHUM.

IIPOrpaMMHBIX U
MIPOrpaMMHO-aNIMapaTHbIX
KOMITOHEHTOB
aBTOMAaTU3MPOBAHHOMN
(mHGOPMAITMOHHON)
CHUCTEMBI B 3aLIUILEHHOM
HCIIOJIHEHUU

JKCIIEPTHOE HAOIIOCHHE
BBIMOJIHEHUS JTA0OPATOPHBIX
pabor,

IKCTIEPTHOE HAOII0ICHHE
BBITTOJTHEHUSI TPAKTHYECKUX
paoor,

OLICHKA PEIICHUS
CUTYaIlMOHHBIX 3a]1ad,
OIICHKa Ipoiiecca u
Pe3yJIbTaTOB BBHIIOJHEHHUS
BHJIOB pa0OT Ha MPAKTHUKE

[1K 1.3. ObecneunBaTh
Oecniepeboiinyto padboTy
ABTOMATHU3UPOBAHHBIX
(uH(pOpPMAIIMOHHBIX)
CHCTEM B 3aIIUIICHHOM
WCTIOTHCHUH B
COOTBETCTBHUH C
TpeOOBaHUSIMU
AKCIUTyaTallMOHHOU
JIOKYMEHTaI1H.

[IpoBenenue nepeunst pabot
10 00ecreyeHuto
Oecniepe0oiiHOM paboThI
ABTOMATHU3HPOBAHHBIX
(uH(OpPMAIIMOHHBIX) CHCTEM
B 3aIIUIIICHHOM UCTIOJTHCHUH
B COOTBETCTBUHU C
TpeOOBaHUSIMU
AKCIUTyaTallMOHHOM
JOKYMEHTaIu1

TECTHPOBAHUE,
IK3aMeH
KBaJTU(UKAIIMOHHBIH,
SKCIIEPTHOE HAOIIOCHHE
BBINOJIHEHUS 1Ta00PaTOPHBIX
pabor,

IKCIIEPTHOE HAOIOCHIE
BBIITOJTHCHHSA MPAKTUYCCKUX
pabor,

OLIEHKA PEeIICHUS




CUTYAIIMOHHBIX 33]1a4,
OIICHKa Tpoliecca u

PEe3yIBTATOB BBITIOJHEHUS
BHJIOB pabOT HA IIPAKTUKE

IIK 1.4. OcyiiecTBisTh
MIPOBEPKY TEXHUYECKOTO
COCTOSTHUSI, TEXHUYECKOE
00CITyKUBaHUE U
TEKYILLUNA PEMOHT,
YCTPaHSATh OTKA3bl U
BOCCTaHABIIMBATH
paboTocrnocoOHOCTh
ABTOMATHU3HPOBAHHBIX
(nH(GOPMAIIMOHHBIX )
CHUCTEM B 3allUIICHHOM
UCTIOTHEHUH.

[TposiBnATH 3HAHUS U
YMEHHUS B TIPOBEPKE
TEXHUYECKOTO COCTOSHHMS,
MIPOBEICHUH TEKYILEro
PEMOHTA U TEXHHUYECKOTO
o0CITyXKUBaHUS, B
yCTpaHEHUH OTKAa30B U
BOCCTAaHOBJICHHU
paboTocrnocoOHOCTH
aBTOMAaTU3UPOBAHHBIX
(uH(MOpPMAIIMOHHBIX) CHCTEM
B 3alMIIEHHOM HCIIOJHEHUN

TECTHPOBAHUE,
IK3aMeH
KBaJTU(PUKAIIMOHHBIH,
JKCIIEPTHOE HAOIIOCHHE
BBITIOJIHEHUS Ta00PaTOPHBIX
pabor,

JKCIIEPTHOE HAOII0ICHNE
BBITIOJTHEHUS MPAKTUICCKUX
pabor,

OLICHKA PEeIICHUS
CUTYallMOHHBIX 3a]1a4,
OLIEHKa Tpoliecca U
Pe3yJIbTaTOB BBHIIIOJIHEHUS
BUJIOB pa0OT HA MPAKTUKE




JUCT UBMEHEHUM ¥ TONMOJIHEHUIA, BHECEHHBIX B
PABOYYIO ITPOI'PAMMY

_IIM.01 OKCIUTYATAIINA ABTOMATU3NPOBAHHBIX
(MHPOPMAIIMOHHBIX) CUCTEM B SAHTUINNEHHOM WCITOJIHEHWU

Ne 1 usmenenus, ot 26.08.2024r.

BbIJIO
OK 01. Beibupats criocoObI pemeHus 3a1a4d
npodecCHOHaTBLHON EeATeTFHOCTH,
NPUMEHUTENBHO K Pa3IMYHBIM KOHTEKCTaM.
OK 02. OcyuiecTBusTh NOUCK, aHATU3 U
WHTEPIpEeTaInio HHPopMaIuu, HeoOXOIUMOM TS
BBITIOJTHCHUS 337124 PO ECCHOHABHOM
JeSITEbHOCTH.
OK 03. IImanupoBaTh U peain30BHIBATH
CcOOCTBEHHOE MPOPECCUOHATLHOE U INYHOCTHOE
pasBUTHE.
OK 04. PaboraTh B KOJUIEKTUBE U KOMaHJIE,
3 (peKTUBHO B3aNMOJCHCTBOBATH C KOJIJIETAMHU,
PYKOBOJCTBOM, KIIMEHTAMH.
OK 05. Ocy1iecTBasTh yCTHYIO  THCBMEHHYIO
KOMMYHHUKAIIMIO Ha TOCYAAPCTBEHHOM SI3BIKE C
Y4ETOM OCOOEHHOCTEH COITMAIBHOTO U
KYJIETYPHOTO KOHTEKCTA.
OK 06. IIposBAsTE TpaXkIaHCKO-MATPUOTUYECKYIO
MIO3HIINIO, IEMOHCTPUPOBATh OCO3HAHHOE
MIOBEJICHUE HA OCHOBE TPaIUIIMOHHBIX
oOmieuenoBeYecKix e HHOCTEH, TPUMEHSITh
CTaH/aPTHl AHTUKOPPYITIIHOHHOTO TTOBEACHUSI.
OK 07. ConeficTBOBaTh COXpaHEHHUIO
OKpY>Karollell cpeqsl, pecypcocOepeskeHHIO,
3¢ (PeKTUBHO NEeHCTBOBATH B UPE3BBITAMHBIX
CUTYyalusX.
OK 08. Hcnons3oBath cpeacTBa puzndeckoit
KYJBTYPHI TSI COXPAHEHUS U YKPETUICHUS
3JI0OPOBBS B Mpo1iecce MpoeccnoOHaTbHON
JEeSITENbHOCTH M TIOZIepKaHusi He0OX0AUMOTO
YpOBHS (GPU3NIECKON TTOTOTOBICHHOCTH.
OK 09. Ucnonp30BaTh HHOOPMAITHOHHBIC
TEXHOJIOTHHU B MPO(ECCHOHATBHOM eI TeNbHOCTH.
OK 10. ITonp30BaThesa npodeccHoHanTbHOR
JIOKYMEHTAIIHEH Ha TOCYAapCTBEHHOM H
WHOCTPAHHOM SI3bIKaX.
OK 11. Ucnonp30Bath 3HaHUs 10 PUHAHCOBOU
TPaMOTHOCTH, TUTAHUPOBATh
NPEANPUHAMATENBCKYIO IEITETbHOCTD B
npodhecCHOHAIBHOM cdepe.

CTAJIO
OK 01. Beibupats criocoObI pemeHus 3a1a4d
pohecCHOHANBHOM e TeNFHOCTH IPUMEHUTETIHHO K
pa3IMYHBIM KOHTEKCTaM;
OK 02. Mcnonb30BaTh COBPEMEHHBIE CPEICTBA TIOUCKA,
aHaJM3a U MHTEpIIpeTaluy HHHopManuu 1
WHPOPMAIOHHBIE TEXHOJIOTUH ISl BHITIOITHEHHUS 33144
npodecCHOHABHON e TeIbHOCTH;
OK 03. IImanupoBath U peaM30BBIBATh COOCTBEHHOE
mpogecCHOHaNbHOE U TMYHOCTHOE Pa3BUTHE,
MpeINPUHUMATENBCKYIO IEATEIbHOCTD B
npodeccuoHabHON cdepe, UCIIONB30BaTh 3HAHUS 110
MPaBOBOI M (hHHAHCOBOI IPAMOTHOCTH B Pa3IMYHBIX
KU3HEHHBIX CUTYalHUsX;
OK 04. O¢pdexTnBHO B3anMoaeiicTBOBaTh U paboTaTh B
KOJIJIGKTHBE ¥ KOMAaH/IE;
OK 05. Ocy1iecTBasTh YCTHYIO M MTUCbMEHHYIO
KOMMYHHUKAIIMIO HA TOCYAapCTBEHHOM s13bIke Poccuiickoi
denepanyu ¢ y4€TOM OCOOCHHOCTEW CONMATBHOTO U
KyJIbTYPHOTO KOHTEKCTa;
OK 06. ITposBnsTh rpa)1aHCKO-IATPUOTHUYECKYIO
MO3ULHIO, IEMOHCTPUPOBATh OCO3HAHHOE IIOBEACHUE Ha
OCHOBE TPaJAULMOHHBIX POCCUHCKUX TyXOBHO-
HPaBCTBEHHBIX IIEHHOCTEH, B TOM YHCJIE C YYETOM
rapMOHHM3ALUN MEKHATMOHAIBHBIX U MEXPETUTHO3HBIX
OTHOIIEHUH, IPUMEHSTh CTaHAAPTHl AaHTUKOPPYIILIMOHHOTO
MOBEICHUS;
OK 07. ConelicTBOBaTh COXpaHEHHUIO OKPY KAIOIIEH CpeIbl,
pecypcocOepeKeHNI0, TPUMEHITh 3HaHUSI 00 U3MEHEHUH
KJIUMaTa, IPUHIUIB OEPEKITMBOTO MTPOU3BOACTBA,
3¢ PEKTUBHO JCHCTBOBATH B YPE3BBIYAHHBIX CUTYAIIHSX;
OK 08. HMcnonp3oBath cpeacTBa Gpu3ndeckoil KyIbTypsl IS
COXPAHEHUs U yKPEeIUIEHHs 30POBbS B IIPOLECCe
npodecCHOHANEHON e TeTbHOCTH U OIS KaHUS
HEOO0XOMMOTO YPOBHS (PU3UUECKON TTOATOTOBICHHOCTH;
OK 09. Ilonp3oBatbes mpodheCCHOHATBHON JOKYMEHTanen
Ha TOCYJapCTBEHHOM M MHOCTPAHHOM S3bIKaX.

Ocuosanue: npiukas Munnpocsemenns Pocenn ot 03.07.2024 Ned64 «O sHecennn H3MEHEHHIH B
(enepansHBle rocynapcTBeHHbIE 00pa3zoBaTeNbHBIC CTAHIAPTH CPEAHETO npodeccCHOHANBHOTO
oGpasosanmusy» (3apernctpuposano B Muniocte Pocenn 09.08.2024 Ne79088):

[Mpencenarens ITLIK

Pamxabosa AH.




